U.S. Department of Homeland Security

Freedom.of Information Act
and Privacy Act Division
Arlington, VA 22202

/Ry Transportation

sferegd. | Security
JUN -9 2006 “me’ Administration
Ms. Melanie Sloan _ - FOIA Case Number: TSA06-0703

CREW
11 Dupont Circle, N.W-, 2™ Floor
Washington, DC 20036 '

Dear Ms. Sloan:

This letter is in response to your Freedom of Information Act (FOIA) request to the Department of
Homeland Security (DHS), dated September 7, 2005. The DHS has referred a portion of your request
to the Transportation Security Administration (TSA) which was received on May 23, 2006, for
response to Item 17 in which you are seeking “communications regarding the deployment of the
National Guard to New Orleans to assist in evacuation and relief efforts.” Your request has been
‘processed under the FOIA, 5 U.S.C. § 552.

These documents have been reviewed and portions of 24 pages are being withheld under Exemptions
“low 2,” “high 2,” 3 and 6 of the FOIA. A more complete explanation of these exemptions is
provided below. '

Exemption 2 of the FOIA exempts from mandatory disclosure records that are “related solely to
the internal personnel rules and practices of any agency.” The courts have interpreted the

~ exemption to encompass two distinct categories of information: (1) internal matters of a

relatively trivial nature — often referred to as “low 2” information; and (2) more substantial

internal matters, the disclosure of which would risk circumvention of a legal requirement — often

referred to as “high 2 information.

I have determined that certain portions of the requested records contain personnel rules and/or
internal practices of TSA properly withheld from disclosure as “low” (b)(2) information. A more
detailed explanation follows.

Exemption “low” 2 of the FOIA protects from disclosure internal matters of a relatively trivial
nature. The Supreme Court has held that the very task of processing and releasing some
requested records would place an administrative burden on the agency that would not be justified
by any genuine public benefit. Low 2 serves to relieve the agency from the administrative
burden of processing FOIA requests when internal matters are not likely to be the subject of
public interest. For example, routine internal personnel matters, such as information relating to
performance ratings, recognition and awards, leave practices, transfers, travel expenses, and
allowances, are included within the scope of the exemption. Exemption 2 has also been
construed to permit the nondisclosure of mundane, yet far more pervasive administrative data —
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such as file numbers, mail routing stamps, initials, data processing notations, brief references to
previous communications, and other similar administrative markings

I have also determined that certain portions of the requested records are properly withheld from
disclosure as “high 2” information, in that they contain internal administrative and/or personnel
matters to the extent that disclosure would risk circumvention of a regulation or statute or
impede the effectiveness of law enforcement activities. A more detailed explanation follows.

Sensitive materials are exempt from mandatory disclosure under “high 2” when the requested
documents are predominantly internal, and disclosure significantly risks circumvention of a
regulation or statute, including civil enforcement and regulatory matters. Whether there is any
public interest in disclosure is legally irrelevant. Rather, the concern under “high 2” is that a
FOIA disclosure should not benefit those attempting to violate the law and avoid detection.

This document(s) is considered Sensitive Security Information (SSI) and is exempt from
disclosure under Exemption 3 of the FOIA. Exemption 3 permits the withholding of records
specifically exempted from disclosure by another Federal statute. Section 114(s) of title 49,
United States Code, exempts from disclosure of Sensitive Security Information that “would be
detrimental to the security of transportation” if disclosed. The TSA regulations implementing
Section 114(s) are found in 49 CFR Part 1520.

Pursuant to Section 1520.5(b)(8)(ii) specific details of aviation or maritime transportation security
measures, both operational and technical, whether applied directly by the Federal government or
another person, including information concerning the deployments, numbers, and operations of Coast
Guard personnel engaged in maritime security duties and Federal Air Marshals, to the extent it is not
classified national security information constitute SSI and is exempt from disclosure.

Pursuant to Section 1520.5(b)(9)(i) the following information regarding security screening under
aviation or maritime transportation security requirements of Federal law: any procedures,
including selection criteria and any comments, instructions, and implementing guidance
pertaining thereto, for screening of persons, accessible property, checked baggage, U.S. mail,
stores, and cargo, that is conducted by the Federal government or any other authorized person

~ constitute SSI and is exempt from disclosure.

Exemption 6 of the FOIA permits the government to withhold all identifying information that applies
to a particular individual when the disclosure of such information "would constitute a clearly
unwarranted invasion of personal privacy.” This requires the balancing of the public’s right to
disclosure against the individual’s right to privacy. After performing this analysis, I have determined
that the privacy interest in the identities of the individuals in the records you have requested outweigh
any minimal public interest in disclosure of the information. Please note that any private interest you
may have in that information does not factor into the aforementioned balancing test.

The fees incurred to process your request do not exceed the minimum threshold necessary for charge
and therefore there is no fee associated with processing this request.

Administrative appeal from this determination may be made in writing to Tamara L. Miller, Special
Counselor, Office of the Special Counselor, Transportation Security Administration, 601 South 12
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Street, East Building, E7-121S, Arlington, VA 22202-4220. Your appeal must be submitted within
60 days from the date of this determination. It should contain your FOIA request number and state,
to the extent possible, the reasons why you believe the initial determination should be reversed. In

_addition, the envelope in which the appeal is mailed in should be prominently marked “FOIA
Appeal.” The Special Counselor’s determination will be administratively final. If you have any
questions pertaining to your request, please feel free to contact the FOIA Office at 1-866-364-2872 or
locally at 571-227-2300.

FOIA Officer }
Freedom of Information Act Office

" Enclosures
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From:

Sent: -, Friday, September 02, 2005 8:46 AM

To: - (COS): € batbe )
Subject: w: Katrin ning C 9/2

Attachments: 2 Sep 05.ppt

Sent from my BlackBerry Wireless Handheld

————— Original Message—-----
From: ,#olf, Chad <Chad. Wolf@dns gov>

o SN (| toc )
Sent: Fri 2 08:01:16 2005

Subject: FW: Katrina Morning Brief 0600 9/2

2 Sep 05.ppt (909
KB)
Cha F. Wolf

Assistant Administrator for Policy

TSA/DHS
571—227- b2

————— Original Message-----
From: TIMG

Sent: Friday, September 02, 20053 5:48 AM
To: TIMG-Distro-List

Subject: Katrina Morning Brief 0600 9/2

Mark Snyder

CDO

"WARNING: This document contains Sensi f Securlty Information that is controlled under
48 CFR 1520. No part of this document mdf be released to persons without a need to know,
as defined in 49 CFR 1520, except with f£h¢ written permission of the Under
Secretary/Administrator of Transportatfon or Security, Washington, DC. Unauthorized
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Federal Air Marshal Service
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- The Commermal Vehicle Safety Alliance is contactlng FEMA to offer
the assistance of their membership.

« ‘FHWA assisting FEMA re route planning and road restriction waivers

* Louisiana
« Allroads into the New Orleans area are closed.

+ New Orleans [-10 from the west and I-55 from the north open to emergency
traffic. Generally no way to get on or off I-10 due to the high water. 16




TranS|t Pipelines, Highway, Marltlme Postal and
Shipping

Pipelines:

- Today, Louisiana Offshoré CO'iivﬁ"bft,(LOéP:)ﬂﬂ axpactad to unload its first
tanker. Port can handle 1 million barrels a day.

*  Williams Co, one of the largest natural gas pipeline owners, reports no .
significant damage of its onshore facilities.

+ FHWA working with FTA to move generators to pipeline companies - in
- Alabama.

- Colonial Pipeline operating at 38% capacity due to electrical power outages

~ With return of electrical power in MS, it will be able to operate at 61%
"~ within 24 hours

—~ Gasoline, jet fuel and other products are being transported and
delivered now

— With additional electrical service, it expects to achieve 74% of normal
operating capacity by Sunday and 75-86% by next week

- Plantation Pipeline Company at 150,000 barrels capacity, 25% daily

+ Electrical power will be restored today. Capacity will be 95% 18
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Transit, Pipelines, Highway, Maritime, Postal and
Shipping a '

Postal & Shipping Sector

FedEx

Is discouraging shipments intovNew Orleans.
DHL -

The following DHL service centers are closed indefinitely due to Hurricane
Katrina-related damage:

« Covington, LA (BXA)

- Gulfport, MS (GPT)

« New Orleans, LA (MSY, KNR and NEW)
USPS - »

Temporary locations opened: for social security check distribution in and
Mississippi

20
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Transit, Pipelines, Highway, Maritime, Postal and Shipping ._
Mass transit
L.ouisiana: i

New Orleans RTA streetcar storage/mamtenance facilities underwater, bus
fleet unknown. Conjecture —manths before RTD bus service restored.

New Orleans Regional Transit Authority (NORTA) water up to the second
floor. Canal Street facility Carrollton facility (St. Charles streetcars)
reported as safe.

Randolph Facility at Canal Street flooded witf fising waters. Carrolton
Streetcar Facility is dry but can't move equipment because of flood waters.
- Carrolton Garage is flooded .-

FTA contacting transit authorities not impacted to see if equipment can be
provided. FTA coordinating with American Public Transportation
Assaciation and FEMA

MISSISSIPPL:

MSDOT unable to contact anyone. Indlcatlons are that anything south.of
Hattiesburg is "gone*.

21
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Transit, Pipelines, Highway, Mariti‘me, Postal and Shippirig

- ALABAMA:
+ Tuscaloosa: Back to full service today
No fixed route service in Mobile but expected operate tomorrow.

- GM&O/downtown transfer terminal experienced flooding with 4 feet of water
- inside and is not functional.

+ FLORIDA:

+  Miami-Dade Transit (MDT) experiencing a fuel shonage for bus operatlons
65,000 gallons in storage. '
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From: :

Sent: -, Friday, September 02, 2005 8:46 AM

To: (COs); ¢ baitlbe )
Subject: w: Katnn ning ' 9/2 '
Attachments: 2 Sep 05.ppt

Sent from my BlackBerry Wireless Handheld

————— Original Message-----_ _ v

From: ,Wolf, Chad <Chad.WolfRdhs.gov>

To: ( tﬁ-tyic o )

Sent: Fri Sep U2 08:01:16 2005

Subject: FW: Katrina Morning Brief 0600 9/2

2 Sep 05.ppt (909
KB)
Cha F. Wolf

Assistant Administrator for Policy

TSA/DHS
5,71—227- b2

————— Original Message-----
From: TIMG

Sent: Friday, September 02, 2005 5:48 AM
To: TIMG-Distro-List
Subject: Katrina Morning Brief 0600 9/2

Mark Snyder

CDO

"WARNING: This document contains Sensi f Securlty Information that is controlled under
48 CFR 1520. No part of this document ma§ be released to persons without a neesd to know,
as defined in 49 CFR 1520, except with £h{ written permission of the Under
Secretary/Administrator of Transportatfon for Security, Washington, DC. Unauthorized
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release may result in civil penalty or other action. For U.S. Government agencies, public
release is governed by 5 U.S.C. 552." )
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0600 Hours
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o | TIMG Completed Actions

* Hydrochiloric Incident
*  HR-Workers Compensation ‘
~* TSA Employee Assistance Program Updated of Disaster Requests
« TSA Aviation Stakeholders Affairs Updated of Airport status
+ Contacted DQOT-CMC regarding Hydrochiloric Incident
« Query regarding commercial bus help ,
"+ Assisted Accenture Peopleline regarding TSA employees reporting to work
+ Forwarded Baton Rouge questions regarding taking on MSY employees
» Displaced TSA employees requesting to work at IAH, Forwarded to HR
» Don Burgess Deployed with SATCOM vehicle to Region 6, FEMA ROC
+  MSY locomative needs to be taken off track
* - Update IIMG slide for Presidential briefing
- Forwarded MSY requested approval of lights and electrical needs
+ Canadian National Railroad requesting escort of heavy equipment to MSY
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TIMG Completed Actions

. Broadcasted to Industry !rme! ass!nts'attempting to hijack tugboats

- Managed the request of MSY families for updates on family members
- Facilitated HR requested a data call of all the affected airports
« Obtained status of employees working with Mike Robinson
- Reported State Police, Border Patrol, and Local police stabilized MSY
« Obtained information regarding Spirit Airlines contract
~+ Requested Baton Rouge to account for MSY personnel
- Addressed Safety and Security of Spirit Airlines
- Provided MSY Recovery Information to FAA

b2 -
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| Post Hurricane Katrina
New Orleans Evacuation UPDATE

« Multi-modal Concept of Operations has been developed forthe complete
evacuation of New Orleans

-+ MSY has been identified as the debarkation location for the airlifting of
refugees to Lackland AFB, Texas ‘

+ FEMA has executed transportation missions to support the evacuation plan
- Modals to be utilized for the evacuation include rail, bus, and airlift

. FEMA ESF1 (Transportation) coordinating Transportation actlvmes with TSA
and other FEMA components

- TSA Screening and FAM personnel resources deployed to MSY in support of
the evacuation mission
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" - Post Hurricane Katrina
Evacuation of New Orleans ~ Conceptual Bus Plan

' Approximately 100 school buses contracted to’ transport evaéuees
currently housed at Super Dome to MSY for airlift evacuation.

» Currently 12,000 evacuees remain at the Super Dome to be moved
by bus to MSY '

- Buses will be utilized throughout the evacuation 6f New Orleans to o
transport evacuees to MSY for airlift to Lackland AFB, San Antonio,
TX
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E '~ Post Hurricane Katrina

Amtrak / Train Evacuation Plan

« 15-20 car AMTRACK train has been identified to transport refugees from
New Orleans to Baton Rouge

- Train capacity is 650 persons

+ Train is positioned at Baton Rouge awaiting addltlonal securlty priar to
engagement into the evacuation

- TIMG workihg with FEMA Regioh 6 to secure National Guard support
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Post Hurricane Katrina

New Orleans Airlift Operational Plan
| -Military and Commercial airlift planned for evacuation from MSY
+ FEMA HQ NRCC has lead for air support
- Evacuees will be flown into Lackland AFB, Texas
-« TSA tasked‘ to provide FAMs and Screening support at MSY
» Screeners and FAMs fly into MSY via commércial airlift

- Screeners will depart from DCA, FLL, and DFW to arrive AM
Sept 2

= Upon each déy’s last evacuation flight, aircraft will reposition
to SAT with screeners and FAMs to RON

« Each AM, screeners and FAMs will fly from SAT to MSY to
conduct screening operations .

« Upon completion of operation, screeners and FAMs will
return to their home airports '
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Screener Deployment Plan
Home airport | Number Depart Arrival Remarks
Location/Time | Location/Time
) . Date Date
DCA 15 DCA/0630L MSY/TBD |RON SAT,
' 2 Sept 05 Rtn 2 Days
'IAD 20 - DCA/0630L | MSY/TBD |RON SAT,
2 Sept 05 Rtn 5 Days
DFW 25 DAL/est 'MSY/TBD |RON SAT,
.0830-1000L Rtn 5 Days
2 Sept 05
DAL 25 | DAL/est MSY/TBD |RON SAT,
0830-1000L | - Rtn 5 Days
2 Sept 05 _
FLL 25 FLL/est | MSY/TBD |RON SAT,
0830-1000L Rtn 5 Days
2 Sept 05 ’
5
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T : Plan

Depart fro|

Federal Air Marshal Service Deployment

The Federal Air Marshal Service is continuing to provide
coverage on commercial charters flights departing MSY
and securing other.law enforcement activities.
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Federal Air Marshal Service
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| Post Hurricane Katrina

Three commercial airports closed to scheduled
commercial traffic:

New Orleans (MSY): -

« Open only to aircraft supporting relief efforts

« 24:-hour VFR Rules apply

« - Intermittent electrical power

+ FEMA food and water support on site

« Preparing for FAM-Screener-Refugee Arrival _
+ Awaiting arrival of Mike Restovich and RV’'s-Vans
+ FEMA Transportation Rep on site

1




Post Hurricane Katrina

Gulfport (GPT): No change

+ 24-hour VFR rules apply |
- Open only to aircraft supporting relief efforts -

-« Terminal is on generator power, no water or phone/data
lines : ‘

- The ATC tower remains without power — ILS system
down .

12
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Post Hurricane Katrina
Hattiesburg/Laurel (P1B): (no change)

» Currently closed - unknown when operations will resume
» No electrical power

* Airport is surrounded by water and an accurate
- assessment is not possible at this time

» No Screeners at the airport
. No airport employees at the airport

» Equipment status: unknown; CTO working a plan to
replace equipment if required

13
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PostHurricane Katrina

Rail Status:

CSXT .

CSX continue repairs to track and structures west of Pascagoula, MS to NO. CSX service has been restored
between Montgomery, AL and Pensacola, FL.

BNSF

BNSF operating to Avondale, LA. They intend to have Bayou Beouf Bridge back in service by Friday 9/2.

Norfolk Southern |

NO Oliver yard remains under water.

Union Pacific

UP operating Livonia, LA into Avondale, LA. Huey P. Long Bridge from Avondale to New Orleans has been
inspected by Modjeski and Masters and found OK for freight traffic. UP can operate into NO. UP also has
trackage rights on BNSF from Latayette, LA.

ASLRRA

About 20 short line and regional railroads in the area are still assessing their properties, and good information
is not yet available, 14
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Post Hurrlcane Katrina

Rall Situation (cont):
Amtrak

Amtrak has put together two 15-2Q car evacuatlon/rehef trains. One train would use NS lines, and the other
would use UP lines. These trains are up and running with National Guard aboard from Baton Rouge,
awaiting security to be established in New Orleans so that there is not mab scene at the train upon arrival.
SA Cabinack, LA State Palice Rail Liaison, attempting to coordinate security with National Guard and
Amtrak. As of G030, 2 Sep, Amtrak train remains in Baton Rouge.

Kansas City Southern (KCS)

Stilt unable to get inta NO yard which remains under water.

Canadian National (CN)

Has a running locomotive at MSY, tech crews and heavy equipment on scene to switch it
from the track and hook it to the airport electrically. Crews are on stand-by pendlng
confirmation that MSY has sufficient power.

Yazoo Subdivision - Between Memphis, TN and Jackson, MS back in service.

McComb Subdivision — Operational as far as Baton Rouge.

Mobile Yard - Should be 100% operational NLT 9/3/05

New Orleans Yard — CN has two routes into NO Yard. One route is open for CN to brlng in equipment.
Other route will need 7-10 days of track work before freight rail activities resume. 15
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Transit, Pipelines, Higilway, Maritime, Postal and
Shipping

nghwayS' .
— Greyhound Bus Lines has closed the foliowing terminal locations:
Alexandria, LA, Baton Rouge; LA, Biloxi, MS; Ft. Walton Beach, FL,
Guifport, MS Lafayette LA, Lake Charles LA Mobile, AL, New

_ Orleans, LA, Panama City, FL Pensacola, FL Mendlan M

~ Routed have been cancelled into Baton Rouge, New Orleans’
and Mobile, AL from Houston, TX, Jackson, MS Shreveport, LA
Mobile, AL -

— Ryder and Penske truck rental companies are contacting FEMA to
volunteer trucks

- The Commermal Vehicle Safety Alliance is contactlng FEMA to offer
the assistance of their membership.

FHWA assisting FEMA re route planning and road restriction waivers

Louisiana
All roads into the New Orleans area are closed.

New Orleans I-10 from the west and I-55 from the north open to emergency
traffic. Generally no way to get on or off I-10 due to the high water. 15
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TranS|t Pipelines, nghway, Marltlme Postal and
Shipping '

Mississippi

Bay St. Louis-Gulfport and Biloxi-Oceans Sprmgs Bndges on US- 90 are
gone

Alabama:

I-10 EB & WB is limited to 1-lane in each direction at the Wallace Tunne! in
Mobile due to.pump failure.

The US-90/98 Causeway connecting Mobile and Baldwin Countles is
closed.

Florida:

Lake Ponchartrain Caus.eway used by emergency response vehicles.
Bridge damaged.
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