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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V. Civil Action No. 07-CV-2003 (EGS)
U.S. DEPARTMENT OF DEFENSE,
DEFENSE INFORMATION SYSTEMS
AGENCY,

Defendant.

S N N N N N N N N N N N N N

DEFENDANT’S MOTION FOR SUMMARY JUDGMENT

Pursuant to Rule 56 of the Federal Rules of Civil Procedure, the U.S. Department of
Defense, Defense Information Systems Agency, hereby respectfully moves this Court for
judgment as a matter of law. The reasons for this motion are set forth in the attached
Memorandum of Points and Authorities in Support of Defendant’s Motion for Summary
Judgment.

Dated: November 4, 2008 Respectfully submitted,
GREGORY G. KATSAS
Assistant Attorney General

JOHN R. TYLER
Assistant Branch Director
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/s/ Nicholas Cartier
NICHOLAS CARTIER
(D.C. Bar # 495850)
Lead Attorney
Trial Attorney, Civil Division,
Federal Programs Branch
United States Department of Justice
20 Mass. Ave., N.W., Room 7224
P.O. Box 883
Washington, D.C. 20044
Tel: (202) 616-8351
Facsimile: (202) 616-8470
Email: nicholas.cartier@usdoj.gov

Counsel for Defendant
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V. Civil Action No. 07-CV-2003 (EGS)
U.S. DEPARTMENT OF DEFENSE,
DEFENSE INFORMATION SYSTEMS
AGENCY,

Defendant.

S N N N N N N N N N N N N N

DEFENDANT’S STATEMENT OF MATERIALS FACTS AS TO WHICH THERE IS NO
GENUINE ISSUE

Pursuant to Rule 56 of the Federal Rules of Civil Procedure and Local Rule of Civil
Procedure 56.1, Defendant respectfully submits the following material facts as to which there is
no genuine issued to be tried:

1) By letter dated May 3, 2007, Ms. Anne Weismann, on behalf of the Citizens for
Responsibility and Ethics in Washington (CREW), submitted a FOIA request to the Defense
Information Systems Agency (“DISA”) for records maintained by the White House
Communications Agency (“WHCA?”). Exhibit A. The May 3, 2007 letter requested the
following information:

a. Any and all emails that came into or went out of any email system maintained or
controlled by WHCA between January 1, 2001 and the present that were from or to the following
email addresses: (1) gwb43.com; (2) rnchg.org and (3) georgebush.com; and

b. Telephone logs of any and all calls made by Karl Rove between January 1, 2001 and
the present through any switchboard operated or controlled by WHCA, including the Signal and

Royal Crown switchboards, to a telephone number associated with the Republican National
Commiittee.
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Id.; Declaration of Laurie Kwiedorowicz (Kwiedorowicz Decl.) 1 9, attached as Ex. 1.

(2) As agreed by the parties, DISA’s search for telephone logs is not at issue in this
case. See 10/30/08 email from Scott Hodes to Nicholas Cartier, attached as Exhibit C.

3) Information Technology (“IT”) personnel at WHCA conducted a search for
potentially responsive emails across the “whmo.mil” email domain, which is the only
unclassified email domain maintained or controlled by WHCA. Kwiedorowicz Decl.  12.
Beginning in December 2007, IT personnel at WHCA conducted a search for (1) all “active”
emails of current users of the “whmo.mil” email domain (e.g., emails in the user’s Inbox, Sent
Items, and Deleted Items), and (2) all “archived” emails of former account users. Id. Using an

electronic keyword search, any active or archived email that contained the term “gwb43.com,”

“rnchq.org,” or “georgebush.com” in the “to,” “from,” “cc,” “bcc,” “subject,” or message fields
of the email was identified and segregated for further review along with any attachments to the
emails. 1d. § 13. Responsive pages of the emails were then provided to CREW after certain
responsive pages were withheld in full or part based on a specific FOIA exemption. Id. | 14.

4) In addition to Plaintiff’s challenge to Defendant’s withholding in full or part of
responsive pages of emails under Exemption 5, the parties’ remaining disputes are whether
Defendant properly redacted email addresses of White House employees under Exemption 2
(low and high) and Exemption 6, and properly redacted the names of private citizens under
Exemption 6. Kwiedorowicz Decl. { 26; see also 10/21/08 email from Scott Hodes to Nicholas
Cartier (Exhibit K); 11/3/08 letter from Nicholas Cartier, on behalf of DISA, to Scott Hodes
(Exhibit L).

(5) In the case of any redaction or withholding made under Exemption 5, all of the

individuals involved in the communications who sent or received emails on their RNC email
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accounts were employees of the White House and the communications pertained to official
government business. Kwiedorowicz Decl.  20.

(6) All of the responsive pages or portions of the pages withheld under the
deliberative process privilege protect predecisional deliberations about various government
decisions. Vaughn Index (Exhibit M); Kwiedorowicz Decl. {1 22-24. With respect to the emails
containing information withheld under the deliberative process privilege, DISA specifically
examined each email withheld under the deliberative process privilege to determine whether
there was any reasonably segregable, non-exemption information that could be released, and
provided all such information to CREW. Id. { 24.

@) As identified in Group 10 in Defendant’s Vaughn Index, one four-page email and
a copy, bearing Bates numbers 1460-63 and 2167-70, were withheld in full pursuant to the
presidential communications privilege. Ex. M. The discussion includes comments and revisions
to an agenda that will be provided to the President, along with the two-page agenda itself (in
either final or late draft form). Id.

(8) DISA did not redact the names of White House employees, but instead only
redacted their email addresses. Kwiedorowicz Decl. § 27. The names of White House
employees regularly appear in the “to” and “from” fields of the emails, and occasionally in the
“body” or message portion of the emails. Id. In addition, DISA did not redact the email
addresses of the RNC email domains called for by CREW’s request (i.e., gwb43.com, rnchqg.org
or georgebush.com). Id. §27 n.2.

9) The redacted White House email addresses are used for internal purposes and are
administrative matters of no genuine public interest. Id. § 28. Given the high profile and

occasionally controversial nature of their work, the White House employees are at risk of
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receiving a large volume of distracting and even harassing communications from members of the
public. Id. In addition, the publication of the White House email addresses puts the White
House data communications system at risk of receiving an electronic virus or being subjected to
hacking by unauthorized users. Id.

(10)  DISA redacted the names of family members of wounded or deceased soldiers
(and the name of one soldier) on four pages (677, 1325, and 1678-79) pursuant to Exemption 6
to protect the privacy of these individuals and their family members who have suffered a

personal tragedy. Id. { 29.

Dated: November 4, 2008 Respectfully submitted,

GREGORY G. KATSAS
Assistant Attorney General

JOHN R. TYLER
Assistant Branch Director

/s/_Nicholas Cartier
NICHOLAS CARTIER
(D.C. Bar # 495850)
Lead Attorney
Trial Attorney, Civil Division,
Federal Programs Branch
United States Department of Justice
20 Mass. Ave., N.W., Room 7224
P.O. Box 883
Washington, D.C. 20044
Tel: (202) 616-8351
Facsimile: (202) 616-8470
Email: nicholas.cartier@usdoj.gov

Counsel for Defendant
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V. Civil Action No. 07-CV-2003 (EGS)
U.S. DEPARTMENT OF DEFENSE,
DEFENSE INFORMATION SYSTEMS
AGENCY,

Defendant.

N N N N N N N N N N N N N N

MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT OF
DEFENDANT’S MOTION FOR SUMMARY JUDGMENT

INTRODUCTION

In this action, Citizens for Responsibility and Ethics in Washington (“CREW”)
challenges the decision of the Defense Information Systems Agency (“DISA”), a
component of the Department of Defense (“DOD?”), to withhold documents and portions
of documents responsive to CREW’s May 3, 2007 request under the Freedom of
Information Act (“FOIA”), 5 U.S.C. 8 552. CREW'’s request sought certain email
communications contained in the email system of the White House Communications
Agency (“WHCA?”), which is also a component of the DoD. In particular, CREW sought
all emails in WHCA’s email system that were sent to or from any of three email
addresses associated with the Republican National Committee (“RNC”). In response to
CREW’s request, DISA, in coordination with WHCA, identified 3,776 pages of

potentially responsive pages and has now produced 2,301 pages to CREW.
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By agreement of the parties, the only issues before the court are (1) whether
DISA’s search in response to CREW’s request was adequate, (2) whether DISA properly
withheld in full or part responsive emails under the presidential communications and
deliberative process privileges, and (3) whether DISA properly redacted certain names
and email addresses. As the discussion below and accompanying declaration of DISA’s
agency counsel Laurie Kwiedorowicz demonstrate, DISA’s search was adequate and the
withholding of the challenged material was proper under FOIA. In addition, DISA has
produced all reasonably segregable, non-exempt information to CREW. Thus, DISA is
entitled to summary judgment.

BACKGROUND
. CREW’S FOIA Request.

On May 3, 2007, Anne Weismann, on behalf of CREW, submitted its FOIA
request to DISA, seeking the production of “[a]ny and all emails that came into or went
out of any email system maintained or controlled by WHCA between January 1, 2001
and the present that were from or to the following email addresses: (1) gwb43.com; (2)
rnchq.org and (3) georgebush.com.”! Declaration of Laurie Kwiedorowicz
(Kwiedorowicz Decl.) 9, attached as Ex. 1. Although directed to DISA, CREW’s
request called for the production of documents in “any email system maintained or

controlled by WHCA.” Id. Therefore, as an initial matter, it is helpful to understand the

! CREW’s request also sought “[t]elephone logs of any and all calls made by Karl Rove
between January 1, 2001 and the present through any switchboard operated or controlled
by WHCA . . . to a telephone number associated with the Republican National
Committee.” Kwiedorowicz Decl. 9. Based on the agreement of the parties, the request
for phone logs is not at issue in this case. Id. §11; 10/30/08 email from Scott Hodes to
Nicholas Cartier, attached as Exhibit C. Therefore, this brief only addresses the search
for responsive emails.
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relationship between DISA and WHCA, and the nature of the potentially responsive
emails called for by CREW’s request.

DISA is a combat support agency of the DoD that provides advanced information
technology and communications support to the President, Vice President, Secretary of
Defense, the military services and combatant commands. Kweidorowicz Decl. | 2.
DISA also exerts administrative control over WHCA in the form of providing funding to
WHCA and managing all personnel actions of WHCA’s employees. Id. { 6.

WHCA, in turn, provides various communications capabilities to the President
and his staff. 1d. § 4. For instance, if the President travels, a team from WHCA is
deployed to travel with the President in order to ensure the President’s communication
needs are met. Id. As relevant here, WHCA also maintains an unclassified email domain
(“whmo.mil”) and provides usernames and email addresses to DoD personnel who work
in the White House Military Office (“WHMO”).? Id. 5. As a consequence, while the
responsive emails in this case were sent to or from officials in the White House using
their RNC email accounts, the communications were part of larger email chains in which
at least one member of WHMO was involved —otherwise the communications would not
have been within WHCA’s email system. Id. Given the work responsibilities of the
WHMO employees, the responsive emails typically relate to the President’s travel and
communication needs. Id.

1. DISA’s Search For Responsive Documents.

2 In addition to WHCA, WHMO'’s other operational units include the Presidential Airlift
Group, the White House Medical Unit, Camp David, Marine Helicopter Squadron One,
Presidential Food Service, and the White House Transportation Agency. Kweidorowicz
Decl. 1 3.
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In response to CREW’s FOIA request, Information Technology (“IT”) personnel
at WHCA conducted a search for potentially responsive emails across the “whmo.mil”
email domain, which is the only unclassified email domain maintained or controlled by
WHCA. Id. { 12. Beginning in December 2007, IT personnel at WHCA conducted a
search for (1) all “active” emails of current users of the “whmo.mil” email domain (e.g.,
emails in the user’s Inbox, Sent Items, and Deleted Items), and (2) all “archived” emails
of former account users. Id. WHCA has archived emails of former account users since
October 2005. Id. Prior to closing a user’s “whmo.mil” account, WHCA preserves all
the emails from the user’s account in the form of a .PST file. 1d. While the archived
PST folders were created as early as October 2005, the actual emails that were archived
would in some instances date back prior to October 2005. Id.

Using an electronic keyword search, any active or archived email that contained
the term “gwb43.com,” “rnchg.org,” or “georgebush.com” in the “to,” “from,” “cc,”
“bcc,” “subject,” or message fields of the email was identified and segregated for further
review, including any attachments to the email. 1d. §13. A .PST file of all such emails
was created and stored on a CD-ROM by WHCA personnel in order to ensure that the
emails could not be altered or destroyed. Id.

By February 28, 2008, WHCA completed its search of the active and archived
emails, which lead to the identification of approximately 3,776 pages of potentially
responsive emails. 1d. 1 14. WHCA’s review took approximately 365 man-hours to

accomplish. 1d. DISA then analyzed the records for responsiveness to Plaintiff’s
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requests,® and for application of any appropriate FOIA exemptions. Id. As a part of this
process, all of the documents were determined to be of interest to both the WHMO and
the Executive Office of the President (EOP). Id. Accordingly, a secondary review of the
potentially responsive documents was also performed by WHMO and EOP personnel on
a rolling basis. 1d.

CREW agreed to accept a rolling production of processed documents beginning
on April 4, 2008. Third Meet and Confer Statement (dkt. no. 8). Documents were then
produced on the following dates: April 4, 2008, May 2, 2008, May 16, 2008, May 30,
2008, June 13, 2008, and June 30, 2008. Id. 1 15. Of the 3,776 potentially responsive
pages that were initially identified, 2,301 pages were produced to CREW. Id. | 14.

I11.  CREW?’s Challenge to DISA’s Withholdings Under FOIA.

In the parties’ Joint Status Report and Request for Briefing Schedule (dkt. no. 14),
CREW stated its intent to challenge the government’s use of FOIA exemptions in the
following two situations: (i) “defendant’s use of FOIA exemption 5 [i.e., deliberative
process and presidential communications privileges],” and (ii) “defendant’s redactions of
some individuals’ names and email addresses.” Since the filing of the Joint Status
Report, the parties have furthered narrowed the issues in dispute with respect to the
material withheld or redacted under Exemption 5. On October 15, 2008, the parties
sought an extension of the briefing schedule to allow DISA to complete its review of a

subset of emails that had been previously redacted under the deliberative process

% As reflected in paragraph 3 of the March 11, 2008 Second Meet and Confer Statement
(dkt. No. 7), the parties agreed to exclude from plaintiff’s FOIA request any emails that
“pertain to purely personal matters and that do not pertain to political or policy matters.”
Kwiedorowicz Decl. § 14. By way of illustration, a communication about a birthday
party, happy hour or bible study group would not have been deemed responsive. Id.
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privilege that, upon closer examination, were identified as being potentially appropriate
for release to CREW. See Joint Motion for Extension of Briefing Schedule [dkt. no. 16].
On November 3, DISA completed the review of these emails and provided additional
pages to CREW, in which many of the previous redactions made pursuant to the
deliberative process privilege were eliminated. Kwiedorowicz Decl. { 17; see 11/3/08
Letter from Nicholas Cartier, on behalf of DISA, to Scott Hodes, attached as Exhibit L.

The parties have also been able to narrow the scope of the dispute with respect to
the redacted email addresses and names. On October 21, 2008, in response to a question
from government counsel, CREW’s counsel clarified that plaintiff would only contest the
following redactions of names and email addresses: (1) the redactions of White House
email addresses (the names of White House employees, in contrast, were provided); (2)
the redactions of names and email addresses of certain other government employees
( “Miscellaneous Government Employees™);* and (3) the redactions of the names of
private individuals. Id. § 26; 10/21/08 email from Scott Hodes to Nicholas Cartier,
attached as Exhibit K.

Following the October 21 communication from Mr. Hodes, DISA conducted an
additional page-by-page review of all responsive emails provided to CREW and
concluded that it had not, contrary to its former representations to CREW, redacted any
names of the Miscellaneous Government Employees. Kwiedorowicz Decl. 26. In
addition, DISA determined that only fourteen pages of the responsive emails produced to

CREW contained redactions of email addresses of the Miscellaneous Government

* The Miscellaneous Government Employees do not include any DoD personnel or law
enforcement personnel responsible for providing Presidential security, since these
redactions are not contested by CREW. Kwiedorowicz Decl. { 26.
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Employees. Id. DISA, pursuant to its administrative discretion, determined that it was
appropriate to unredact these email addresses and provide the unredacted pages to
CREW, which it did on November 3. 1d.; see 11/30 Letter from Nicholas Cartier, on
behalf of DISA, to Scott Hodes, attached as Exhibit L.

In light of the above, this brief only addresses the withholding in full or part of
emails under the deliberative process and presidential communications privileges, and the
redactions of the White House email addresses and names of private citizens.

ARGUMENT
l. Overview of FOIA and Standard of Review.

The Freedom of Information Act, 5 U.S.C. § 552 (“FOIA”), “represents a balance
struck by Congress between the public’s right to know and the government’s legitimate
interest in keeping certain information confidential.” Ctr. for Nat’l Sec. Studies v. DOJ,
331 F.3d 918, 925 (D.C. Cir. 2003) (citing John Doe Agency v. John Doe Corp., 493 U.S.
146 (1989)). To that end, FOIA requires agencies to release documents responsive to a
properly submitted request, unless the documents (or portions thereof) are subject to any
of nine statutory exemptions to FOIA’s general disclosure obligation. See 5 U.S.C. 8§
552(a)(3), (b)(1)-(b)(9). While the nine exemptions are to be “narrowly construed,” FBI
v. Abramson, 456 U.S. 615, 630 (1982), the Supreme Court has made clear that courts
must give them “meaningful reach and application.” John Doe, 493 U.S. at 152. The
agency bears the burden of proving that information it withholds falls under one of the
nine exemptions, and the Court reviews challenges to an agency’s decision to withhold de
novo. 5 U.S.C. § 552(a)(4)(B); DOJ v. Reporters Comm. for Freedom of the Press, 489

U.S. 749, 755 (1989).
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“Generally, FOIA cases should be handled on motions for summary judgment,
once the documents in issue are properly identified.” See, e.g., Miscavige v. Internal
Revenue Service, 2 F.3d 366, 369 (11" Cir. 1993). The Court may grant summary
judgment to the Government based on information provided in an agency declaration,
and if necessary a Vaughn index, that describes “the documents and the justifications for
nondisclosure with reasonably specific detail, demonstrate that the information withheld
logically falls within the claimed exemption, and are not controverted by either contrary
evidence in the record nor by evidence of agency bad faith.” Military Audit Project v.
Casey, 656 F.2d 724, 738 (D.C. Cir. 1981). The district court is required to accord
substantial weight to declarations submitted by an agency in support of the claimed
exemptions, 5 U.S.C. 8 552(a)(4)(B), and such declarations are presumed to be submitted
in good faith. SafeCard Services, Inc. v. SEC, 926 F.2d 1197, 1200 (D.C. Cir. 1991).

These standards of review, combined with the discussion below and
accompanying declaration of Ms. Laurie Kwiedorowicz and attached Vaughn Index
(Exhibit M), demonstrate that the Government is entitled to summary judgment because
it has discharged its statutory obligations under FOIA.

1. DISA Conducted An Adequate Search for Responsive Emails.

To demonstrate the adequacy of a search, an agency must “show that it made a
good faith effort to conduct a search for the requested records, using methods which can
be reasonably expected to produce the information requested.” Oglesby v. Dep’t of the
Army, 920 F.2d 57, 68 (D.C. Cir. 1990); Kidd v. DOJ, 362 F. Supp. 2d 291, 294 (D.D.C.
2005) (Kennedy, J.). To make this required showing, the agency need only provide a
declaration that “explain[s] in reasonable detail the scope and method of the search.”

Perry v. Block, 684 F.2d 121, 127 (D.C. Cir. 1982).
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In this case, the agency made a thorough search for potentially responsive emails
on WHCA'’s “whmo.mil” email domain, which is the only unclassified email domain
maintained or controlled by WHCA, and thus the only email system maintained or
controlled by WHCA that might possibly contain potentially responsive emails.
Kwiedorowicz Decl. 1 12. As a result, CREW’s request that the agency’s search extend
to “any email system maintained or controlled by the WHCA” was met. See CREW’s
May 3, 2007 FOIA Request at 1, Exhibit A.

As explained above, supra p.4, the search also complied with CREW’s request for
all emails on WHCA'’s email system “between January 1, 2001 and the present that were
from or to the following email addresses: (1) gwb43.com; (2) rnchg.org, and (3)
georgebush.com.” Id. Through the use of an electronic keyword search, WHCA
identified any active or archived email containing one of the three responsive RNC email
addresses. Kwiedorowicz Decl. {1 12-13; supra p.4. This search identified as being
potentially responsive a total of 3,776 pages, which were reviewed by individuals in both
the Executive Office of the President, WHMO and DISA for responsiveness and the
applicability of FOIA exemptions. Id. 1 14. Following the conclusion of this review,
DISA produced 2,301 pages of responsive emails. 1d. This was a thorough and adequate
search that used “methods which can be reasonably expected to produce the information
requested.” Oglesby, 920 F.2d 57 at 68.

I11.  DISA Properly Withheld Documents and Portions of Documents Pursuant to
Exemption 5.

CREW challenges DISA’s decision to redact or withhold in full responsive emails
under Exemption 5 pursuant to the deliberative process and presidential communications

privileges. See Parties’ Joint Status Report and Request for Briefing Schedule [dkt no.
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14]. Exemption 5 of FOIA permits an agency to withhold from the public “inter-agency
or intra-agency memorandums or letters which would not be available by law to a party
other than an agency in litigation with the agency.” 5 U.S.C. § 552(b)(5). In other
words, the exemption protects “against disclosure those documents normally privileged
in the civil discovery context,” and encompasses both the presidential communications
and deliberative process privileges. Judicial Watch, Inc. v. DOJ, 365 F.3d 1108, 1113
(D.C. Cir. 2004).

The attached Vaughn Index (Exhibit M) and declaration of Ms. Kwiedorowicz
describes in detail the materials withheld by DISA under Exemption 5 and the factual
predicates for the withholdings, and, as discussed more fully below, demonstrates the
propriety of the withholdings.

A. DISA Properly Relied on Exemption 5, Deliberative Process Privilege,

To Redact Emails in Groups 1-17 Identified in Defendant’s Vaughn
Index.

The deliberative process privilege applies to “decisionmaking of executive
officials generally,” and protects documents containing deliberations that are part of the
process by which governmental decisions are formulated. In re Sealed Case, 121 F.3d
729, 737, 745 (D.C. Cir. 1997). As the Supreme Court has explained:

The deliberative process privilege rests on the obvious realization that officials

will not communicate candidly among themselves if each remark is a potential

item of discovery and front page news, and its object is to enhance the quality of

agency decisions by protecting open and frank discussion among those who make
them within the Government.

Dep’t of the Interior v. Klamath Water Users Protective. Ass’n, 532 U.S. 1, 8-9 (2001)
(internal quotation marks and citations omitted). The privilege, therefore, “rests on the

policy of protecting the decision making processes of government agencies . . . with the

10
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ultimate purpose being to prevent injury to the quality of agency decisions.” Judicial
Watch, 365 F.3d at 1113 (internal quotation marks, alteration and citation omitted).

The privilege applies to documents that are both “predecisional,” i.e., “generated
before the adoption of an agency policy,” and “deliberative,” i.e., “reflects the give-and-
take of the consultative process.” Coastal States Gas Corp. v. Dep’t of Energy, 617 F.2d
854, 866 (D.C. Cir. 1980); see also In re Sealed Case, 121 F.3d at 737. The privilege
“thus covers recommendations, draft documents, proposals, suggestions, and other
subjective documents which reflect the personal opinions of the writer rather than the
policy of the agency.” Coastal States, 617 F.2d at 866. “To establish that a document is
predecisional, the agency need not point to an agency final decision, but merely establish
what deliberative process is involved, and the role [ ] that the documents at issue played
in that process.” Judicial Watch, Inc. v. Export-Import Bank, 108 F. Supp. 2d 19, 35
(D.D.C. 2000) (Lamberth, J.); see also Nat’l Ass’n of Home Builders v. Norton, 309 F.3d
26, 39 (D.C. Cir. 2002) (holding that a document is predecisional if it was prepared to
assist an agency in arriving at a decision, rather than supporting a decision already made).

As the attached Vaughn index demonstrates in detail, all of the email
communications withheld under the deliberative process privilege are predecisional and

deliberative.” To take a few examples, the information withheld in Group 2 (Bates

> Given the nature of CREW’s FOIA request, all responsive email chains include at least
one email sent to or from an RNC email account. Kwiedorowicz Decl. § 20. In addition
to their government computers and “who.eop.gov” email accounts, certain White House
employees were provided a separate computer and Republican National Committee
(“RNC”) email account by the RNC in order to conduct political activities. Id. As
recognized by Plaintiff, some of these individuals received or sent emails from their RNC
email accounts regarding official government business. See Second Meet and Confer
Statement § 2 n.1. In the case of any redaction or withholding made under Exemption 5,
all of the individuals involved in the communications who sent or received emails on

11
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numbers 1685 and 1686) contains a “[d]iscussion among White House and WHMO
personnel regarding which family members of wounded soldiers should be included for
an upcoming Presidential visit.” Vaughn Index, Exhibit M. The communication here is
predecisional, because it addresses which family members should be included in a
Presidential visit that has not occurred. Id. It also deliberative because the White House
and WHMO personnel discuss which family members should be invited. If this back-
and-forth discussion were revealed, it could chill future government deliberations on
similar topics for fear of upsetting any family members who were excluded from a
particular visit. See Access Reports v. Dep’t of Justice, 926 F.2d 1192, 1194 (D.C. Cir.
1991) (critical factor in determining whether material is deliberative “is whether
disclosure of the information would discourage candid discussion within the agency.”)
(internal quotation marks omitted).

Similarly, the email communications in Group 8 are protected under the
deliberative process privilege, because the White House personnel “discuss[ ] which of
two sites should be chosen for an upcoming Presidential visit.” Vaughn Index, EX. M.
The communication is predecisional, since it concerns a Presidential visit that has not
occurred, and is also deliberative given that the White House employees are deciding
between two potential sites. Such deliberations must be protected otherwise White
House advisors will not be able to provide their honest, unvarnished advice in similar
situations in the future, lest they offend the site that was not picked. See Chemical Mfrs.
Ass’n v. Consumer Prod. Safety Comm’n, 600 F. Supp. 114, 118 (D.D.C. 1984) (“There

should be considerable deference to the [agency’s] judgment as to what constitutes . . .

their RNC email accounts were employees of the White House and the communications
pertained to official government business. Kwiedorowicz Decl.  19.
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‘part of the agency give-and-take — of the deliberative process — by which the decision
itself is made.”””) (quoting Vaughn v. Rosen, 523 F.2d 1136, 1144 (D.C. Cir. 1975)).

As a final example, Defendant withheld information in a communication among
“White House personnel regarding the viability of a potential nominee for the Federal
Communications Commission.” Vaughn Index, Group 12, Ex. M. White House advisors
must be able to protect their deliberations about the individuals the President picks to
serve as his nominees, as well as the persons who are rejected by the President. This
communication is part of a “continuum of reflection and tentative decision-making,” and
therefore the agency is “entitled to claim the deliberative process privilege throughout for
all but the last step.” Am. Fed. of Gov’t Employees v. Dep’t of Commerce, 632 F. Supp.
1272, 1276-77 (D.D.C. 1986) (Jackson, J.).

B. DISA Properly Relied on Exemption 5, Presidential Communications

Privilege, To Withhold Eights Pages Identified in Defendant’s Vaughn
Index as Group Number 10.

The Supreme Court has recognized a “presumptive privilege for Presidential
communications” that is “fundamental to the operation of Government and inextricably
rooted in the separation of powers under the Constitution.” United States v. Nixon, 418
U.S. 683, 708 (1974). This privilege protects the “President’s need for confidentiality in
the communications of his office” so that he may “effectively and faithfully carry out his
Article Il duties and [ ] protect the effectiveness of the executive-decision making
process.” Judicial Watch, 365 F.3d at 1115 (D.C. Cir. 2004) (internal quotation marks
and citations omitted).

Thus, unlike the “closely affiliated” deliberative process privilege that applies to
all executive branch officials, the presidential communications privilege is specific to the

President and “applies to documents in their entirety, and covers final and post-decisional
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materials as well as pre-deliberative ones.” In re Sealed Case, 121 F.3d at 745. The
presidential communications privilege is thus broader than the deliberative process
privilege and provides greater protection against disclosure. Judicial Watch, 365 F.3d at
1114; In re Sealed Case, 121 F.3d at 746.

Importantly, the presidential communications privilege applies “specifically to
decisionmaking of the President,” In re Sealed Case, 121 F.3d at 745, and extends
“beyond communications directly involving and documents actually viewed by the
President[] to the communications and documents of the President’s immediate White
House advisers and their staffs.” Judicial Watch, 365 F.3d at 1114. The privilege, in
particular, protects communications “authored or solicited and received” by immediate
White House advisors and their staff “who have broad and significant responsibility for
investigating and formulating the advice to be given the President on the particular matter
to which the communications relate.” In re Sealed Case, 121 F.3d at 752; see also
Judicial Watch, 365 F.3d at 1114-16. This extension of the privilege “down the chain of
command” is warranted given “the need for confidentiality to ensure that presidential
decisionmaking is of the highest caliber, informed by honest advice and full knowledge,”
and “to provide sufficient elbow room for advisers to obtain information from all
knowledgeable sources.” In re Sealed Case, 121 F.3d at 749-50, 752.

In this case, one four-page email and a copy, bearing Bates numbers 1460-63 and
2167-70, were withheld in full pursuant to the presidential communications privilege.
See Vaughn Index, Group 10, Exhibit M. The document in question consists of a two-
page email chain and attachment. The email chain contains a discussion “among senior

White House advisors regarding the agenda to be used by the President during the
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videotaping of messages for the NRA, Little League and 60th Anniversary of HMX-1
(which provides helicopter transportation to the President, Vice President, members of
Cabinet and foreign dignitaries).” Id. “The discussion includes comments and revisions
to the agenda that will be provided to the President in advance of the videotaping.” Id.
In addition, attached to the email is the “two-page agenda (in either final or late draft
form) that will be provided to the President.” Id.

Thus, the document comprises an exchange of ideas among senior White House
advisors about the content of a communication that will provided to the President, along
with the communication itself.® As such, these pages fall squarely with the protection of
the presidential communications privilege. In re Sealed Case, 121 F.3d at 752
(presidential communications privilege protects communications “authored or solicited
and received” by immediate White House advisors and their staff “who have broad and
significant responsibility for investigating and formulating the advice to be given the
President.”).

C. DISA Provided All Reasonably Segregable, Non-Exemption
Information To CREW.

As required by FOIA, the agency has provided all “reasonably segregable”
information in the redacted emails that is not protected under a FOIA exemption.
5 U.S.C. § 552(b). Because the presidential communications privilege applies to
documents in their entirety, In re Sealed Case, 121 F.3d at 745, DISA was entitled to
withhold the entire four-page document and copy that are protected by this privilege. See

Vaughn Index, Group 10. As for the portions of documents protected under the

® The discussion among the White House advisors about the content of the agenda for the
President’s videotaping is also protected under the deliberative process privilege, because
the email chain involves a back-and-forth discussion about the agenda before it is
finalized. See Section 111.B; Vaughn Index, Group 10, Exhibit M.
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deliberative process privilege, DISA “specifically examined each email withheld under
the deliberative process privilege to determine whether there was any reasonably
segregable, non-exemption information that could be released, and provided all such
information to CREW.” Kwiedorowicz { 24. This was all that was required. See, e.g.,
Loving v. U.S. Dep’t of Defense, 496 F. Supp. 2d 101, 110 (D.D.C. 2007) (Huvelle, J.)
(holding that “government’s declaration and supporting material are sufficient to satisfy
its burden to show with ‘reasonable specificity’ why the document cannot be further
segregated,” where declaration averred that agency had “‘released to plaintiff all material
that could be reasonably segregated’”) (quoting Johnson v. Executive Office for U.S.
Attorneys, 310 F.3d 771, 776 (D.C.Cir.2002)).

IV.  DISA Properly Redacted Email Addresses of White House Employees Under
Exemptions 6.

Plaintiff disputes the propriety of DISA’s redactions of email addresses of White
House employees. Kwiedorowicz Decl. § 26; Ex. K. Although DISA previously
indicated to CREW that it was redacting the White House email addresses under
Exemption 2, and so indicated on the redacted pages it provided to Plaintiff,
Kwiedorowicz Decl. { 27, DISA contends before this Court that the information may be
withheld under Exemption 6 as well. Defendant first addresses the basis for withholding
the email addresses under Exemption 6, and then turns to the rationale in Section V. for
withholding the email addresses under Exemption 2.

A Overview of Exemption 6.

Exemption 6 permits an agency to withhold information from “personnel and
medical files and similar files” when the disclosure “would constitute a clearly

unwarranted invasion of personal privacy.” 5 U.S.C. 8 552(b)(6). As to the threshold
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requirement, “the Supreme Court has interpreted the phrase ‘similar files’ to include all
information that applies to a particular individual.” Lepelletier v. FDIC, 164 F.3d 37, 46
(D.C. Cir. 1999); see also State Dep’t v. Washington Post Co., 456 U.S. 595, 601 (1982)
(protection of an individual’s right to privacy under Exemption 6 “surely was not
intended to turn upon the label of the file which contains the damaging information”).

An email address is plainly “information that applies to a particular individual,” and,
indeed, courts have upheld the nondisclosure of personal email addresses pursuant to
Exemption 6. Reliant Energy Power Generation, Inc., v. Federal Energy Regulatory
Comm., 520 F. Supp. 2d 194, 207 (D.D.C. 2007) (Friedman, J.); Export-Import Bank, 108
F. Supp. 2d at 38.

Where, as here, the withheld information satisfies the threshold requirement under
Exemption 6 of constituting information about a particular individual, a court must
determine whether disclosure “would compromise a substantial, as opposed to a de
minimis, privacy interest.” Nat’l Ass’n of Retired Fed. Employees v. Horner (““NARFE”),
879 F.2d 873, 874 (D.C. Cir. 1989). The court then “must weigh that privacy interest in
non-disclosure against the public interest in the release of the records in order to
determine whether, on balance, disclosure would work a clearly unwarranted invasion of
personal privacy.” Id. “[T]he only relevant public interest in disclosure to be weighed in
this balance” is the extent to which disclosure will serve the “core purpose of the FOIA,
which is contribut[ing] significantly to public understanding of the operations or
activities of the government.” U.S. Dep’t of Defense v. Fed. Labor Relations Auth., 510
U.S. 487, 495 (1994) (internal quotation marks omitted) (emphasis in original).

B. The White House Employees Have A Substantial Privacy
Interest In Protecting Their Work Email Addresses.

17
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As to the privacy interests at stake here, individuals have a privacy interest in
personal information even if it is not of an embarrassing or intimate nature. See
Washington Post. Co., 456 U.S. at 600 (recognizing that while “information such as place
of birth, date of birth, date of marriage, employment history, and comparable data is not
normally regarded as highly personal,” such information may be entitled to protection
under Exemption 6). These privacy interests extend to federal employees as well. “The
privacy interest of civilian federal employees includes the right to control information
related to themselves and to avoid disclosures that “could conceivably subject them to
annoyance or harassment in either their official or private lives.”” Electronic Privacy
Information Ctr. v. Dep’t of Homeland Security, 384 F. Supp. 2d 100, 116 (D.D.C. 2005)
(Urbina, J.) (quoting Lesar v. DOJ, 636 F.2d 472, 487 (D.C. Cir. 1980)). Accordingly,
courts have regularly approved of agency decisions to withhold identifying information
of federal employees under Exemption 6, including withholding the names of federal
employees. See Electronic Privacy Information Ctr., 384 F. Supp. 2d at 118 (names of
employees of Transportation Security Administration and Department of Homeland
Security withheld); Ctr. for Pub. Integrity v. U.S. Office of Personnel Management, No.
04-1274, 2006 WL 3498089 at *6 (D.D.C.) (Kessler, J.) (names of employees from
various federal agencies, including the U.S. Mint, withheld); Voinche v. Federal Bureau
of Investigation, 940 F. Supp. 323, 330 (D.D.C. 1996) (Richey, J.) (names of FBI Special
Agents and support personnel withheld). The Supreme Court has also upheld the
withholding of names and home addresses of federal employees under Exemption 6, even
though this information may already be in the public domain. U.S. Dep’t of Defense v.

Federal Labor Relations Authority (““FLRA”), 510 U.S. 487, 500-04 (1994); see also
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NARFE, 879 F.2d at 879 (D.C. Cir. 1989) (withholding names and home addresses of
retired or disabled federal employees).

To be sure, Exemption 6 has not been interpreted to “authorize a blanket
exemption for the names [or other identifying information] of all government employees
in all records.” Electronic Privacy Information Ctr., 384 F. Supp. 2d at 116 (internal
quotation marks omitted). To justify the withholding of identifying information
concerning a federal employee, the agency must show the threat to employees’ privacy
caused by a disclosure is real rather than speculative. 1d. (citing Dep’t of Air Force v.
Rose, 425 U.S. 352, 380 n.19 (1976)). These privacy concerns are most acute in the case
of federal employees engaged in high-profile or controversial work. See Electronic
Privacy Information Ctr., 384 F. Supp. 2d at 116-18 (holding FOIA did not require
providing names of employees of the DHS and TSA based, in part, on agency’s
representation that these individuals, as advocates for security measures that may be
unpopular, are likely to experience annoyance or harassment).

As explained in the attached Declaration, the White House employees in this case
will likely be subject to a large volume of distracting and even potentially harassing
communications from members of the public if their email addresses are revealed.
Kwiedorowicz Decl. § 28. This is so given the high profile and occasionally
controversial nature of their work. 1d. The legitimacy of the agency’s concerns here is
underscored by the fact that DISA provided the email addresses of government
employees who work in various federal agencies. Id. § 26. But the agency did not
provide the email addresses of the White House employees given the unique nature of

their work. 1d. § 28. Therefore, the agency carefully approached the issue of redacting
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government email addresses, and limited its redactions to only those email addresses
warranting special protection. DISA’s determination that it is appropriate to withhold the
email addresses given its concerns that disclosure will subject the White House
employees to distracting or even harassing communications is entitled to substantial
deference. 5 U.S.C. § 552(a)(4)(B) (court shall accord “substantial weight” to agency
declaration supporting determination that material is exempt from disclosure under a
FOIA exemption); see also SafeCard Services, 926 F.2d at 1200 (agency declarations are
presumed to be submitted in good faith).

C. No Public Interest Recognized By FOIA Would Be Furthered By
Publishing The Email Addresses.

On the other side of the ledger, there is no public interest that will be served by
learning the email addresses of the White House employees. As the Supreme Court has
made clear, the only public interest under FOIA that a court should consider is the extent
to which disclosure will contribute “significantly to public understanding of the
operations or activities of the government.” Fed. Labor Relations Auth., 510 U.S. at 495
(emphasis in original omitted). Learning the email addresses of White House employees,
however, does not let citizens know “what their government is up to.” Reporters Comm.,
489 U.S. at 773 (explaining nature of public interest recognized under FOIA) (emphasis
in original omitted). To the extent the public has any interest in learning the identity of
the White House employees who participated in the subject communications, a claim that
is dubious at best,” that need has already been met. DISA did not redact the names of the

White House employees, which appear in the “to” and “from” fields and occasionally the

" See, e.g., Voinche, 940 F. Supp. at 330 (“There is no reason to believe that the public
will obtain a better understanding of the workings of various agencies by learning the
identities” of FBI Special Agents and support personnel . . ..”).
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body of the responsive emails. Kweidorowicz Decl. § 27. DISA only redacted the White
House employees’ email addresses. Id. As this Court observed in a similar situation,
“[i]t is unclear to the Court what public benefit would be gained by disclosure of personal
e-mail addresses that would not be gained by the disclosure of the commenters’ names.”
People for the American Way Foundation v. National Park Service, 503 F. Supp. 2d 284,
307 (D.D.C. 2007) (Sullivan, J.).®2 This same observation holds true here. Now that the
names of White House employees have been provided, there is no plausible claim that the
public has an interest in learning the employees’ email addresses.

In its complaint, CREW made clear its intent to publish the information it
received from DISA on the Internet website, “www.governmentdocs.org.” Compl. 7.
As a result, “the only imaginable contribution that” providing the White House email
addresses could achieve “would be to enable the public to seek out [the] individuals to
question them.” Electronic Privacy Information Ctr., 384 F. Supp. 2d at 117 (internal
quotation marks omitted). Yet, “[t]his contact is the very type of privacy invasion that
Exemption 6 is designed to prevent.” Id. at 117-18 (discussing reasons for withholding
identifying information of DHS and TSA employees). There is simply no reason to
provide the White House email addresses other than to enable members of the public to

contact these individuals via email, which does not further any public interest recognized

® Since the specific issue of withholding the email addresses of the private citizens had
not been addressed by the parties, this Court denied both parties’ motions for summary
judgment with respect to compelling the personal email addresses. National Park
Service, 503 F. Supp. 2d at 307.
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under FOIA. See., e.g., Fed. Labor Relations Auth., 510 U.S. at 495 (disclosure must
significantly contribute to public understanding of activities of government).®

Where there is no public interest in disclosure, as in this case, the Court need not
“linger over the balance” because “something, even a modest privacy interest, outweighs
nothing every time.” NARFE, 879 F.2d at 879; see also FLRA, 510 U.S. at 500 (“a very
slight privacy interest would suffice to outweigh” a “virtually non-existent FOIA-related
public interest in disclosure”). The disclosure of the email addresses would permit the
“the very type of privacy invasion that Exemption 6 is designed to prevent” and
constitute a “clearly” “unwarranted invasion” of the employees’ substantial privacy
interests. Electronic Privacy Information Ctr., 384 F. Supp. 2d at 117.

V. DISA Also Properly Redacted The White House Email Addresses Under
Exemption 2 of FOIA.

A. Overview of Exemption 2 Legal Standards.
Pursuant to Exemption 2, information that is “related solely to the internal
personnel rules and practices of an agency” is exempt from disclosure. 5 U.S.C. §

1113

552(b)(2). This exemption has been held to apply to materials “‘used for predominantly
internal purposes.”” Schiller v. Nat’l Labor Relations Bd., 964 F.2d 1205, 1207 (D.C.
Cir. 1992) (quoting Crooker v. Bureau of Alcohol, Tobacco & Firearms, 670 F.2d 1051,
1073 (D.C. Cir. 1981) (en banc)). If the threshold test of “predominant internality” is
met, an agency may withhold the materials by demonstrating that either (1) “disclosure

may risk circumvention of agency regulation,” or (2) “the material relates to trivial

administrative matters of no genuine public interest.” Id. (quoting Schwaner v. Dep’t of

® CREW may also argue that the public has an interest in learning the identity of
particular White House officials who used RNC email accounts, but that interest is
inapplicable here because DISA did not redact either the names of the White House
employees or their RNC email addresses. Kweidorowicz Decl. §27. & {27 n.2.
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Air Force, 898 F.2d 793, 794 (D.C. Cir. 1990) (internal quotation marks omitted)). The
first category of information is protected under the so-called “high 2” exemption, while
the second category is protected under the “low 2” exemption. Schiller, 964 F.2d at
1207.

B. The Email Addresses Qualify As Predominantly Internal
Information.

Like government facsimile and telephone numbers that courts have found fall
within the coverage of Exemption 2, see, e.g., Truesdale v. DOJ, No. 03-1332, 2005 WL
3294004 at *5 (D.D.C. Dec. 5, 2005) (Kessler, J.); Edmonds v. Federal Bureau of
Investigation, 272 F. Supp. 2d 35, 51 (D.D.C. 2003) (Huvelle, J.), the email addresses
here meet the initial test of “predominant internality.” They are used for the
“predominantly internal purpose[ ],” Schiller, 964 F.2d at 1207, of facilitating
communications among White House employees in connection with performing their
official government duties — a *“quintessential agency practice.” Cf. Longv. U.S. Dep’t
of Justice, 450 F. Supp. 2d 42, 58 (D.D.C. 2006) (Friedman, J.) (humbering system used
by agency for internal records qualified as predominantly internal information as it
related to the “quintessential agency practice” of keeping track of performance of
agency’s core functions); see also Schwaner, 898 F.2d at 796. Cases in this circuit have
routinely found similar information, such as “internal file or routing numbers as among
the category of information that is exempt from disclosure under the ‘low 2’ exemption.”
Long, 450 F. Supp. 2d at 58 (collecting cases); see also Schiller, 964 F.2d at 1207 (D.C.
Cir. 1992) (observing that document “includes internal time deadlines, instructions as to

which agency division to contact for assistance, and recordkeeping directions,” and
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“[t]hat is enough to get the information the index describes over the hurdle of
predominant internality.”).
C. The Email Addresses Are Protected Under the “Low 2” Exemption As

Trivial Information For Which There is No Public Interest In
Disclosure.

The email addresses are “trivial administrative” information, which are of no
public interest, and are thus entitled to protection under the low 2 exemption. Schiller,
964 F.2d at 1207. For the reasons already discussed above in Section IV.C., there is no
public interest in learning the email addresses of the White House employees. Providing
their email addresses does nothing to let citizens know “what their government is up to,”
Reporters Comm., 489 U.S. at 773 (emphasis in original omitted), or shed any light on
the “substantive contents” of the documents in question. Lesar, 636 F.2d at 486. Indeed,
the only possible argument for releasing this information is to allow members of the
public to contact these employees by email, which does not serve any public interest
recognized by FOIA. See FLRA, 510 U.S. at 495 (public only has interest under FOIA in
information that contributes “significantly to public understanding of the operations or
activities of the government™) (emphasis in original omitted).

D. The White House Email Addresses Are Also Protected Under the
“High 2 Exemption.

The White House emails were properly withheld under high 2 because

“disclosure may risk circumvention of agency regulation.” Schiller, 964 F.2d at 1207. In

191n addition to the deliberative process privilege, two pages in Group 5 (Bates numbers
2192-93) in Defendant’s Vaughn Index were redacted under the low 2 exemption,
because the pages in question contain “[i]nternal information . . . about the requirements
for landing [at Andrews AFB],” including the “identification of forms and a contract that
must be executed” in order to authorize the landing. This is internal information that
“relates to trivial administrative matters of no genuine public interest.” Schiller, 964 F.2d
at 1207.
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a closely analogous situation, courts have upheld agency decisions to withhold
government fax and telephone numbers under FOIA’s high 2 exemption. See Queen v.
Gonzales, No. 96-1387, 2005 WL 3204160 at *4 (D.D.C. Nov. 15, 2005); Edmonds, 272
F. Supp. 2d at 51. For instance, one court found that providing FBI fax and telephone
numbers “would disrupt official business and could subject the FBI’s employees to
harassing telephone calls.” Truesdale, No. 03-1332, 2005 WL 3294004 at * 5. The
agency here likewise predicts that the release of the email addresses of the White House
employees (like the disclosure of a FBI fax or phone number) may trigger distracting or
even harassing communications that could inhibit the employees’ ability to perform their
duties. Kweidorowicz Decl. { 28; see also Queen, 2005 WL 3204160 at *4 (“Application
of Exemption 2 is appropriate in this case because disclosure of the predominantly
internal database of [certain FBI] facsimile numbers would significantly risk
circumvention of agency regulations or statutes.”) (internal quotation marks omitted).
The White House email addresses are also properly protected as high 2
information given the agency’s concerns regarding the threat posed to “the White House
data communications system at risk of receiving an electronic virus or being subjected to
hacking by unauthorized users.” Kweidorowicz Decl. { 28. Other courts have upheld
the withholding of information under high 2 where the disclosure of the information
poses risks to the computer security of government networks. See Poulsen v. U.S.
Customs and Border Protection, No. 06-1743, 2006 WL 2788239 at *7 (N.D. Cal. Sept.
26, 2006) (specific information about how Customs and Border Protection (CBP)
“repaired the computers, such as the precise patch used, or detailed information about

remediation efforts, was properly withheld as “high 2”” material because the disclosure of
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such information could make the CBP computer system vulnerable to future attacks.”);
see also Sussman v. U.S. Marshal Service, 494 F.3d 1106, 1112 (D.C. Cir. 2007)
(approving of withholding of certain Internet addresses without specifying whether
information was withheld under low 2 or high 2). The agency’s decision to withhold the
email addresses based on its concerns about the safety of the White House computer
network in the event of the disclosure is entitled to substantial deference. 5U.S.C. §
552(a)(4)(B) (agency declaration supporting exemption accorded “substantial weight”).

VI.  Names of Certain Private Individuals Were Redacted Under Exemption
6.

Finally, pursuant to Exemption 6, the agency redacted the name of a wounded
soldier and the names of family members of wounded or deceased soldiers in four of the
2,301 pages provided to CREW. See Groups 18-20 of Vaughn Index. The agency did so
to protect the privacy of these individuals and their family members who have suffered a
personal tragedy. Kweidorowicz Decl. § 29. These individuals obviously have a
substantial privacy interest in protecting their identities, and information about private
citizens has been protected in far less charged circumstances. See Washington Post. Co.,
456 U.S. at 600 (recognizing that even information that is not sensitive or embarrassing,
“such as place of birth, date of birth,” etc., may be entitled to protection under Exemption
6). Nor is there any public interest that would be furthered by requiring the disclosure of
their identities. Cf. People for the American Way Foundation, 503 F. Supp. 2d at 307
(D.D.C. 2007) (Sullivan, J.) (Exemption 6 did not support withholding identity of a
private “citizen petition[ing] [ ] government to take some action.”) (internal quotation
marks and citation omitted) (emphasis in original). Revealing the identities of the

soldiers and their family members does nothing to inform the public about the activities
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of government. See Reporters Committee, 489 U.S. at 773 (purposes of FOIA are not
fostered by “disclosure of information about private citizens that is accumulated in
various government files but that reveals little or nothing about an agency’s own
conduct’). Thus, this information was properly withheld.
CONCLUSION
For the foregoing reasons, Defendant respectfully requests that this Court grant its

Motion for Summary judgment.

Dated: November 4, 2008 Respectfully submitted,

GREGORY G. KATSAS
Assistant Attorney General

JOHN R. TYLER
Assistant Branch Director

/s/_Nicholas Cartier
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(D.C. Bar # 495850)
Lead Attorney
Trial Attorney, Civil Division,
Federal Programs Branch
United States Department of Justice
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Washington, D.C. 20044
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Facsimile: (202) 616-8470
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V. Civil Action No. 07-CV-2003 (EGS)
U.S. DEPARTMENT OF DEFENSE,
DEFENSE INFORMATION SYSTEMS
AGENCY,

Defendant.

S N N N N N N N N N N N N N

[proposed] ORDER
THIS MATTER having come before the Court on the Motion for Summary Judgment of
Defendant Department of Defense, Defense Information Systems Agency, it is hereby
ORDERED that Defendant’s Motion is GRANTED.
SO ORDERED.

Dated:
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V. Civil Action No. 07-CV-2003 (EGS)
U.S. DEPARTMENT OF DEFENSE,
DEFENSE INFORMATION SYSTEMS
AGENCY,

Defendant.

S N N N N N N N N N N N N N

DEFENDANT’S EXHIBITS IN SUPPORT OF ITS MEMORANDUM OF POINTS AND
AUTHORITIES
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EXHIBIT 1
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V. Civil Action No. 07-CV-2003 (EGS)
U.S. DEPARTMENT OF DEFENSE,
DEFENSE INFORMATION SYSTEMS
AGENCY,

Defendant.

S N N N N N N N N N N N N N

DECLARATION OF LAURIE ANN KWIEDOROWICZ

I, Laurie Ann Kwiedorowicz, declare the following to be true and correct:

@ I am an employee of the Defense Information Systems Agency (DISA), a
combatant command within the Department of Defense (DoD). | am a member of the General
Counsel’s Office, within the Administrative Law Team, and am specifically responsible for
providing administrative law and employment law advice. My duties include providing legal
advice to DISA’s Freedom of Information Act (FOIA) Officer pertaining to requests to the
agency made under the FOIA, 5 U.S.C. 8 552. The support | provide to DISA’s FOIA Officer
includes the provision of legal advice with respect to processing both FOIA requests and FOIA
appeals.

(2 As a combat support agency, DISA is responsible for the planning, engineering,
acquisition of, fielding, and supporting the global net-centric solutions to serve the needs of the

President, Vice President, the Secretary of Defense, and all other DoD components, under all
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conditions of peace and war. DISA provides advanced information technology and immediate
communications support to the President, Vice President, Secretary of Defense, military services,
and combatant commands. As relevant here, DISA is tasked with providing support for White
House communications requirements for the National Security Council, White House Military
Office and the White House Communications Agency. See DoD Directive 5105.19 § 6.1.4.7
(July 15, 2006).

3 The White House Military Office (“WHMQO”), a component of DoD, provides all
advice and services to the President and the White House regarding military support. The
WHMO has operational units that include the White House Communications Agency, the
Presidential Airlift Group, the White House Medical Unit, Camp David, Marine Helicopter
Squadron One, Presidential Food Service, and the White House Transportation Agency.

4 The White House Communications Agency (“WHCA?”), a component of DoD, is
tasked with providing worldwide communications capabilities to the President and his staff.
This includes audiovisual, voice, and data communications support for the President, Vice
President, Presidential Emissaries, White House staff, the United States Secret Service, and
others as directed by the WHMO. If the President travels, a team from WHCA is deployed to
travel with the President in order to ensure the President’s communications needs are met.
Additionally, WHCA sets up and records radio broadcasts for the President from any location
worldwide. WHCA also videotapes the President’s movements, processes film from official
White House photographers, and makes video recordings for the White House and staff.

(5) WHCA maintains the “whmo.mil” email domain and provides user names and
email accounts ending in “whmo.mil” to WHMO employees who work at the White House.

These emails are maintained on WHCA'’s servers. Thus, all of the emails in WHCA'’s
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possession that were potentially responsive to CREW’s FOIA request were part of email chains
that involved a communication with someone from the WHMO. The vast majority of these
emails involve the President’s travel and communication needs.

(6) WHCA is a component of WHMO. DISA provides WHCA'’s funding as a so-
called sub-activity under DISA’s appropriation budget. See DoD Directive 5105.19 § 6.1.4.7. In
addition, DISA manages all personnel actions of WHCA’s military and civilian employees and
provides program management and contracting support as appropriate. Id.

(7) My statements herein are made on the basis of personal knowledge, as well as
information acquired during the course of performing official duties.

(8) This declaration describes the actions taken to complete the processing of the
plaintiff’s FOIA request and addresses the basis for withholding certain documents pursuant to

Exemptions 2, 5 and 6 of the FOIA.

DISA’S PROCESSING OF PLAINTIFF’S REQUEST

9) By letter dated May 3, 2007 (attached as Exhibit A), Ms. Anne Weismann, on
behalf of the Citizens for Responsibility and Ethics in Washington (CREW), submitted a FOIA
request to DISA for records maintained by WHCA. The May 3, 2007 letter requested the
following information:

a. Any and all emails that came into or went out of any email system maintained or
controlled by WHCA between January 1, 2001 and the present that were from or to the following
email addresses: (1) gwb43.com; (2) rnchg.org and (3) georgebush.com; and

b. Telephone logs of any and all calls made by Karl Rove between January 1, 2001 and
the present through any switchboard operated or controlled by WHCA, including the Signal and

Royal Crown switchboards, to a telephone number associated with the Republican National
Committee.

(10) By letter dated May 8, 2007 (attached as Exhibit B), DISA’s FOIA Officer

informed CREW that it would be unable to comply with the twenty-work-day time limit and it
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would take at least 90 days to process CREW’s request due to the backlog of other FOIA
requests.

(11)  As agreed by the parties, DISA’s search for telephone logs is not at issue in this
case. See 10/30/08 email from Scott Hodes to Nicholas Cartier, attached as Exhibit C.
Therefore, this Declaration only addresses the search for responsive emails.

SEARCH FOR RESPONSIVE EMAILS

(12) Information Technology (“IT”) personnel at WHCA conducted a search for
potentially responsive emails across the “whmo.mil” email domain. This is the only unclassified
email domain maintained or controlled by WHCA, and consequently the only email system
maintained by WHCA that would have potentially responsive records to CREW’s FOIA request.
Beginning in December 2007, IT personnel at WHCA conducted a search for (1) all “active”
emails of current users of the “whmo.mil” email domain (e.g., emails in the user’s Inbox, Sent
Items, and Deleted Items), and (2) all “archived” emails of former account users. WHCA has
archived emails of former account users since October 2005. Prior to closing a user’s
“whmo.mil” account, WHCA preserves all the emails from the user’s account in the form of a
PST file. While the archived .PST folders were created as early as October 2005, the actual
emails that were archived would in some instances date back prior to October 2005.

(13) Using an electronic keyword search, any active or archived email that contained

77

the term “gwb43.com,” “rnchg.org,” or “georgebush.com” in the “to,” “from,” “cc,” “bcc,”
“subject,” or message fields of the email was identified and segregated for further review along
with any attachments to the emails. .PST files of all such potentially responsive emails were

created and stored on a CD-ROM by WHCA personnel in order to ensure that the emails could

not be altered or destroyed.
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(14) By February 28, 2008, WHCA completed its search of the active and archived
emails, which lead to the identification of approximately 3,776 pages of potentially responsive
emails. WHCA spent 365-man hours to complete the search. After this point, DISA analyzed
the records for responsiveness to plaintiff’s requests. As reflected in paragraph 3 of the March
11, 2008 Second Meet and Confer Statement (dkt. No. 7), the parties agreed to exclude from
plaintiff’s FOIA request any emails that “pertain to purely personal matters and that do not
pertain to political or policy matters.” By way of illustration, a communication about a birthday
party, happy hour or bible study group would not have been deemed responsive. In addition to
reviewing the emails for responsiveness, the emails were reviewed to determine the application
of any appropriate FOIA exemptions and for purposes of making any necessary consultations or
referrals to other offices. As a part of this process, all of the documents were determined to be of
interest to both WHMO and the Executive Office of the President (EOP). A secondary review of
the potentially responsive documents was also performed by WHMO and EOP personnel on a
rolling basis. Of the 3,776 potentially responsive pages that were identified, DISA provided
2,301 pages to CREW.

(15) Pursuant to the Third Meet and Confer Statement (dkt. no. 8), an agreement was
reached with CREW’s counsel in which plaintiff agreed to accept a rolling production of
processed documents beginning on April 4, 2008. Documents were then produced on the
following dates: April 4, 2008, May 2, 2008, May 16, 2008, May 30, 2008, June 13, 2008, and
June 30, 2008. Copies of the cover letters for the productions are attached as Exhibits D, E, F,
G,H,and I

DOCUMENTS IN DISPUTE BETWEEN THE PARTIES
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(16)  Pursuant to the parties’ Joint Status Report and Request for Briefing Schedule
(dkt. no. 14), CREW agreed to limit its challenge to the government’s use of FOIA exemptions
in the following two situations: (i) “defendant’s use of FOIA exemption 5 [i.e., deliberative
process and presidential communications privileges],” and (ii) “defendant’s redactions of some
individuals’ names and email addresses.”

(17)  Since the filing of the Joint Status Report, the parties have been able to further
narrow the issues in dispute with respect to the material withheld or redacted under Exemption 5.
On October 15, 2008, the parties sought an extension of the briefing schedule to allow DISA to
complete its review of a subset of emails that had been previously redacted under the deliberative
process privilege that, upon closer examination, were identified as being potentially appropriate
for release to CREW. See Joint Motion for Extension of Briefing Schedule [dkt. no. 16]. On
November 3, 2008, DISA completed the review of these emails and provided additional pages to
CREW, in which some of the previous redactions made pursuant to the deliberative process
privilege were eliminated. 11/3/08 Letter from Nicholas Cartier to Scott Hodes, attached as
Exhibit L.

THE WITHHOLDING AND REDACTIONS OF EMAILS UNDER EXEMPTION 5

(18) The attached Vaughn Index (Exhibit M) describes the pages currently at issue and
that have been withheld in full or in part pursuant to the deliberative process and presidential
communications privileges of Exemption 5. The index provides the Bates number, date,
description, nature of privilege (deliberative process or presidential communications privilege)
invoked, and the number of pages withheld in part or in full, and organizes emails in the same
chain (and copies thereof) into group numbers and further organizes the groups into general

categories for ease of reference.
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(19) The records withheld in full or part under Exemption 5 involve communications
among White House employees and WHMO personnel and typically relate to the President’s
travel and communication needs.

(20)  All responsive email chains included at least one email sent to or from an RNC
email account. In addition to their government computer and “who.eop.gov” email account,
certain White House employees were provided a separate computer and Republican National
Committee (“RNC”) email account by the RNC in order to conduct political activities. See, e.g.,
April 25, 2007 letter from Covington & Burling LLP to Chairman Henry A. Waxman, attached
as Exhibit J. As recognized by Plaintiff, some of these individuals received or sent emails from
their RNC email accounts regarding official government business. See Second Meet and Confer
Statement § 2 n.1. In the case of any redaction or withholding made under Exemption 5, all of
the individuals involved in the communications who sent or received emails on their RNC email
accounts were employees of the White House and the communications pertained to official
government business.

DELIBERATIVE PROCESS PRIVILEGE

(21) The deliberative process privilege protects advisory opinions, recommendations
and deliberations comprising part of a process by which governmental decisions and policies are
formulated, so long as those documents and materials are predecisional and deliberative.

(22)  An essential part of the creation of agency policy, strategy, and final agency
decisions is the internal, pre-decisional back and forth exchanges among Executive Branch
personnel leading to the making of final decisions. All text withheld pursuant to the deliberative
process privilege in these potentially responsive documents is part of the exchange of ideas and

suggestions that accompanies all decision-making and reflects preliminary assessments by
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WHMO and White House personnel normally responsible for executing the planning and
communications related to the President’s travel.

(23) A ssignificant part of the deliberative process between WHMO and White House
employees is conducted via email communications. Personnel involved in scheduling the
President’s travel routinely send each other email, giving and responding to suggestions and
proposed strategies and policies as they carry out their assigned duties or respond to inquiries.
Often, certain aspects of the President’s travel are articulated by means of “distribution lists” that
consist of personnel assigned to support various functions for each travel event. Information and
inquiries are “pushed out” to these personnel via the distribution lists and there is typically a
request for feedback or input from the electronic mail recipients. The email communications
operate in the same way as a face-to-face conversation that might occur in any traditional office
setting and are part of the exchange of ideas and suggestions that accompanies all decision-
making, and typically reflect staff members’ preliminary assessments about issues related to the
President’s travel and communications on which they may be asked to make recommendations.
This information is deliberative. Disclosure of such information will hinder the efficient day-to-
day workings of the Executive Branch as employees would not feel they could communicate
freely via email with respect to their ideas and advice on the outcome of issues relative to the
President’s travel and communications. The lack of candor that may result from routinely
disclosing these types of electronic communications will impair the ability of personnel at
WHMO and the White House from fostering the forthright, internal discussions necessary for
efficient and proper decision-making. Additionally, disclosure of preliminary assessments and
opinions would make employees commenting on proposed strategies and policies, much more

guarded in providing their views.
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(24)  Asdiscussed in the attached Vaughn Index (Exhibit M), the documents withheld
in part under the deliberative process privilege generally pertain to matters related to the
President’s travel and communication needs, and suggest plans of action related to specific travel
or communications issues. WHMO and White House personnel discussing these issues solicit,
and in turn provide, ideas, advice and assessments leading up to the ultimate strategy, policy and
other agency decisions. With respect to the emails containing information withheld under the
deliberative process privilege, DISA specifically examined each email withheld under the
deliberative process privilege to determine whether there was any reasonably segregable, non-
exemption information that could be released, and provided all such information to CREW.

PRESIDENTIAL COMMUNICATIONS PRIVILEGE

(25) As identified in Group 10 in the attached Vaughn Index, one four-page email and
a copy, bearing Bates numbers 1460-63 and 2167-70, were withheld in full pursuant to the
presidential communications privilege. The document consists of a two-page email chain and
attachment. The email chain is a discussion among senior White House advisors regarding the
agenda to be used by the President during the videotaping of messages for the NRA, Little
League and 60th Anniversary of HMX-1 (which provides helicopter transportation to the
President, Vice President, members of Cabinet and foreign dignitaries). The discussion includes
comments and revisions to the agenda that will be provided to the President in advance of the
videotaping. Attached to the email is the two-page agenda itself (in either final or late draft
form) that will be provided to the President. Thus, these communications involve the soliciting
and exchange of ideas among senior White House advisors about the content of a communication

that will be provided to the President and attach the communication itself. This document is also
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protected under the deliberative process privilege, since the email chain involves a back-and-
forth discussion about the contents of a draft agenda prior to the agenda being finalized.
CONTESTED REDACTIONS OF EMAIL ADDRESSES AND NAMES

(26)  On October 21, 2008, in response to a question from counsel for the government,
CREW’s counsel, Scott Hodes, clarified that Plaintiff would only contest the following
redactions of names and email addresses: (1) the redactions of White House email addresses, (2)
the redactions of names and email addresses of certain other government employees
(“Miscellaneous Government Employees”)*, and (3) the redactions of the names of private
individuals. See 10/21/08 email from Scott Hodes to Nicholas Cartier, attached as Exhibit K.
The Miscellaneous Government Employees do not include any DoD personnel or law
enforcement personnel responsible for providing Presidential security, such as members of the
Secret Service, since CREW does not contest the redactions of the names and email addresses of
these individuals. Id.

Following the October 21 communication from Mr. Hodes, DISA conducted a page-by-
page review of all responsive emails provided to CREW and concluded that it had not, contrary
to its previous representations to CREW, redacted any names of Miscellaneous Government
Employees. Instead, only their email addresses had been redacted. Specifically, DISA
determined that fourteen pages of the responsive emails produced to CREW contained redactions
of email addresses of the Miscellaneous Government Employees, who work in various federal
agencies. DISA determined that it was appropriate to unredact these email addresses and

provided the unredacted pages to CREW on November 3. 11/3/08 Letter from Nicholas Cartier,

! DISA had already provided the email addresses of government employees who work in the De-
partment of State and Department of Energy after DISA received permission from these agencies
to release their employee information.

10
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on behalf of DISA, to Scott Hodes, attached as Exhibit L. Therefore, the only redactions of
email addresses that are now in dispute are those of the White House employees.
REDACTIONS OF WHITE HOUSE EMAIL ADDRESSES

(27)  As CREW has been informed, DISA did not redact the names of White House
employees, but instead only redacted their email addresses.? The names of White House
employees regularly appear in the “to” and “from” fields of the emails, and occasionally in the
“body” or message portion of the emails. The White House email addresses (which end in the
domain name “who.eop.gov”) have been redacted pursuant to Exemption 2 (low and high) and
Exemption 6. DISA had previously informed CREW that the White House email addresses were
redacted only under Exemption 2, and so indicated on the redacted pages provided to CREW.

(28)  The redacted White House email addresses are used for internal purposes and are
administrative matters of no genuine public interest. Given the high profile and occasionally
controversial nature of their work, the White House employees are at risk of receiving a large
volume of distracting and even harassing communications from members of the public. This
could lead to significant disruptions of the work of these individuals. In addition, the publication
of the White House email addresses puts the White House data communications system at risk of
receiving an electronic virus or being subjected to hacking by unauthorized users.

REDACTIONS OF NAMES OF PRIVATE INDIVIDUALS

(29)  Asdiscussed above, CREW is also contesting the redactions of names of private
individuals (i.e., individuals who are not government employees). While DISA has provided the
names of various private individuals, DISA did redact the names of family members of wounded

or deceased soldiers (and the name of one wounded soldier) on four pages (677, 1325, and

? In addition, DISA did not redact the email addresses of the RNC email domains called for by
CREW’s request (i.e., gwb43.com, rnchg.org or georgebush.com).

11
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CREW v. DISA
Civil Action No. 07-CV-2003 (EGS)
US District Court
District of Columbia

Vaughn Index:

Description of records obtained through searching the White House Communications Agency’s active and archived email accounts
that are protected in full or in part by FOIA Exemptions 2, 5 (deliberative process and presidential communications privileges) and 6.

BATES NUMBER DATE DESCRIPTION OF MATERIAL PRIVILEGE PAGES
REDACTED WITHHELD
Category A
(Presidential
Meetings with
Families)
Group 1 518, 995 (Copies at 23-24 Mar White House and White House Military Office | Deliberative 8 pages withheld in
1021 and 1096), 1099, | 06 (“WHMO?”) personnel discuss the procedures Process Privilege | part.
1680, 1683-1684 that should be established for Presidential
meetings with families of fallen soldiers.
Agenda for meeting is circulated with questions
to be discussed; summary of meeting reflecting
deliberations and containing tentative
procedures is also circulated, with request for
identification of any further additions or
changes to procedures.
Group 2 1685, 1686 28, 30-31 Discussion among White House and WHMO Deliberative 2 pages withheld in
Mar 07 personnel regarding which family members of Process Privilege | part.
wounded soldiers should be included for an
upcoming Presidential visit.
Category B
(Efforts on
Behalf of
Soldiers)
Group 3 1316-17, 1320-21, 24-25Jan 06 | Email chain among White House and DoD Deliberative 17 pages withheld
1322-1324, 1329-31, personnel discussing response to a request fora | Process Privilege | in part.
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BATES NUMBER DATE DESCRIPTION OF MATERIAL PRIVILEGE PAGES
REDACTED WITHHELD
2011-12, 2013-15, replacement medal for solider, including who
2016-17 has the authority to issue the replacement
medal.
Group 4 1332 4 Mar 07 White House employee solicits opinion on Deliberative 1 page withheld in
particular topic from other White House Process Privilege | part.
personnel in connection with establishing
commission that will help improve services for
returning veterans.
Group 5 2191-94 2 May 06 Discussion among White House personnel Deliberative 4 pages withheld in
regarding procedures that must be followed Process Privilege; | part.
prior to allowing governor’s plane to land at Exemption 2
Andrews Air Force Base. Internal information (low) for pages
(pp. 2192-93) about the requirements for 2192-93.
landing, such as identification of forms and a
contract that must be executed, is also provided.
Category C
(Presidential
Travel)
Group 6 1663 30 May 07- Discussion among White House and DOD Deliberative 7 pages withheld in
(Copies at 1709, 1710) | 5 Jun 07 personnel discussing various aspects of Process Privilege | part.
upcoming meeting.
1710-15
Group 7 1934 19 Dec 06 Assistant Director of Office of Presidential Deliberative 3 pages withheld in
(Copies at 1940, 1942) Appointments and Scheduling shares his views | Process Privilege | part.
with White House personnel on whether
individual who is serving as a site greeter for
upcoming presidential visit needs to be “vetted,”
and then solicits comments.
Group 8 2145 (“Options for 26 May 06 White House personnel are discussing which of | Deliberative 16 pages withheld

June 77)

(Copies at 2147, 2149,
2150, 2277, 2279,

two sites should be chosen for an upcoming
Presidential visit.

Process Privilege

in part.
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BATES NUMBER DATE DESCRIPTION OF MATERIAL PRIVILEGE PAGES
REDACTED WITHHELD
2281, 2293, 2294,
2297)
2145 (“Quick Update
on KS & NE Options
for June 7)
(Copies at 2147-48,
2149, 2150-51, 2277-
78, 2279-80, 2281,
2293, 2294-95, 2297-
98)
Category D
(Miscellaneous
discussions
among White
House
personnel)
Group 9 1333 31 Jan 06 Discussion between DoD and EOP personnel Deliberative 1 page withheld in
regarding plans for upcoming Congressional Process Privilege | part.
visit where soldier will thank legislators who
enabled her to adopt her working dog after she
was injured. Discussion includes request for
White House approval regarding particular
aspect of visit.
Group 10 1460- 1463 9 Apr 07 Document consists of a two-page email chain Presidential 8 pages withheld in
(Copies at 2167-2170) and attachment. The email chain is a discussion | Communications | full.
among senior White House advisors regarding Privilege;
the agenda to be used by the President during Deliberative

the videotaping of messages for the NRA, Little
League and 60th Anniversary of HMX-1 (which
provides helicopter transportation to the
President, Vice President, members of Cabinet
and foreign dignitaries). The discussion
includes comments and revisions to the agenda
that will be provided to the President in advance

Process Privilege
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BATES NUMBER

DATE

DESCRIPTION OF MATERIAL
REDACTED

PRIVILEGE

PAGES
WITHHELD

of the videotaping. Attached to the email is the
two-page agenda (in either final or late draft
form) that will be provided to the President.
Thus, these communications involve the
soliciting and exchange of ideas among senior
White House advisors about the content of a
communication that will be provided to the
President, along with the communication itself.

This document is also protected under the
deliberative process privilege, since the email
chain involves a back-and-forth discussion
about the contents of a draft agenda prior to the
agenda being finalized.

Group 11

1549

26 Apr 05

Discussion among White House personnel
relating to upcoming meeting with the
President.

Deliberative
Process Privilege

1 page withheld in
part.

Group 12

1687, 1689

31 May 05-
1 Jun 05

Discussion among White House personnel
regarding the viability of a potential nominee
for the Federal Communications Commission.

Deliberative
Process Privilege

2 pages withheld in
part.

Group 13

36
(Copies at 213, 239,
1099, 1773)

20 Feb 07

A question is posed by White House employee
in relation to a particular aspect of attached
Washington Post article, and another White
House employee responds to the query.

Deliberative
Process Privilege

5 pages withheld in
part.

Group 14

1678

18 Apr 07

White House discussion regarding appropriate
response to request contained in attached
message about a wounded solider

Deliberative
Process Privilege

1 page withheld in
part.

GROUP E
(Procedures for
setting up a
video
teleconference)

Group 15

1845
(Copies at 1846, 1857,

5Jan 06

Discussion among White House and WHCA
personnel regarding plans to initiate a series of

Deliberative
Process Privilege

6 pages withheld in
part.
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BATES NUMBER DATE DESCRIPTION OF MATERIAL PRIVILEGE PAGES
REDACTED WITHHELD
1899, 1900, 1911) daily video teleconferences for traveling White
House employees.
Group 16 1847 19 Jan 06 Follow-up email discussing future procedures Deliberative 2 pages withheld in
(Copies at 1901) for when a video teleconference for traveling Process Privilege | part.
White House employees will be initiated.
Procedures appear tentative and subject to
revision.
Group 17 2036, 2037 and 2038. | 23 Jan 06 Discussion initiated among White House and Deliberative 3 pages withheld in
15 Feb 06 WHMO employees regarding response to a Process Privilege | part.
press report about a potential friendly fire
incident in Iraq, including discussion of
accuracy of particular facts cited in article.
GROUP F
(Redactions of
private names
under b6)
Group 18 677 31 Mar 06 Redaction of names of family members of Exemption 6 1
deceased solider.
Group 19 1325 20 Jan 06 Redaction of name of family member of Exemption 6 1
deceased solider.
Group 20 1678-79 18 Apr 07 Names and identifying information of injured Exemption 6 2

solider and family member of solider redacted.
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