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EDITORIAL

A Libby Verdict

Correction Appended

There will be a great deal written and said in coming days about the frustrations of the Scooter Libby verdict
— that it did not tell us whether someone deliberately blew Valerie Plame Wilson’s cover or erase serious
concerns about the prosecutor’s abuse of the First Amendment. Let’s focus first on what the verdict does
say.

One of the most senior officials in the White House, Lewis Libby, the chief of staff for Vice President Dick
Cheney, was caught lying to the F.B.l. He appears to have been trying to cover up a smear campaign that
was orchestrated by his boss against the first person to unmask one of the many untruths that President
Bush used to justify invading Irag. He was charged with those crimes, defended by the best lawyers he
could get, tried in an open courtroom and convicted of serious felonies. Mr. Libby walked freely out of the
court, had his say in public and will be allowed to appeal.

It was another reminder of how precious the American judicial system is, at a time when it is under serious
attack from the same administration Mr. Libby served. That administration is systematically denying the
right of counsel, the right to evidence and even the right to be tried to scores of prisoners who may have
committed no crimes at all.

And although we still do not know the answer to the original mystery, the case provided a look at the
methodical way that Mr. Cheney, Mr. Libby, Karl Rove and others in the Bush inner circle set out to
discredit Ms. Wilson’s husband, Joseph Wilson 1V. Mr. Wilson, a career diplomat, was sent by the State
Department in 2002 to check out a British intelligence report that Iraq had tried to buy uranium from the
government of Niger for a secret nuclear weapons program. In his 2003 State of the Union address, Mr.
Bush said: “The British government has learned that Saddam Hussein recently sought significant quantities
of uranium from Africa.”

In July 2003, Mr. Wilson wrote in an Op-Ed article in The Times that what he had found did not support
that claim. The specter of a nuclear-armed Irag was central to Mr. Bush’s case for rushing to war. So, the
trial testimony showed, Mr. Cheney orchestrated an assault on Mr. Wilson’s credibility with the help of Mr.
Libby and others. They whispered to journalists that Mr. Wilson’s wife worked at the C.I1.A. and that
nepotism was the reason he had been chosen for the trip.

That is what we know from the Libby trial, and it is some of the clearest evidence yet that this
administration did not get duped by faulty intelligence; at the very least, it cherry-picked and hyped
intelligence to justify the war. What Mr. Wilson found, and subsequent investigations confirmed, was that
there was one trip in 1999 — not “recently,” but four years before Mr. Bush’s statement — by an Iraqi
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official to Niger and that during that trip, uranium was never discussed.

What we still do not know is whether a government official used Ms. Wilson’s name despite knowing that
she worked undercover. That is a serious offense, which could have put her and all those who had worked
with her in danger. We also do not understand why the federal prosecutor, Patrick Fitzgerald, chose to wage
war with the news media in assembling his case, going so far as to jail a Times reporter, Judith Miller, for
refusing to reveal the name of a confidential source.

The potential damage from that decision remains of real concern. But it was still a breath of fresh air to see
someone in this administration, which specializes in secrecy, prevarication and evading blame, finally called
to account.

Correction: March 13, 2007

A March 7 editorial on the conviction of Lewis Libby said incorrectly that Joseph Wilson IV was sent by the
State Department in 2002 to Niger to check out a report that Iraq had tried to buy uranium there. Mr.
Wilson was sent by the C.1.A.
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(U) Conclusion 13. The report on the former ambassador’s trip to Niger, disseminated in
March 2002, did not change any analysts’ assessments of the Irag-Niger uranium deal. For
most analysts, the information in the report lent more credibility to the original Central
Intelligence Agency (CIA) reports on the uranium deal, but State Department Bureau of
Intelligence and Research (INR) analysts believed that the report supported their
assessment that Niger was unlikely to be willing or able to sell uraninm to Iraq.
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It's finally time for Bush to answer questions about Libby

Why not start with releasing the transcripts of Bush and Cheney's interviews with special prosecutor Patrick
Fitzgerald?

By Joe Conason

Jul. 13, 2007 | As far as George W. Bush is concerned, the case of Valerie Plame Wilson has "run its course."”
Asked during his Thursday press conference about the morality of White House staff members who leaked Ms.
Wilson's CIA identity during the summer of 2003, he dismissed the issue as if he had never promised to punish
those lurking miscreants.

"I haven't spent a lot of time talking about the testimony that people throughout my administration were forced
to give as a result of the special prosecutor,” he shrugged. "I didn't ask them during that time [about their roles
in the leak] and | haven't asked them since."

Offering a quip about his "fair and balanced" decision to commute the jail sentence of former vice presidential
chief of staff and convicted perjurer I. Lewis "Scooter” Libby, he concluded: "We're going to move on."

The White House press corps should not accept that puerile and facetious answer.

For four years, every reporter who asked the president or his press secretaries any question about the Wilson
matter has received essentially the same non-responsive response: The president and the White House staff
could not talk about the matter so long as the special counsel was actively pursuing the case. That tired excuse
no longer works.

Now that the leak prosecution has ended with Bush's silencing of Libby -- the only potential stool pigeon who
could implicate him and Vice President Cheney in the vicious and unpatriotic "outing” of Valerie Plame Wilson
-- he says instead that it is time to move on. Yet all of the lingering questions still require real answers.
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Whether McClellan and Bush were lying back then or not -- and they probably were -- much information later
came to the incurious president's attention that demonstrated the dishonorable "involvement™ of his staff
beyond a reasonable doubt. Sworn testimony showed that the leakers included not only Libby, but former
Deputy Secretary of State Richard Armitage, former press secretary Ari Fleischer, and of course Karl Rove.

All left public service under one circumstance or another, with their reputations dented or destroyed, except for
Rove -- who has suffered no consequences whatsoever for his role in revealing the identity of a covert CIA
agent who devoted 20 years of her life to this country. Now that the president can no longer hide behind the
"current prosecution” excuse, he deserves to be asked why Rove is still collecting a paycheck from the U.S.
Treasury and continues to hold a security clearance.

Then there is the problem of Vice President Cheney, who obviously orchestrated Libby's leak to New York
Times reporter Judith Miller and the entire campaign against Valerie Plame Wilson. Plame Wilson was a
casualty of Cheney's vendetta against her husband, former Ambassador Joe Wilson, who dared to expose the
lies and forgeries at the center of the argument for war against Iraqg.

During the Libby trial, testimony and evidence indicated that Cheney oversaw the activities of his chief of staff,
and later went so far as to order McClellan to "clear” Libby in a press briefing on the case. The defense brought
into evidence a note in Cheney's own handwriting, explaining why he insisted that the White House press staff
should defend Libby just as vigorously as Rove -- and implicating Bush in the scandal.

Cheney's angry scribble said, "not going to protect one staffer + sacrifice the guy this Pres. asked to stick his
head in the meat grinder because of the incompetence of others.” (That "incompetent™ insult was intended for
Rove, whom the vice president evidently blamed for the exposure of their conspiracy against the Wilsons.)
Although Cheney had crossed out the words "this Pres.” and replaced them with the phrase "that was," the
reference to Bush remained legible and incriminating.

So now is the time to ask the president what Cheney meant when he wrote that little note. Why did the vice
president write a note claiming that “this Pres." had asked Libby to "stick his head in the meat grinder"? Did the
president ask Libby to take the fall for others in the White House? Did he know the extent of the vice
president's involvement in the effort to ruin the Wilsons? When exactly did he learn what Cheney, Libby, Rove
and Fleischer had done to advance that scheme?

The commutation of Libby's prison term and the continuing prospect of a possible pardon for the felonious
ex-staffer lend fresh relevance to those questions.

Now would also be a proper time to ask both the president and the vice president to release the transcripts of
their interviews with Fitzgerald and his staff. According to published reports, the special prosecutor interviewed
the president and the vice president during the summer of 2004. Even though Bush reportedly was not under
oath during those sessions, to which he was accompanied by private counsel, both he and Cheney were still
obliged to tell the truth. Did they?

If all those questions are ever answered, there will still be one more.

Joe and Valerie Wilson served this country faithfully and on some occasions heroically for more than two
decades, he in the diplomatic corps and she in the intelligence service. They committed no crime or offense that
justified the secret White House campaign to smear them and ruin their careers. Indeed, Joe Wilson continued
to serve the interests of the United States when he corrected a crucial remark about Iraq's pursuit of nuclear
weapons in the 2003 State of the Union address -- a statement that the White House later admitted to be false.

Why then has the president failed to apologize to them on behalf of himself, his staff and the government of the
United States?

-- By Joe Conason
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Records Collection Brought Internal Questions But Little
Scrutiny

By R. Jeffrey Smith and John Solomon
Washington Post Staff Writers
Sunday, March 18, 2007; A01

FBI counterterrorism officials continued to use flawed
procedures to obtain thousands of U.S. telephone records
during a two-year period when bureau lawyers and
managers were expressing escalating concerns about the
practice, according to senior FBI and Justice Department

officials and documents. BOOK NOW

FBI lawyers raised the concerns beginning in late October 2004 but did not closely scrutinize the practice
until last year, FBI officials acknowledged. They also did not understand the scope of the problem until the
Justice Department launched an investigation, FBI officials said.

Luxury Resort in Southwest Pennsylvania
Online Specials and more.

Under pressure to provide a stronger legal footing, counterterrorism agents last year wrote new letters to
phone companies demanding the information the bureau already possessed. At least one senior FBI
headquarters official -- whom the bureau declined to name -- signed these "national security letters" without
including the required proof that the letters were linked to FBI counterterrorism or espionage investigations,
an FBI official said.

The flawed procedures involved the use of emergency demands for records, called “exigent circumstance™
letters, which contained false or undocumented claims. They also included national security letters that were
issued without FBI rules being followed. Both types of request were served on three phone companies.

Referring to the exigent circumstance letters, Sen. Charles E. Grassley (R-lowa) wrote in a letter Friday to
Justice Department Inspector General Glenn A. Fine: "It is . . . difficult to imagine why there should not have
been swift and severe consequences for anyone who knowingly signed . . . a letter containing false
statements. Anyone at the FBI who knew about that kind of wrongdoing had an obligation to put a stop to it
and report it immediately."”

A March 9 report by Fine bluntly stated that the FBI's use of the exigency letters "circumvented" the law that
governs the FBI's access to personal information about U.S. residents.

The exigency letters, created by the FBI's New York office after the Sept. 11, 2001, attacks, told telephone
providers that the FBI needed information immediately and would follow up with subpoenas later. There is no
basis in the law to compel phone companies to turn over information using such letters, Fine found, and in
many cases, agents never followed up with the promised subpoenas, he said.

But Fine's report made no mention of the FBI's subsequent efforts to legitimize those actions with improperly
prepared national security letters last year.

Fine's report brought a deluge of criticism on the FBI, prompting a news conference at which Director Robert

S. Mueller 111 took responsibility for the lapses. Some lawmakers immediately proposed curtailing the
government's expansive anti-terrorism powers under the USA Patriot Act.
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In a letter to Fine that was released along with the March 9 report, Mueller acknowledged that the bureau's
agents had used unacceptable shortcuts, violated internal policies and made mistakes in their use of exigent
circumstance letters.

Mueller also said he had banned the future use of such letters this month, although he defended their value
and denied that the agency had intentionally violated the law.

Other FBI officials acknowledged widespread problems but said they involved procedural and documentation
failures, not intentional misgathering of Americans' phone records. Mueller ordered a nationwide audit, which
began Friday, to determine if the inappropriate use of exigency letters went beyond one headquarters unit.

"We wish, in retrospect, that we had learned about this sooner, corrections had been made and the process
was more transparent,” FBI Assistant Director John Miller said yesterday.

Fine's report said the bureau's counterterrorism office used the exigency letters at least 739 times between
2003 and 2005 to obtain records related to 3,000 separate phone numbers. FBI officials acknowledged that
the process was so flawed that they may have to destroy some phone records to keep them from being used in
the future, if the bureau does not find proof they were gathered in connection with an authorized
investigation.

Disciplinary action may be taken when the bureau completes an internal audit, a senior FBI official said in an
interview at headquarters Friday.

Ann Beeson, an attorney for the ACLU who has sued the FBI in an effort to block some of its data requests,
said that if the bureau cannot prove a link between the letters and an ongoing investigation, its requests were
"a total fishing expedition."

The FBI agreed that one senior official, who spoke on the condition of anonymity because of forthcoming
House and Senate hearings on the matter, would speak for the agency.

Lawmakers have begun to probe who knew about the use of the letters and why the department did not act
more swiftly to halt the practice. Grassley asked that Fine turn over to the Senate Judiciary Committee copies
of all FBI e-mails related to the letters of demand, as well as transcripts of the interviews Fine conducted on
the issue.

The committee has scheduled a hearing for Wednesday, with Mueller as the chief witness. On Tuesday, the
House Judiciary Committee intends to question Fine and FBI general counsel Valerie Caproni.

FBI and Justice Department officials said most of the letters at issue were drafted by the Communications
Analysis Unit (CAU), which comprises about a dozen people assigned to analyze telephone records and other
communications for counterterrorism investigators. They sent the secret requests to three companies --
AT&T, Verizon and a third firm whose identity could not be learned. Since the 2001 terrorist attacks, the FBI
has been paying the companies' cost of supplying such records almost instantaneously in a form that its agents
can readily examine, according to the report and the senior FBI official.

In each letter, the FBI asserted that "due to exigent circumstances, it is requested that records for the attached
list of telephone numbers be provided.” The bureau promised in most of the letters that subpoenas for the
same information "have been submitted to the U.S. Attorney's office who will process and serve them
formally."

But the inspector general's probe concluded that many of the letters were "not sent in exigent circumstances”
and that "there sometimes were no open or pending national security investigations tied to the request,"”
contrary to what U.S. law requires. No subpoenas had actually been requested before the letters were sent.
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The phone companies nonetheless promptly turned over the information, in anticipation of getting a more
legally viable document later, FBI officials said.

The use of such letters was virtually "uncontrolled,” said an FBI official who was briefed on the issue in early
2005. By that fall, CAU agents had begun creating spreadsheets to track phone records they had collected for
a year or more that were not covered by the appropriate documents, according to FBI e-mails and interviews
with officials.

A spokesman for AT&T declined to discuss the topic, referring questions to the FBI. Verizon spokesman
Peter Thonis , who would not confirm nor deny the existence of an FBI contract with his firm, said that
"every day Verizon subpoena units respond to emergency requests from federal, state and local law
enforcement for particular calling records. After 9/11, of course, Verizon responded to FBI emergency
requests in terrorist matters, and we had every reason to believe they were legitimate emergency situations."

The inspector general's report said that the wording of the exigency letters was copied from a standard letter
that the FBI's New York office used to obtain urgently needed records after the 2001 terrorist bombings.
When officials from that office were later reassigned to create the CAU in Washington, the senior FBI official
said, "they brought their business practices with them" and continued to use the same letter "for reasons that |
cannot explain.”

But the unit was not authorized under FBI rules to make such requests, and from the outset in 2003 it asked
FBI field offices to submit the promised legal follow-up documents. The offices rarely did so speedily, and in
many cases ignored the request altogether.

"In practice, if you have already got the records, the incentive to do the paperwork is reduced,"” the senior
FBI official said.

When a lawyer in the FBI's national security law branch, Patrice Kopistansky, noted in late 2004 that the
proper legal justifications were frequently missing or extremely late, she did not advise agents to "change their
process,” the senior official said. "Our advice was instead to . . . use these letters only in true emergencies”
and institute "covering practices."

These included ensuring that the bureau's agents had opened a related investigation and promptly sent a
formal national security letter to provide legal backing for the demand.

Bassem Youssef, who currently heads the CAU, raised concerns about the tardy legal justifications shortly
after he was assigned to the job in early 2005, according to his lawyer, Steve Kohn.

"He discovered they were not in compliance, and then he reported that to his chain of command. They
defended the procedures and took no action,” Kohn said, adding that "their initial response was to deny the
scope of the problem.”

Youssef has battled the FBI in court over whether he was denied a promotion because of discrimination based
on his ethnicity.

Eventually, the general counsel's office organized a meeting at headquarters on Sept. 26, 2005, where the
bureau considered a work-around: Its lawyers proposed creating special, catch-all investigative files that
could be used to authorize quick phone-records seizures that did not involve open field investigations.

But one official at the meeting, Youssef, argued that genuine emergency requests for the records "were few
and far between," according to an e-mail summarizing the meeting that was reviewed by The Washington
Post, and the idea was never implemented. The account referred to efforts by one of the bureau's top lawyers
to brief "higher ups™ in the agency about the problem.
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"At some point, they told us there were not that many such letters" still in use, the senior official said. "We
believed the problem had resolved itself . . . in retrospect, it never got resolved.”

One reason that FBI officials did not act more quickly is that Kopistansky and others in the general counsel's
office did not review until May 2006 copies of any of the exigent circumstances letters sent to the phone
companies from 2003 to 2005. As a result, they were unaware that some of the letters contained false
statements about forthcoming subpoenas and urgent deadlines, the senior official said.

Bureau officials ultimately decided to "clean up" the problem by writing seven national security letters
designed to provide legal backing for all the telephone records requests that still needed it, the senior FBI
official said. In every case, these requests in 2006 covered records already in the FBI's possession and lacked
the required cover memos spelling out the investigative requirements for the requests.

At no time did senior FBI officials outside the communications unit attempt to tally how often the exigent
circumstances letters had been used, with the result that Mueller and others in senior management did not
learn about the scope of the problem until two months ago, when Fine informed them, the senior official said.

© 2007 The Washington Post Company
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F.B.l. Made ‘Blanket’ Demands for Phone Records

By ERIC LICHTBLAU

WASHINGTON — Senior officials of the Federal Bureau of Investigation repeatedly approved the use of
“blanket” records demands to justify the improper collection of thousands of phone records, according to
officials briefed on the practice.

The bureau appears to have used the blanket records demands at least 11 times in 2006 alone as a quick way
to clean up mistakes made over several years after the Sept. 11, 2001, attacks, according to a letter provided to
Congress by a lawyer for an F.B.l. agent who witnessed the missteps.

The F.B.I. has come under fire for its use of so-called national security letters to inappropriately gather
records on Americans in terrorism investigations, but details have not previously been disclosed about its use
of “blanket” warrants, a one-step operation used to justify the collection of hundreds of phone and e-mail
records at a time.

Under the USA Patriot Act, the F.B.l. received broadened authority to issue the national security letters on its
own authority — without the approval of a judge — to gather records like phone bills or e-mail transactions
that might be considered relevant to a particular terrorism investigation. The Justice Department inspector
general found in March 2007 that the F.B.l. had routinely violated the standards for using the letters and that
officials often cited “exigent” or emergency situations that did not really exist in issuing them to phone
providers and other private companies.

In an updated report due out on Thursday, the inspector general is expected to report that the violations
continued through 2006, when the F.B.I. instituted new internal procedures.

The inspector general’s ongoing investigation is also said to be focusing on the F.B.l.’s use of the blanket
letters as a way of justifying the collection of large amounts of records at one time. F.B.1. officials
acknowledged the problem Wednesday, calling it inadvertent, and said officials had been instructed that they
could no longer issue blanket orders. Instead, officials have to determine why particular records are
considered relevant.

A letter sent last week to Senator Charles E. Grassley, Republican of lowa, provides new details on the F.B.l.’s
use of the national security letters, including the practice of issuing the blanket demands.

A copy of the letter was provided to The Times. It was written by Stephen M. Kohn, a Washington lawyer
representing Bassem Youssef, an F.B.l. agent who reported what he thought were abuses in the use of
national security letters and was interviewed for three days by the inspector general. In a separate matter,
Mr. Youssef is suing the F.B.1. in a discrimination claim.
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Mr. Grassley said Wednesday that he was concerned by the issues raised in Mr. Kohn's letter.

“In the past, the F.B.l. has shown a propensity to act as if it were above the law,” he said. “That attitude
clearly needs to stop. Part of the way we can help the F.B.I. clean up its act is to pay close attention to
information from whistle-blowers like Bassem Youssef. We need aggressive follow-up from the inspector
general to ensure accountability and reform.”

By 2006, F.B.I. officials began learning that the bureau had issued thousands of “exigent” or emergency
records demands to phone providers in situations where no life-threatening emergency existed, according to
the account of Mr. Youssef, who worked with the phone companies in collecting records in terrorism
investigations. In these situations, the F.B.l. had promised the private companies that the emergency records
demands would be followed up with formal subpoenas or properly processed letters, but often, the follow-up
material never came.

This created a backlog of records that the F.B.l. had obtained without going through proper procedures. In
response, the letter said, the F.B.I. devised a plan: rather than issuing national security letters retroactively
for each individual investigation, it would issue the blanket letters to cover all the records obtained from a
particular phone company.

“When Mr. Youssef was first informed of this concept, he was very uncomfortable with it,” his lawyer, Mr.
Kohn, said in his letter to Senator Grassley. But the plan was ultimately approved in 2006 by three senior
officials at highest levels of the F.B.1., and in the process, Mr. Kohn maintains, the solution may have
worsened the problem.

“They made a mistake in cleaning up a mistake,” Mr. Kohn said, “because they didn’t know the law.”

An F.B.I. official who asked for anonymity because the inspector general is still examining the blanket
warrant issue said the practice was “an attempt to fix a problem.”

“This was ham-handed but pure of heart,” the official said. “This was nothing evil, but it was not the right way
todoit.”

Copyright 2008 The New York Times Company
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HEADLINE: Official Alerted F.B.l. to Rules Abuse 2 Years Ago, Lawyer Says
BYLINE: By EDMUND L. ANDREWS
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BODY:

Almost two years before the Federal Bureau of Investigation publicly admitted this month that it had ignored its
own rules when demanding telephone and financial records about private citizens, a top official in that program warned
the bureau about widespread lapses, his lawyer said on Sunday.

The official, Bassem Youssef, who is in charge of the bureau's Communications Analysis Unit, said he discovered
frequent legal lapses and raised concerns with superiors soon after he was assigned to the unit in early 2005.

Stephen M. Kohn, the lawyer for Mr. Youssef, said his client told his superiors that the bureau had frequently failed
to document an urgent national security need -- proving "exigent circumstances," in the bureau's language -- when ob-
taining personal information without a court order through the use of "national security letters."

Mr. Youssef said his superiors had initially minimized the scope of the problem and the likely violation of laws in-
tended to protect privacy, Mr. Kohn said.

"He identified the problems in 2005, shortly after he became unit chief,” Mr. Kohn said. "As in other matters, he
was met with apathy and resistance.”

Mr. Youssef's criticisms were first reported on Sunday by The Washington Post, which also cited internal e-mail
messages in which Justice Department officials had discussed the legal lapses surrounding national security letters.

Mr. Youssef, born in Egypt, is suing the bureau for discrimination, charging that senior officials improperly sus-
pected his loyalties in part because of his Egyptian origins.

On March 9, the inspector general for the Justice Department sharply criticized the F.B.I. over its heavy use of na-
tional security letters, saying it had found many instances in which the bureau had improperly and sometimes illegally
used them to demand personal records from telephone companies, Internet service providers, credit companies and other
businesses.

The report has provoked angry reactions from Republicans and Democrats in Congress, some of whom have
charged that the bureau ran roughshod over civil liberties.

Unlike a search warrant, which must be approved by a judge, a national security letter can be approved by the
agent in charge of a local F.B.1. office. The bureau has issued more than 20,000 such letters since it received authority
under the antiterrorism law known as the USA Patriot Act of 2001.

One of the report's biggest criticisms was that top bureau officials signed off on many of the demands for informa-
tion without properly justifying a specific national security need, like a clear link to a specific counterterrorism investi-
gation. Mr. Kohn said that Mr. Youssef had had a long familiarity with national security letters from earlier work on
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counterterrorism investigations, and that he began reviewing recent letters and spotting legal deficiencies almost imme-
diately.

"It was the same issue that was in the inspector general's report,” Mr. Kohn said Sunday. "They didn't have the
proper legal justifications in writing to back up their searches.”

One of the F.B.1.'s few fluent Arabic speakers, Mr. Youssef won the Director of Central Intelligence Award in
1995 for his work infiltrating the Islamic group led by Sheik Omar Abdel Rahman, who is now serving a life sentence
in prison on charges tied to the first bombing of the World Trade Center, in 1993. From 1996 to 2000, Mr. Youssef was
the Justice's Department's legal attache to Saudi Arabia, where he won praise for his work with Saudi officials on inves-
tigations of the bombing of the Khobar Towers in 1996.
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At FBI Advances

By Dan Eggen
Washington Post Staff Writer 1
Tuesday, July 18, 2006; A03

The Justice Department has concluded there is "reasonable
cause" to believe that senior FBI officials retaliated against
the bureau's highest-ranking Arabic speaker for complaining

that he was cut out of terrorism cases despite his expertise. Luxury Resort in Southwest Penfsylvania
Online Specials and more.

An internal investigation by the department's Office of
Professional Respognsibilit;/ found 'Psufficient circumstantial
evidence" that Special Agent Bassem Youssef was blocked

from a counterterrorism assignment in 2002 after he and U.S. Rep. Frank R. Wolf (R-Va.) met with FBI
Director Robert S. Mueller I11 to discuss Youssef's complaints.

Mueller had approved a transfer for Youssef just days before the meeting, but it never occurred and Youssef
was never informed of Mueller's decision, according to the report. Investigators also said the FBI "has
provided no rationale” for its failure to promote Youssef, although one former senior FBI manager said
Mueller was "appalled” that Youssef had complained to a congressman about his treatment.

"We found both the awareness of senior management and the timing of the failure to implement the
placement to be circumstantial evidence of retaliation,"” the report said.

The FBI declined to comment, citing an ongoing lawsuit by Youssef alleging discrimination based on national
origin.

The 12-page report, dated last month and provided to The Washington Post yesterday by the office of Sen.
Charles E. Grassley (R-lowa), represents a rare endorsement of a whistle-blower's allegations by the Justice
Department's internal review office. It also represents another setback for the FBI as it struggles to attract
Avrabic speakers and informants in its fight against Islamic extremists.

"Because of this retaliation, we lost four years of expertise for the war on terror from a highly qualified
Arab-American agent,” Grassley said in a statement.

Youssef, who served as FBI legal attaché in Saudi Arabia for four years, earned raves for his work on the
Khobar Towers bombing and other investigations, including praise for his "very, very high performance™ by
former FBI director Louis J. Freeh, according to court testimony and the report.

Youssef, a naturalized U.S. citizen who was born in Egypt, says his expertise in Arabic, terrorism and Middle
Eastern issues was ignored after the Sept. 11, 2001, attacks. He began making formal complaints after being
assigned to a budget unit in February 2002. He was later transferred to a unit that processed documents taken
from Afghanistan and other overseas locations.

Youssef's attorney, Stephen M. Kohn, said his client has remained in the documents section ever since. Kohn

said the OPR report is troubling because it indicates "the FBI is playing games with national security after
9/11."
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"What is wrong with the FBI that it would take four years of litigation and an investigation by the Justice
Department just because one of their leading experts on counterterrorism wants to do operational
counterterrorism work?" he asked.

A spokesman for Wolf declined to comment on the case yesterday. The Justice Department's Office of
Attorney Recruitment and Management will make a final determination on whether Youssef suffered

retaliation.
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FBI1 Agents Still Lacking Arabic Skills ===
33 of 12,000 Have Some Proficiency

By Dan Eggen
Washington Post Staff Writer
Wednesday, October 11, 2006; A01

Five years after Arab terrorists attacked the United States, TO
only 33 FBI agents have even a limited proficiency in SU PPOR’./[ l
L]

Arabic, and none of them work in the sections of the bureau
that coordinate investigations of international terrorism,

according to new FBI statistics.

Counting agents who know only a handful of Arabic words ﬂﬂ]
-- including those who scored zero on a standard proficiency
test -- just 1 percent of the FBI's 12,000 agents have any familiarity with the language, the statistics show.

The numbers reflect the FBI's continued struggle to attract employees who speak Arabic, Urdu, Farsi and
other languages of the Middle East and South Asia, even as the bureau leads a fight against terrorist groups
primarily centered in those parts of the world. The same challenge is facing the CIA and other agencies as the
government competes with the private sector for a limited number of applicants with foreign-language
proficiency, according to U.S. officials and experts.

The shortage of agents with foreign-language skills also shows the extent to which the FBI has focused on
translators since the Sept. 11, 2001, attacks, in part because officials believe it is more valuable to have
specially trained linguists.

In a recent deposition filed in an employee lawsuit, a senior FBI official testified that the bureau's two
International Terrorism Operations Sections (ITOS) do not require any agents to know Arabic, even though
the sections coordinate all foreign terrorism investigations. Only four agents in ITOS have any familiarity with
Arabic, and none of them are ranked above elementary proficiency, documents show.

"There are no agent positions, at any level, in either ITOS I or Il that utilize the Arabic language as part of
their ITOS duties or responsibilities,” Michael J. Heimbach, head of ITOS I, testified in his deposition. ". . . As
such, knowledge of the Arabic language is not a skill set utilized by either ITOS I or I1."

FBI officials said it is not crucial for agents working in the ITOS sections to know Arabic or other foreign
languages, because they rely primarily on documents or interviews already translated by FBI linguists. As for
agents in the field in the United States or overseas, FBI officials say translators are readily available when
needed by investigators, usually within 24 hours.

But Daniel Byman, a Georgetown University associate professor who heads the school's Security Studies
Program, said the FBI's continuing failure to attract Arabic-speaking agents is "a serious problem™ that hurts
the bureau's relations with immigrant communities and makes it more difficult to gather intelligence on
extremist groups.

"With any new immigrant communities, they need these language skills, whether it's Vietnamese or Pakistani
or Arabic,” Byman said. "It also often gives you extra cultural knowledge and sensitivity. It makes you more
sensitive to nuance, which is what investigations are often all about.”
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Margaret Gulotta, chief of the FBI's language services section, said in an interview that the bureau has made
significant progress since 9/11 in increasing the number of translators who speak Arabic and other foreign
languages. The number of translators proficient in Arabic has grown from 70 in September 2001 to 269 as of
July -- an increase of nearly 300 percent -- while the overall number of linguists has nearly doubled.

The FBI also has a "very aggressive training program™ of foreign-language instruction for agents and other
programs that make it easier to hire candidates with foreign-language ability, Gulotta said. In fiscal 2005, she
said, more than 1,600 agents took classes.

"Do we need more Arabic-speaking agents? By all means we want more Arabic-speaking agents,” Gulotta
said. "But admittedly it's a very difficult group of people to recruit and hire. . . . We've been a lot more
successful in recruiting and hiring contract linguists and language specialists."

More than 1,400 agents have at least a limited working proficiency in a foreign language, including nearly 900
who speak Spanish. Other languages include Russian, Farsi, Vietnamese, Japanese, Korean, Mandarin and
Cantonese, the FBI said.

Gulotta and other officials said several factors limit the number of foreign speakers who can become agents at
the FBI. Special agents, for example, must be U.S. citizens. They also must undergo background checks that
are much more difficult to pass if the candidate has relatives or friends overseas.

"It is easier to get a security clearance if you don't have any interaction with foreigners, which is not what you
want if you want better interaction with foreigners,” Byman said.

Some of the new information about language abilities at the FBI has emerged in connection with a lawsuit by
one of the FBI's highest-ranking Arabic speakers, Special Agent Bassem Youssef, who sued the Justice
Department and the bureau alleging retaliation after he complained that he was cut out of terrorism cases
after the Sept. 11 attacks.

Youssef, a naturalized U.S. citizen who was born in Egypt, is one of only six FBI agents who scored a 4 for
"advanced professional proficiency” in Arabic on standardized speaking tests administered by the Interagency
Language Roundtable for federal agencies.

Youssef's attorney, Stephen M. Kohn, said the statistics indicate that most FBI agents have no way to gauge
the accuracy of translated materials and must rely on linguists or other third parties for their information.

"How do you fight a war with that kind of disadvantage?" Kohn asked.

Gulotta and other experts note that the FBI is not alone in its struggle to attract qualified job candidates who
speak Arabic or other foreign languages.

A study released last week, for example, found that three terrorists housed at a federal prison in Colorado
were able to send more than 90 letters to fellow extremists overseas, in part because the prison did not have
enough qualified language translators to understand what was happening.

The Bush administration early this year unveiled a "National Security Language Initiative" aimed at
encouraging more instruction in "critical” languages in elementary schools, secondary schools and
universities.

The lack of such programs hurts "national security, diplomacy, law enforcement [and] intelligence
communities,” said a fact sheet accompanying the initiative's launch.

Steve Ackley, director of communications for the American Council on the Teaching of Foreign Languages in
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Alexandria, said the FBI and other agencies are faced with a serious challenge, because language instruction
is so undervalued in U.S. schools.

"American society in general does not put a huge premium or value on multilingualism,” Ackley said. "Until
the general public . . . recognizes that this is an area that the government in general and agencies like the FBI
and CIA have to invest in, this is not a problem that's going to get better."
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From the Los Angeles Times

Agent says the FBI is not prepared

The bureau is 'ill-equipped to handle the terrorist threat we are facing,' he tells a House panel.
By Richard B. Schmitt

Los Angeles Times Staff Writer

May 22, 2008

WASHINGTON — Breaking ranks, a career FBI agent told members of Congress on Wednesday that the bureau lacked the experience and
sophistication to deal with Middle Eastern terrorists and prevent another catastrophic attack.

Agent Bassem Youssef said that counter-terrorism agents and managers at FBI headquarters often lack basic knowledge about Middle Eastern
culture, language and terrorists' ideology. Compounding matters, he said, is the fact that the FBI has continued to name supervisors to anti-terrorism
positions who have little or no experience outside traditional law enforcement.

The result, he said, is that agents are wasting resources chasing leads that more sophisticated observers would quickly dispense with. The time and
energy expended on marginal cases has diverted resources from investigating more substantial threats, Youssef said.

"The FBI counter-terrorism division is ill-equipped to handle the terrorist threat we are facing,” he told a House Judiciary Committee subcommittee
considering legal protections for government whistle-blowers working at national security agencies such as the FBI.

"Regardless of what happens to me when | walk into the Hoover building [FBI headquarters] tomorrow, that is what | hope to convey to you," said
Youssef, one of several who testified at the hearing.

The FBI took issue with the testimony. "While we appreciate any employee's views on the state and direction of the FBI, those assessments may be
very limited in scope,"” said John Miller, the head of public affairs, in a prepared statement. He said the FBI has made "great and steady strides" to
protect the country since the Sept. 11 attacks.

"It is cynical to write off the work of so many dedicated FBI employees or the accomplishments of the bureau by suggesting that these efforts are
failing, especially when they are not," Miller said. He said the bureau continued to work hard to staff positions at FBI headquarters and to attract and
hire more Arabic-speaking agents and those with diverse cultural backgrounds.

A decorated counter-terrorism agent in the 1990s, Youssef was passed over for promotions after the Sept. 11 attacks and filed a lawsuit in 2003
claiming the bureau discriminated against him based on his ancestry. The son of immigrant Christian Egyptians, he grew up in Los Angeles; he has
long been the highest-ranking Arab American agent in the FBI and one of its few native Arabic speakers.

Youssef has been outspoken about the failure of the FBI to recruit Arabic-speaking agents and other bureau shortcomings. After the FBI denied him
a transfer to a counter-terrorism unit, he was placed in an administrative job managing the receipt of information from telephone companies. He soon
turned up problems with the way that office was operating, including its use of so-called national security letters, which has become a major
embarrassment for the agency and drawn criticism from the Justice Department's inspector general.

The panel also heard from Michael German, a former agent whose 16-year career stalled after he blew the whistle a few years ago on an FBI
supervisor in a domestic terrorism investigation. German had discovered that the FBI was illegally recording meetings between a neo-Nazi group and
other extremists under surveillance. He brought the information to an FBI supervisor, who told him to pretend the illegal recording did not occur.

German described FBI management as frequently "dysfunctional” and failing to effectively communicate with agents on the ground. He now works
for the American Civil Liberties Union.

Also testifying was Sen. Charles E. Grassley (R-lowa), who has frequently criticized the FBI for being insular and who has been a champion of
government whistle-blowers.

"The FBI is one of the most powerful and least transparent organizations in the federal government,” he said. “Underneath all of the good things the
FBI does, unfortunately, there is a history of abuse, mismanagement and retaliation so strong that it has become part of its organizational culture.”

Grassley said those who break the “code of silence” deserve more legal protection.

rick.schmitt@Ilatimes.com
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