U.S. Department of Homeland Security
Intelligence and Analysis
Washington, DC 20528

-~ Homeland
77 Security

October 22, 2021
SENT BY ELECTRONIC MAIL TO: nsus@citizensforethics.org

Nikhel Sus, Senior Counsel

Citizens for Responsibility and Ethics
1101 K St NW, Suite 201
Washington, DC 20005

Re: Case 1:21-cv-00572-RC Freedom of Information Act Request 2021-IAFO-00164
Dear Requester Sus:

This letter is a response to the above FOIA Request and litigation regarding your electronic
Freedom of Information Act (FOIA) request to the Department of Homeland Security (DHS),
Office of Intelligence and Analysis (I&A), dated January 10, 2021 and received in this office on
January 20, 2021.

DHS 1&A’s Production

I&A processed two hundred forty-five (245) pages that were found to be potentially
responsive to your request. For the production, fifty-six pages (56) pages were found to be
non-responsive or duplicates. One hundred eighty-nine (189) pages were found to be
responsive. After a review, one hundred forty-six (146) pages will either be referred to
another component or agency or I&A will consult with those agencies on their information
contained in the records. Forty-three (43) pages will be released in part and withheld in part.

Redactions have been made to protect information exempted as follows:

Freedom of Information Act, 5 U.S.C. § 552 Privacy Act,
5U.S.C. § 552a

[ 1552(b)(1) X] 552(b)(5) [ 1552(b)(7)(C) [ ]552a()(2)

[ ]552(b)(2) [X] 552(b)(6) [ ]552(b)(7)(D) [ ]552a(k)(2)

X] 552(b)3) [ ]552(b)(7)(A) X] 552(b)(7)(E) [ ]552a(k)(5)

[ ]552(b)4) [ 1552(b)(7)(B) DX]552(b)(7)(F) [_] Other:

Exemption 3 protects “information specifically exempted from disclosure by [another] statute.”
See 5 U.S.C. § 552 (b)(3). In this instance 50 U.S.C. § 3024(i) and 6 U.S.C. § 121(d)(11)
exempts information regarding intelligence sources and methods from unauthorized disclosure.



Exemption 5 enables an agency to withhold “inter-agency or intra-agency memorandums or
letters which would not be available by law to a party other than an agency in litigation with the
agency.” See 5 U.S.C. § 552(b)(5). Exemption 5 therefore incorporates the privileges that
protect materials from discovery in litigation, including the deliberative process, attorney work-
product, attorney-client, and commercial information privileges. I&A is withholding this
information that if released, would reveal the deliberative processes of the Agency.

Exemption 6 exempts from disclosure personnel or medical files and similar files the release of
which would cause a clearly unwarranted invasion of personal privacy. The privacy interests of
the individuals in the records you have requested outweigh any minimal public interest in
disclosure of the information. Any private interest you may have in that information does not
factor into the aforementioned balancing test.

Exemption 7(E) protects all law enforcement information that “would disclose techniques and
procedures for law enforcement investigation or prosecution, or would disclose guidelines for
law enforcement investigations or prosecution if such disclosure could reasonably be expected to
risk circumvention of the law.” See 5 U.S.C. § 552(b)(7)(E). I&A is invoking Exemption 7(E)
to protect law enforcement techniques or procedures.

Exemption 7(F) protects all law enforcement information that “could reasonably be expected to
endanger the life or physical safety of any individual.” See 5 U.S.C. § 552(b)(7)(F). 1&A is
invoking Exemption 7(F) to protect law enforcement security measures, the revelation of which
could reasonably be expected to endanger the life or physical safety of any individual.

If you have any questions regarding this release, please contact Bradley T. Craigmyle. His email
is Bradley.T.Craigmyle@usdoj.gov.

Sincerely,
Priscilla Waters

Priscilla Waters
Assistant FOIA Officer



Frowie ch: ExchangelLabs/ou=Exchange Administrative Group
3 T)/:n=Recipients/cn=f610184c9aae48aab45ebc9297662280-F
1o. NS < /o Echangelabs/ou=Exchange Administrative Grou
| (FYDIBOHF23SPDLT)/:n=Recipients/cn=417a727ca2b8490287710aa1ed331ba3h
Subject: Fwd: (U//LES) National Civil Unrest Summary for 6 January 2021
Date: 2021/01/06 09:19:29

Priority: Normal
Type: Note

And this is afssue? This is no different than the type of questions we got during the
previous civil unrest....
v/t

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

From: D CercwAaTcH I - - o chs.cov>

Sent: Wednesday, January 6_2021 9:09:43 AM

o [ - RIS - - o>
ce: DHs.INTEL.cETC.wATCH [ - <hs-cov>; [N

hg.dhs.gov>
Subject: FW: (U//LES) National Civil Unrest Summary for 6 January 2021

_informed me that you wanted more information on the weapons charges of those
arrested in DC last night. My apologies for not hearing this on our SVtc. Please see below for your
awareness.

e « MPD made at least six arrests during the unrest. Two were for firearm charges, two for

possession of carrying unregistered ammunition / magazines, one for simple assault,
and one for possession of a prohibited weapon (taser).

V/r,

OIC

Supervisory Team Chief (STC)

Current and Emerging Threats Center (CETC)
Office of Intelligence &Analysis (I1&A)
Department of Homeland Security (DHS)

UNCLASS: I
NSTS: NS



CELL: [N

WARNING: THIS DOCUMENT IS FOR OFFICIAL USE ONLY (FOUO). IT CONTAINS INFORMATION THAT MAY
BE EXEMPT FROM PUBLIC RELEASE UNDER THE FREEDOM OF INFORMATION ACT (5 U.S.C. 552). ITISTO
BE CONTROLLED, STORED, HANDLED, TRANSMITTED, DISTRIBUTED, AND DISPOSED OF IN ACCORDANCE
WITH DHS POLICY RELATING TO FOUO INFORMATION AND IS NOT TO BE RELEASED TO THE PUBLIC OR
OTHER PERSONNEL WHO DO NOT HAVE A VALID "NEED-TO-KNOW" WITHOUT PRIOR APPROVAL OF AN
AUTHORIZED DHS OFFICIAL.

WARNING: THIS PRODUCT CONTAINS U.S. PERSON (USPER) INFORMATION THAT HAS BEEN DEEMED
NECESSARY FOR THE INTENDED RECIPIENT TO UNDERSTAND, ASSESS, OR ACT ON THE INFORMATION
PROVIDED. IT HAS BEEN HIGHLIGHTED IN THIS DOCUMENT WITH THE LABEL USPER AND SHOULD BE
HANDLED IN ACCORDANCE WITH THE RECIPIENT’S INTELLIGENCE OVERSIGHT AND/OR INFORMATION
HANDLING PROCEDURES. OTHER U.S. PERSON INFORMATION MAY HAVE BEEN MINIMIZED. SHOULD
YOU REQUIRE THE U.S. PERSON INFORMATION, PLEASE CONTACT THE CETC AT

NI . 05, CO\.

From: [N © o .dhs.gov>
Sent: Wednesday, January 6, 2021 6:46 AM

To: NOC-DHS-CivilDisturbance-Interagency < (i SEEESEENEEEEEEEEEEEEEEE o. dhs.gov>
Cc: NN @ HQ.DHS.GOV>; IS ¢ s cov>
Subject: (U//LES) National Civil Unrest Summary for 6 January 2021

UNCLASSIFIED //LAW ENFORCEMENT SENSITIVE

Please find below this morning’s summary of civil unrest. Washington, DC and Portland OR

were the only locations that experienced unrest. Kenosha, WI remained peaceful despite the
Kenosha District Attorney announcing on Tuesday there will be no charges made against the
police officer involved in an August 2020 domestic incident response shooting.

BLUF: There were NO incidents of criminal or illegal activity directed at federal facilities or
personnel and NO events where DHS law enforcement were deployed.

Washington, DC: In DC, approximately 3,000 gathered in Freedom Plaza during the day and
into the night. Speakers addressed the crowd and protests remained peaceful until dark. The
crowd began to dissipate after dark, but there were numerous altercations near BLM

plaza. MPD deployed pepper spray while keeping opposing groups separated during the march
| demonstration.

e « MPD made at least six arrests during the unrest. Two were for firearm charges, two for
possession of carrying unregistered ammunition / magazines, one for simple assault,
and one for possession of a prohibited weapon (taser).

e + There were no reported injuries.



Roughly 26 demonstration permits were approved by the US Park Police for 5 to 7 January
including Freedom Plaza, Washington Monument, the National Mall Area and the Capitol.
Permit application estimates indicate there could be approximately 30,000 people in attendance.
At least 55 additional demonstrations have been mentioned on social media for 6 January, but it
is unclear whether any are permitted, or if they are subgroups associated with larger
demonstrations. Committed attendees for these smaller events appears to be minimal.

POTUS is scheduled to speak at 1100 EST 6 January at a permitted Women for America First
event to be held on the White House Ellipse. Per National Park Service, expected attendance is
around 5,000 participants. The event is scheduled from 0900 to 1200 EST; USPP is the lead
federal agency for the event and USSS is in support.

Portland, OR: About 50 people marched to the Portland Police Bureau (PPB) North
Precinct. Violent Opportunists threw glass bottles, paint and other objects toward police,
blocked traffic with two dumpsters lit on fire, spray-painted graffiti on multiple store fronts,
damaged police vehicle tires using spikes, and repeatedly moved temporary fencing in place
outside the precinct.
* +« PPB deployed several times to clear roads, restore the fencing, and keep agitators
back from the precinct entrance.
* * PPB gave several warnings and made five arrests but did not declare an unlawful
assembly or use non-lethal munitions.
e « There were no reported injuries.

The FPS force laydown in Portland for Tuesday evening was 42 (n/c).

Kenosha, WI: The Kenosha District Attorney announced there will be no charges made against
the police officer involved in a 23 Aug 2020 domestic incident response shooting. Ensuing
demonstrations remained peaceful, peaking at around 60 protesters.

There are _ National Guard Personnel in GA, WI and DC who remain activated or on
standby for civil unrest. The DC National Guard has activatedifijj of the planned [§iJj
personnel, with additional activations possible today.

As of today, DHS OPS and National Operations Center coordinated with Federal departments
and agencies to identify any additional precautionary actions for enhanced security postures
and stood up the DHS Virtual Situation Room effective 0600 EST, 5 Jan to facilitate department
and interagency communication and coordination. There are currently no unmet needs.



DHS.INTEL.CIMC.LEADERS </o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=43433816a38c49db94cae9397432bd87-DHS.INTEL.C>;
CISA International Affairs </o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=c435580f4f3141222a5007e20bcc8cdd-CISA Intern>;
</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=84a50d03d79a423b9b5cas64c126740d | G
</o=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=2ccdc1ba884341d6875dbg328d 1 ba0fo || G
— </o=Fxchangel.abs/ou=Fxchange Administrative Group
FYDIBOHF23SPDLT)/cn=Recipients/cn=f2432c34ecc5448faadc3d249b3f 1e3¢ |G
CISA-Intel </o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=974c883fa5084e€8999907443d417850-CISA-Intel >;
DHS.INTEL.IALiaisonCfficers </o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=d08ac5dc5b7b4dcb864c8fe6704c7ea8-DHS.INTEL.I>
Sent Date: 2021/01/06 11:10:29

Delivered Date: 2021/01/06 11:19:06




s 0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
] (FYDIBOHF23SPDLT)/CN=REC1P1ENTS/CN=417A727CA288490287710AA1ED3318A3_>

To: —c=ExchaAngeLabs/ou =Exchange Administrative Group
FYDIBOHF235PDLT )/cn=Recipients/cn=f610184c9aze48aab45ebc9 297662280l NEIEG
Subject: FW: (U/LES) SNAP LE OPSDEPS - 1530 EST Today
Date: 2021/01/06 15:20:25
Priority: Urgent

F

Type: Note

Acting Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

vesk: [T
ce: O

vs7s: N

From: [N @ <. s.£0v>

Sent: Wednesday, January 6, 2021 3:16 PM

ro: (NE . 0+s GoV>; N = s ov>; [
EIEE ¢ <. o <o IS, 0. 0+s Gov>; S
IR < s <> DT @ . chs. 50>
EICE < H0.0Hs. 0V, (I @ .hs gov>

Subject: FW: (U/LES) SNAP LE OPSDEPS - 1530 EST Today
Importance: High

Need everything we have ASAP!

Acting Deputy Under Secretary
Intelligence Enterprise Operations

Office of Intelligence and Analysis
* (tandberg)
=]

WARNING: This communication, along with any attachments, is FOR OFFICIAL USE ONLY (FOUOQ). It contains information that

DHS Signature

may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552) and is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information. It is not to be released to the
public or other personnel who do not have a valid "need-to-know" without prior approval of an authorized DHS official. If the reader

of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying




of this message is strictly prohibited. If you have received this in error, please reply to the sender and delete this message

immediately.

From: [ I © o . chs.gov>
Sent: Wednesday, January 6, 2021 3:12 PM

To: N > -c.hs.cov; IR

I © ice.dhs.zov>; NI < q.chs.cov>; I
I ©ce.dhs.cov>; I > . scz.mil>; I
R - udia.camp@hq.dhs.gov> GG ¢ c:P 0Hs-Gov>;
I (- s cov~; IR <. s.:ov>; .
N - - > [ - . >0V~ I
R 52 <> <o~ N . ¢+, S
R .. sov-; R © < < ov-;
I C:¢.0'5 GO\

I - C: 5.0 >; (N o . <o [N

NG © Q. oHs.cov>; [N © HO.OHs.GoV>; (I

NG ©'-C.0Hs.cov> I - s hs.cov>; (NI
I o dhs.cov>; Maher, Joseph [ R - .oHs.cov>; [EIEEEEE
DN > ho.chs.cov>; [N > ho.dhs.cov>; NS
N . <hs o>, SN - <h:.co>; I
B @ usss.dhs-gov>; GGG G 2. o hs-gov>; OPS Advisor
0.0 GO\ R, - <: <o~ /E
I  C:7.0 5.GO >,
I @ s dhs.gov>; [N © q.dhs.cov>; (NG
(NG @ ha.dhs.cov>; NG < < hs.cov> I
N << < 2ov> (N s 2ov>; S
N - ..o N © << chs 0>
[ENE < ho.dhs.cov>; [ - < > .o hs.gov>
Cc: NOC.CWO [l @h . dhs.gov>; NOC.SWO.Restricted [ I @ho.dhs.gov>;
NOC.NDD | ll@ha. dhs.gov>; NOC-Director || i @ HQ. DHS.GOV>; OPS-Director
I @ dhs.gov>

Subject: (U/LES) SNAP LE OPSDEPS - 1530 EST Today
Importance: High

The Director of Operations Coordination will convene a SNAP OPSDEPS Conference Call, Wed, 06 Jan
2021- 1530 EDT.

. Purpose: Discuss LE support to USCP:
Agenda:
° Current situation (NOC)
. Request for LE Support to US Capitol
o * FPS—LEAD
o < CBP

o *ICE



o * USSS

o *TSA
° Required coordination.
] ROE
o c2
L ]
. Classification: Unclassified/Law Enforcement Sensitive

Please dial into the conference no later than 0855 EDT.

+ iol I
If you need assistance, please contact the Office of Operations Coordination, National Operations Center

at (N

v/r

Deputy Chief of Staff (Operations)
Office of Operations Coordination (OPS)
Department of Homeland Security

=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

Sender: oy BOHF235PDLT)/CN=RECIPIENTS/CN=417A727CA2B849D2877 10AA1ED331BA

Redblent: /c=ExchangeLabs/ou=Exchange Administrative Group
tn=Recipients/cn= a2e48aab45e -
P * (FYDIBOHF23SPDLT)/cn=Recipients/cn=f610184c9aze48aab45ebc929766228b

Sent Date: 2021/01/06 15:20:23
Delivered Date: 2021/01/06 15:20:25




0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
CN=RECIPIENTS/CN=F610184C9AAE48AAB45EBC9297662280- NN

Jo=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHFZ3SPDLT)/\_n Recipients/cn=b61144b491d14b188151ba61380fec3c-IA.INTELOPS>

Subject: FPS/US Capitol PD
Date: 2021/01/06 15:30:01
Priority: Normal

From:

Type: Note

Please reach out and see what intel requirements FPS and US Capitol PD have. We are available with

NN  ould they need support.

V/R

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

oes NN
ce . RN
s S

sender: INISIIIN </O-EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
* (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=F610184C9AAE48AAB45EBC9297662280 S} NISHIEN

— —</o=ExchangeLabs/ou:Exchange Administrative Grou

PR FYDIBOHF23SPDLT)/:n=Recipients/cn=b61144b491d14b188151b361380fec3c-_
Sent Date: 2021/01/06 15:29:59

Delivered Date: 2021/01/06 15:30:01



— 0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

] 3SPDLT)/CN=RECIPIENTS/CN=B61144B491D148188151BA61380FEC3 (R} IS
c=ExchangeLabs/ou=Exchange Administrative Group
To: (FYDIBOHF23SPDLT)/cn=Recipients/cn=f610184c9aze48aab45ebcs 297662250 SN NISHINN

IS - 0 = Exchangelabs/ou=Exchange Administrative Grou
(FYDIBOHFZBSPDLT)/:n=Recipients/cn=b61144b491d14b188151ba61380fec3c_
Subject: RE: FPS/US Capitol PD

Date: 2021/01/06 15:31:47
Priority: Normal

Type: Note

Taking for action now.

Very Respectfully,

Current and Emerging Threats Center (CETC)
Office of Intelligence &Analysis (1&A)
Department of Homeland Security
UNCLASS:

NSTS:

From: [N @ . ds. £0v>
Sent: Wednesday, January 6, 2021 3:30 PM

To: (N . << £ov>
Subject: FPS/US Capitol PD

Please reach out and see what intel requirements FPS and US Capitol PD have. We are available with

SIS <o they need support.

V/R

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

vesk (NI
ce: CONE
nss: (N

Sender: DHS.INTEL.CETC.WATCH </O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
" (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=B61144B491D14B188151BA61380FEC3C-IA.INTELOPS>

Recipient: Robinson, Charles </c=ExchangeLabs/ou=Exchange Administrative Group



FYDIBOHF23SPDLT)/cn=Recipients/cn=f610184c9aae48aab45ebc9297662280-Charles.Rob>;
</o=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba61380fec3 {{S}EHIN-

Sent Date: 2021/01/06 15:31:46
Delivered Date: 2021/01/06 15:31:47



_— </0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
* (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=B61144B491D14B188151BA61380FEC3C G

</o=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=cd92befd51f24559bb5efb38afdd5a82

To: el
— </o=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT )/cn=Recipients/cn=649f2aa333c14394b4d562b2696d97edb J G

I -/ -©xchangelabs/ou=Exchange Administrative Group
cc: (FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba61380fec3 || NN
i </o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=d5caeb715597460e83dc6 1cd0779807 b G

Subject: Intelligence Support
Date: 2021/01/06 15:44:03
Priority: Normal

F

Type: Note

Team,

CETC is available to provide any intelligence support you may need. We have [l EEEIIENEGE

B :2ilable should you need it. Please let us know how we can assist.

v/r,

Current and Emerging Threats Center (CETC) Office of Intelligence &Analysis (I&A) Department of
Homeland Security (DHS)

(N, /O - £ X CHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=B61144B491D14B188151BA61380FEC3C-| NG

</o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=cd92befd51f24559bb5efb38afdd5a82-fpsintell.d>;

United States Capital Police Operations Center </o=ExchangeLabs/ou=Exchange Administrative Group
- (FYDIBOHF23SPDLT)/:n=Rccipicnts/cn=649f2aa333c14394b4d62b2696d97c<'
5 Jo=Exchangel abs/ou=Exchange Administrative Group
FYDIBOHF23SPDLT )/cn=Recipients/cn=b61144b491d14b188151ba61380fec3c- | G
/o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=dScaeb715597460e83dc6 1cd0779807b N

Sent Date: 2021/01/06 15:44:02
Delivered Date: 2021/01/06 15:44:03

Sender:

Recipien




/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
LT)/CN=RECIPIENTS/CN=BOBA6E5B20754F46816FAE16ACS5F30E9-ENEEIIENEG

Jo=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba61380fec3 (S} EHIE
—o ExchangeLabs/ou Exchange Administrative Group

PDLT)/c nts/cn=c654e309c28f40678d489a485b6a7bc 7SN
/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=474c07f0a2e84788534f03bb830ab50 [ SN NS>

Subject: Re: (U//LES) CETC NCTE: Shots Fired in U.S. Capital Building - Washington, D.C.
Date: 2021/01/06 15:51:58

Priority: Normal

Type: Note

Good afternoon CETC/OSCO,

Do we have OSCO reporting in train on these activities at the Capitol and surrounding areas, and
if so 1s there a potential timeframe on when we can expect that material to begin publishing?
Thanks,

From: (NI . 0>

Sent: Wednesday, January 6, 2021 3:35:55 PM

To: hg.dhs.gov>
Cc: hqg.dhs.gov>

Subject: (U//LES) CETC NOTE: Shots Fired in U.S. Capital Building - Washington, D.C.

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
DHS INTERNAL USE ONLY

(U//FOUOQ) Summary: At approximately 1420 EST on January 6, in Washington DC,
the US Capitol building has been placed under lockdown after crowds of individuals
breached its doors and proceeded into the building. According to

reporting, the US Capital Police report that shots have been fired on the House floor
inside the capital building and one individual reportedly sustained a gunshot with
possible unknown additional injuries.

» « (U//FOUO) The Mayor has implemented a city-wide curfew for Washington DC
beginning Wednesday 6 January at 6pm EST, and going until Thursday, 7
January at 6am EST.

e + (U//[FOUO) The Department of Homeland Security Deputy Secretary has
authorized the Federal Protective Services to assist the US Capital Police.

(U//FOUQ) CETC Actions: CETC will continue to monitor this incident for any
additional information, social media reactions, reflections, and possible threats of
violence in response to this incident.



Agency Status Actions

CETC Contacted IOSCO has been provided with this information and is searching -’
0SCO B (o' additional information on this incident.
NOC Contacted CETC is in communication with the NOC and will continue to gather

information and provide updates as warranted.

FBI LNO [Contacted CETC is in communication with the DHS FBI LNOs will provide
information and updates as warranted.

DHS I&A  [Contacted CETC is in communication with the DHS IO in the region who will
FOD continue to gather information and provide updates as warranted.

(UIIFou0) sources: [BISIRIRIDIE

Vir,

Current and Emerging Threats Center (CETC)
Office of Intelligence &Analysis (1&A)
Department of Homeland Security

UNCLASS:

NSTS:

CMS:

WARNING: LAW ENFORCEMENT SENSITIVE: THE INFORMATION MARKED (U//LES) IN THIS
DOCUMENT MAY BE DISTRIBUTED WITHIN THE FEDERAL GOVERNMENT (AND ITS
CONTRACTORS), US INTELLIGENCE, LAW ENFORCEMENT, PUBLIC SAFETY OR PROTECTION
OFFICIALS, AND INDIVIDUALS WITH A NEED TO KNOW. DISTRIBUTION BEYOND THESE ENTITIES
WITHOUT AUTHORIZATION IS PROHKIBITED. PRECAUTIONS SHOULD BE TAKEN TO ENSURE
THIS INFORMATION IS STORED AND/OR DESTROYED IN A MANNER THAT PRECLUDES
UNAUTHORIZED ACCESS. INFORMATION BEARING THE LES CAVEAT MAY NOT BE USED IN
LEGAL PROCEEDINGS WITHOUT FIRST RECEIVING AUTHORIZATION FROM THE ORIGINATING
AGENCY. RECIPIENTS ARE PROHIBITED FROM SUBSEQUENTLY POSTING THE INFORMATION
MARKED LES ON A WEB SITE ON AN UNCLASSIFIED NETWORK.

WARNING: THIS DOCUMENT IS FOR OFFICIAL USE ONLY (FOUQ). IT CONTAINS INFORMATION
THAT MAY BE EXEMPT FROM PUBLIC RELEASE UNDER THE FREEDOM OF INFORMATION ACT
(5 U.S.G. 552). IT IS TO BE CONTROLLED, STORED, HANDLED, TRANSMITTED, DISTRIBUTED,
AND DISPOSED OF IN ACCORDANCE WITH DHS POLICY RELATING TO FOUO INFORMATION
AND IS NOT TO BE RELEASED TO THE PUBLIC OR OTHER PERSONNEL WHO DO NOT HAVE A
VALID "NEED-TO-KNOW" WITHOUT PRIOR APPROVAL OF AN AUTHORIZED DHS OFFICIAL.

DHS INTERNAL USE ONLY
UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE

</O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

. IS
Sender: FyDIBOHF235PDLT)/CN=RECIPIENTS/CN=BOBAGESB20754F 46816FAE16ACSF30ES- [N >

DS < /o-Exchangelabs/ou=Exchange Administrative Group
Recipient: (FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba61380fec3c{iS| ST
DHS.INTEL.CETC.0SCO </o=Exchangelabs/ou=Exchange Administrative Group



FYDIBOHF23SPDLT)/cn=Recipients/cn=c654e309c28f40678d489a485b6a7bc7-DHS.INTEL.C>;
</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=474c07f0a2e84f788534f03bb830abS0 [ S

Sent Date: 2021/01/06 15:51:57
Delivered Date: 2021/01/06 15:51:58



— </O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
*(FYDIBOHF235PDLT)/CN=RECIPIENTS/CN=381304AB2AEA48EDAS719AAC724C76 2 | S

/o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=f610184c9aae48aab45ebc9297662 280 G

Subject: RE: Update DC
Date: 2021/01/06 15:56:02
Priority: Normal
Type: Note

To:

Thanks.

V/R,

Acting Director

Field Operations Division

Office of Intelligence &Analysis
Department of Homeland Security

vesk: NN
co!: NI
Email: [N @ha.dhs.gov

WARNING: This communication, along with any attachments, is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged information. If
the reader of this message is not the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If you received this message in error,
please reply immediately to the sender and delete this message.

From: (NN @ dhs.gov>
Sent: Wednesday, January 6, 2021 3:55 PM

To: [N @0 <hs.cov>; (I

EDEEE <. dhs.cov>; [EEIEEGEGEEE < ho-dhs.cov>; IEI.
N . 50>

cc: NI - - C. O+ GOV>; [N @ hs.cov>; NS
ENEE - . hs.ov>; NS @ . OHs.GOV-; [N
DN < chs gov>

Subject: RE: Update DC

Tracking

V/R



Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

oesk [N
ce: I
nss: (I

From: (NI @ ho.dhs.gov>

Sent: Wednesday, January 6, 2021 3:53 PM

To: [N . << cov>; [
SIS " .chs <ov>; I - <hs.<ov; NS
I -

cc: DN © .0+ 5oV; [N = ;. ohs. <ov>; NN,
EIEE - <. <" o (IS  HO. Ors.GOV>; N
ENEEE © 0. chs ov>

Subject: RE: Update DC

BEE. svoke with DUSEIO, please alsoinclude CYMC (S, cvo (IS - r: SIS

V/R,

Acting Director

Field Operations Division

Office of Intelligence &Analysis
Department of Homeland Security

Desk: [ENNEHN

Cell: NN
Email: SIS @ha.dhs.gov

WARNING: This communication, along with any attachiments, is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged information. If
the reader of this message is not the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If you received this message in error,
please reply immediately to the sender and delete this message.

From: (NN EONGIN o chs. gov>
Sent: Wednesday, January 6, 2021 3:38 PM

o: I OO <o chs.cov>; IS
_@hq dhs.gov>; [ENIEIINEEGEEEE <EEER o dhs.gov>
cc: NS > .0+ Gov>; [ < <hs.cov-; G
_@hq dhs.gov> NI © 1o - hs.cov>; [N

NI @ Ha.0Hs.cov>; [N "o dhs.gov>

Subject: RE: Update DC

Calendar invite is on its way shortly.



V/R

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

oesk: [
cel: I
nsTs: (S

rrom [N - <~

Sent: Wednesday, January 6, 2021 3:31 PM

To: (NN . chs.cov>; (NN © . dhs gov>;

I @ c.chs. 50>
cc: S © 0. O\>; SIS 1 s <ov>; NS
NG ¢ o.chs.cov>; SN " chs.cov>; I

N - 0. 0+s GOv>; I o hs ¢ov>

Subject: RE: Update DC

Thanks- Please add those on this call, Mr. Maher, Melissa,—

Acting Deputy Under Secretary
Intelligence Enterprise Operations

Office of Intelligence and Analysis
I (o)

DHS Signature

WARNING: This communication, along with any attachments, is FOR OFFICIAL USE ONLY (FOUO). It contains information that
may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552) and is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information. It is not to be released to the
public or other personnel who do not have a valic "need-to-know" without prior approval of an authorized DHS official. If the reader

of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or copvying

of this message is strictly prohibited. If you have received this in error, please reply to the sender and delete this message

immediately.

From: [N . chs £ov>
Sent: Wednesday, January 6, 2021 3:31 PM

To: [N < "o ohs-cov>; (IR

ENEE © " cs.co.>; N . chs.£ov>
cc: I . 5. GOV >; (N @ o chs.cov>; I




N s cov>; N - . s.cov>; I
(NG - 0.0t cov>; N . ¢o.>

Subject: RE: Update DC
We'll have the Watch set up a conf line and send and invite -

V/R

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

oesk [N
ce - RN
s

From: (N  c.hs.<ov>

Sent: Wednesday, January 6, 2021 3:30 PM

To: (T ' <ov>;

_@hq e gov>
T —
I o - DI - ;> NS
B0 0+ co-, NI - . co.-; S
JBIE ¢ o.dhs.gov>

Subject: RE: Update DC

Yes ma’am

From I, > . d hs.gov>

Sent: Wednesday, January 6, 2021 3:29 PM

To: [N NN < 1o chs.cov>; [N
YIS ¢ o dhs.gov>

cc: I .05 GO > N @ o chs.cov>; [N
DR @ o.dhs.gov>; NG 2 hc < hs.cov>; (NG

NG @ oHs.cov>; [N < o o hs.cov>; (NG
I 2. dhs gov>

Subject: RE: Update DC

We're jumping on the ops deps call now. Can everyone do 1630?

Acting Deputy Under Secretary
Intelligence Enterprise Operations

Office of Intelligence and Analysis
* (tandberg)



DHS Signature

WARNING: This communication, along with any attachments, is FOR OFFICIAL USE ONLY (FOUOQ). It contains information that
may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552) and is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information. It is not to be released to the
public or other personnel who do not have a valid "need-to-know" without prior approval of an authorized DHS official. If the reader

of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying

of this message is strictly prohibited. If you have received this in error, please reply to the sender and delete this message

immediately.

From: (N . chs £ov>
Sent: Wednesday, January 6, 2021 3:25 PM

To: (NI = . s.cov>; (N
YIS 2o dhs.gov>

Ce: DS = C.0Hs Gov>; [N < h o <hs-cov>; (NG
(EMETR - hc.s.cov>; T . hs.co > (N

JEBEE +C.DHs.cov>; [N . chs.<ov>; (NG
I o chs cov>

Subject: RE: Update DC

CETC can participate now

Acting Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

DesK N
cel: RN

ns7s: N

From: NI @ 1 chs. gov>
Sent: Wednesday, January 6, 2021 3:21 PM

To: [N © . dhs.gov>

cc: I <. D5 GO V>; (NS < dhs.cov> S
ENEE . ohs.cov>; NS < h.chs.<ov>; NG

[EBIEE - 0+s.cov- D - hs.cov>; (NG,

IS, < < . hs.cov>; [N
NN @ chs gov>

Subject: RE: Update DC

FOD,



When it is convenient for you, I'd like to host a call with I&A leadership to discuss this issue, what know
and what are our challenges/needs. We’'ll get ILD on the call as well to chat through any concerns.

Best,

Acting Deputy Under Secretary
Intelligence Enterprise Operations
Office of Intelligence and Analysis

I (-oeo)

WARNING: This communication, along with any attachments, is FOR OFFICIAL USE ONLY (FOUOQ). It contains information that

may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552) and is to be controlled, stored, handled,

DHS Signature

transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information. It is not to be released to the
public or other personnel who do not have a valid "need-to-know" without prior approval of an authorized DHS official. If the reader

of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or copying

of this message is strictly prohibited. If you have received this in error, please reply to the sender and delete this message

immediately.

prom {2 s £ov>

Sent: Wednesday, January 6, 2021 3:04 PM

hqg.dhs.gov>

HQ.DHS.GOV>; hg.dhs.gov>
hq.dhs.gov> hqg.dhs.gov>

HQ.Drs.GOV>; [ © . s £0v>

Subject: RE: Update DC

Gunshot wound to the chest of civilian 2nd floor of capital building (NFI).

*presumed gunshot from LE*

From:
Sent Wednesday, January 6, 2021 2:50 PM

_@h dnczor
aowscov>; - <
@hg.dhs.gov>

Subject: RE: Update DC



Senate staff and members are sheltering in place in the Russell Senate Office Building with the lights
off and the door barricaded. They can hear the protests outside, and gas masks have been pulled as
a precaution.

From:
Sent: Wednesday, January 6, 2021 2:49 PM
To

hg.dhs.gov>
c I 0 o+5.0V>; N . <hs :o.-

I . dhs. gov>

Subject: Update DC

v

Here is a quick rundown of current events/actions occurring in DC. Information is disparate and
changing by the minute:

At approximately 2:15 pm, protesters breached the Capital Building and are walking around in
rotunda.
At 1:44, the Cannon Office Building and the Madison building were evacuated _

Some private residents are being evacuated from Capital Hill. Unsure specifically which areas are
being affected.

Senate reportedly being evacuated

At 2:46, shots fired on the second floor of the capital

Across DC, multiple suspicious devices have been reported/located. Several were confirmed as not
suspicious; USCP conducted a controlled detonation of the suspicious package at 310 1st St SE/RNC.

Actions:

All federal buildings in capital region have been put on lockdown as a precautionary measure.
Mayor Bowser has set a curfew for 6 pm tonight

MD State police is being called for backup and the national guard is being deployed.

FOD is in contact/ sharing tips/leads with CETC, OSCO, and CTMC

V/R,

Regional Director, Mid-Atlantic
Field Operations Division

Office of Intelligence &Analysis
Department of Homeland Security



WARNING: This communication, along with any attachments, is covered by federal and state law
governing electronic communications and may contain confidential and legally privileged information. If
the reader of this message is not the intended recipient, you are hereby notified that any dissemination,
distribution, use or copying of this message is strictly prohibited. If you received this message in error,
please reply immediately to the sender and delete this message.

ot der__/0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
* (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=381304AB2AEA48EDAY719AAC72AC7621 |

</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=f610184c9aae48aab45ebc9297662280--

Sent Date: 2021/01/06 15:55:59
Delivered Date: 2021/01/06 15:56:02

Recipient:



Eroi /O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
SPDLT)/CN=RECIPIENTS/CN=9010818333F748A3AF9F2A1 1F18A6D5 RN

Jo=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn Recipients/cn=b61144b491d14b188151ba61380fec3c-

/o=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=9010818333f74ba3af9f2a11f18a6d56 {|SjNISIN>

Subject: CETC OSCO Reporting Roll Up: 6 January 2021 1100 - 1530
Date: 2021/01/06 16:09:32
Priority: Normal

cC:

Type: Note

UNCLASSIFIED//FOR OFFICIAL USE ONLY
US PERSON INFORMATION
For DHS I&A Internal Use Only
Do Not Distribute This Product Outside of Your Department/Agency Without DHS I&A
Approval

OSCO Reporting Roll Up: 6 January 2021 1100 - 1530
6 January 11:22 — [ NEENEENEN - A email from the USCP states they are responding to a suspicious

package at the unit block of Second Street NE.

6 January 13:15 — Protesters are starting to clash with MPD at what appears to be the Capitol building
per a livestream.

6 January 13:27 — Chatter saying that two Capitol Hill buildings are being evacuated (Cannon — House
office building —and Madison — Library of Congress building).

6 January 13:43 - Be advised, the evacuation at Cannon and Madison is due to an unidentified package.
--Correction: a FEW unidentified packages.

6 January 13:52 - FYSA: an individual appears to breach protective plastic barricades around the Capitol.
6 January 13:57 — Multiple suspicious packages have been found near the Capitol grounds. One looking
like a pipe bomb. LEO is advising those in the buildings to evacuate and to take go kits and hazard hoods
with them.

6 January 13:59 — Video shows police evacuating US congress as protesters are trying to breach.

6 January 14:11 - All of Congress is on lockdown now.

6 January 14:12 - It looks like private residences on Capitol Hill are now being evacuated

6 January 14:13 - People are at the doors of the Capitol building.



6 January 14:17 - Capitol has been breached and people are outside the Senate Chamber

6 January 14:19 — VPOTUS has been rushed out by USSS

6 January 14:40 — DC MAYOR: A curfew has been ordered starting at 6 PM

6 January 14:41 — USCP has requested members of congress and staff retrieve their gas masks.
6 January 14:43 — Clashes reported inside the rotunda.

6 January 14:45 - House evacuated. People are smashing the house doors.

6 January 14:47 — Multiple users in the forum are calling for setting fire to the buildings. Unable to
discern who is there and who is on the keyboard.

6 January 14:47 — Guns drawn inside the legislative chamber. Reports of shots fired. Gas being shown
inside the rotunda.

6 January 14:51 — People inside the senate chamber.

6 January 14:53 — National Guard is reportedly on the way to control the situation at the Capitol. People
have entered the office of the Speaker of the House.

6 January 14:55 — User posting from inside the chamber showing people trying to talk the protester
down through the broken glass in the chamber.

6 January 14:59 — Seems like one or two protesters are on the outside of the chamber. They broke one
of the glass window while attempting to breach. Unconfirmed reports that they fired shots into the
chamber. Video from inside the chamber shows that the remaining members have barricaded the
entrance.

6 January 14:59 — Reports that DoD has denied the request for National Guard to deploy to the Capitol.
6 January 15:07 - 1 person shot inside the capitol. CPR in progress.

6 January 15:07 — SWAT teams have arrived.

6 January 15:25 — Reports of a woman that was shot in the neck at the Capitol. Reports are saying she is
in critical condition.

6 January 15:26 —[[SJJ I reporting that Senate and House leadership is safe in undisclosed
location.

6 January 15:29 - VA Governor sending VA National Guard and 200 VSP.



UNCLASSIFIED//FOR OFFICIAL USE ONLY
US PERSON INFORMATION
For DHS I&A Internal Use Only
Do Not Distribute This Product Outside of Your Department/Agency Without DHS I& A
Approval

Open Source Collection Operations (OSCO)
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

ce ! (N

Open Source Dcsk:‘hg_.dls._gg!
Open Source Desk:_

[=]

cid:image003.png@01CF8BAA.4A618540

/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

S (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=9010818333F748A3AF9F2A11F18A6D5 IS IS

< /o=ExchangelLabs/ou=Exchange Administrative Group

—— FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba61380fec3c—_>:
Rec'p'e"t'—/o=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=9010818333f74ba3af9f2a11f18a6d56 [{S)IEI>
Sent Date: 2021/01/06 16:09:31
Delivered Date: 2021/01/06 16:09:32



. JO=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
F23SPDLT)/CN=RECIPIENTS/CN=D1B401CBC8CB4ED787FC1A46F6CFS7 70 N>

Jo=ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=groupl11879caa>

Subject: Social Media Daily Round Up
Date: 2021/01/06 16:25:08
Priority: Normal

To:

Type: Note

Scocial Media Daily Round Up
January 6, 2021
Press Releases

Acting Secretary Wolf Signs Multiple Security Cooperation Agreements with Bahraini Government |
Homeland Security (dhs.gov)

Acting Secretary Chad F. Wolf (@DHS_Wolf)
@DHSgov is fully supporting our Capitol Police partners to restore order to the U.S. Capitol.

Violence in any form is unacceptable. NO one has the right to attack ANY federal institution
regardless of motivation. Violent opportunists at the US Capitol grounds must be held accountable.
We have a proud history of resolving our differences through peaceful means.

Honored to speak with our Coast Guard Patrol Forces Southwest Asia (PATFORSWA) in Bahrain
today. These brave men and women partner with NAVCENT everyday to ensure the Arabian Gulf is
as safe and secure as possible in order to protect our national and regional interests.



Acting Deputy Secretary Ken Cuccinelli (@HomelandKen)

For months over the summer we rightly condemned Antifa for storming federal buildings in Portland.

If you are entering the Capitol Building against police orders, you must leave. There is a proper
venue to resolve grievances. This is not it.

How Taxpayers Lose Out If a Biden Administration Halts Construction on the Southwest Border Wall
System: Link.

Sondar /O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
i F23SPDLT)/CN=RECIPIENTS/CN=D1B401CBC8CB4ED787FC1A46F6CF9770-DHS.IGA>

S/ 0= ExchangeLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=group11879caa>

Sent Date: 2021/01/06 16:25:00
Delivered Date: 2021/01/06 16:25:08

A
Recipient:



Eoci: /O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
* (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=381304AB2AEA48EDA9719AAC72AC7621 - [N NI

_/o=E)changeLabs/ou=Exchange Administrative Group
FYDIBOHF23SPDLT)/cn=Recipients/cn=381304ab2aea48eda9719aac72ac762 1 - NEIENE ;

To:

/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=921bdec6483748f1b825f4e572c69820- TSI >

CC:

Subject: Update/Discussions - US Capitol
Date: 2021/01/06 16:26:33
Start Date: 2021/01/06 17:30:00
End Date: 2021/01/06 18:00:00

Priority: Normal -

Type: Appointment

Location: [N

Attendees:

</O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=381304AB2AEA48EDAS719AAC72AC762 1 { RN ST >

</o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=381304ab2aea48edad719aac72ac762 1 [{S§NISHEN> :

Sender:

o=ExchangelLabs/ou=Exchange Administrative Group

Recipient; SCYDLBOHF23SPDLD)/cn=Reci ients/cn=921bdec6483748f1b825f4e572c69829 S} I



Sent Date: 2021/01/06 16:26:33



ol O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
y (FYD[BOHF23SPDLT)/CN=RECIPIENTS/CN=70842A22FD184BOA96A3FGD77F86859A-_

Jo=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=b0basesb20754f46816fae1 6acst30e SN SHEE
N o = Exchangelabs/ou=Exchange Administrative Group
To: (FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba61380fec3c-IA.INTELOPS>;
" (IS - © ) changelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=c654e309c28f40678d489a485b6a7bc7-DHS. INTEL.C>;
IS / 0= Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=474c07f0a2e84f788534f03bb830ab50-DHS.INTEL.C>

Subject: RE: (U//LES) CETC NOTE: Shots Fired in U.S. Capital Building - Washington, D.C.
Date: 2021/01/06 16:27:49
Priority: Normal

F

Type: Note

Good Evenin-

We are working very diligently to find reportable information, field the tips coming in, and keep the
Watch informed on things that are happening as they occur. So far we have not had anything that has
met our threshold for reporting for these incidents, but we can work to keep you informed when/if we
find something. This is a very busy day for us to say the least, please have patience with us, we are all
doing the best that we can. Would it be acceptable to update you at the end of my shift at 2300 with
any updates on possible reporting? Our drafts are subject to change, pending leadership approval, but
we can give you an idea of the general subject or number.

v/r,

Open Source Desk Officer
Current and Emerging Threats Center
DHS Office of Intelligence &Analysis

Cell: NN

From I < - Q. DHS.GOV>

Sent: Wednesday, January 6, 2021 3:52 PM

To: [, - o - s cov>; [
DI - IO
N, o dhs.gov>

Subject: Re: (U//LES) CETC NOTE: Shots Fired in U.S. Capital Building - Washington, D.C.

Good afternoon CETC/OSCO,

Do we have OSCO reporting in train on these activities at the Capitol and surrounding areas, and if so is
there a potential timeframe on when we can expect that material to begin publishing?



Thanks,

From: NN - o s £V

Sent: Wednesday, January 6, 2021 3:35:55 PM

To: 1&A Leadership || I @ha.dhs.gov>
Cc N .. £O/>

Subject: (U//LES) CETC NOTE: Shots Fired in U.S. Capital Building - Washington, D.C.

UNCLASSIFIED//ILAW ENFORCEMENT SENSITIVE
DHS INTERNAL USE ONLY

(U//FOUO) Summary: At approximately 1420 EST on January 6, in Washington DC,
the US Capitol building has been placed under lockdown after crowds of individuals
breached its doors and proceeded into the building. According to _éF
reporting, the US Capital Police report that shots have been fired on the House’floor
inside the capital building and one individual reportedly sustained a gunshot with
possible unknown additional injuries.

e « (U//IFOUO) The Mayor has implemented a city-wide curfew for Washington DC
beginning Wednesday 6 January at 6pm EST, and going until Thursday, 7
January at 6am EST.

¢ + (U//FOUQ) The Department of Homeland Security Deputy Secretary has
authorized the Federal Protective Services to assist the US Capital Police.

(U//FOUOQ) CETC Actions: CETC will continue to monitor this incident for any
additional information, social media reactions, reflections, and possible threats of
violence in response to this incident.

Agency Status Actions

CETC Contacted 0SCO has been provided with this information and is searching [l

OSCO I (o additional information on this incident.

NOC Contacted CETC is in communication with the NOC and will continue to gather
information and provide updates as warranted.

FBI LNO [Contacted CETC is in communication with the DHS FBI LNOs will provide
information and updates as warranted.

DHS I&A [Contacted CETC is in communication with the DHS 10 in the region who will

FOD continue to gather information and provide updates as warranted.

(uFouo) Sources: BIEINIRIDIE

Vir,



Current and Emerging Threats Center (CETC)
Office of Intelligence &Analysis (1&A)
Department of Homeland Security

UNCLASS:
NSTS:
CMS:

WARNING: LAW ENFORCEMENT SENSITIVE: THE INFORMATION MARKED (U//LES) IN THIS
DOCUMENT MAY BE DISTRIBUTED WITHIN THE FEDERAL GOVERNMENT (AND ITS
CONTRACTORS), US INTELLIGENCE, LAW ENFORCEMENT, PUBLIC SAFETY OR PROTECTION
OFFICIALS, AND INDIVIDUALS WITH A NEED TO KNOW. DISTRIBUTION BEYOND THESE ENTITIES
WITHOUT AUTHORIZATION IS PROHIBITED. PRECAUTIONS SHOULD BE TAKEN TO ENSURE
THIS INFORMATION IS STORED AND/OR DESTROYED IN A MANNER THAT PRECLUDES
UNAUTHORIZED ACCESS. INFORMATION BEARING THE LES CAVEAT MAY NOT BE USED IN
LEGAL PROCEEDINGS WITHOUT FIRST RECEIVING AUTHORIZATION FROM THE ORIGINATING
AGENCY. RECIPIENTS ARE PROHIBITED FROM SUBSEQUENTLY POSTING THE INFORMATION
MARKED LES ON A WEB SITE ON AN UNCLASSIFIED NETWORK.

WARNING: THIS DOCUMENT IS FOR OFFICIAL USE ONLY (FOUQ). IT CONTAINS INFORMATION
THAT MAY BE EXEMPT FROM PUBLIC RELEASE UNDER THE FREEDOM OF INFORMATION ACT
(5 U.S.G. 552). IT IS TO BE CONTROLLED, STORED, HANDLED, TRANSMITTED, DISTRIBUTED,
AND DISPOSED OF IN ACCORDANCE WITH DHS POLICY RELATING TO FOUO INFORMATION
AND IS NOT TO BE RELEASED TO THE PUBLIC OR OTHER PERSONNEL WHO DO NOT HAVE A
VALID "NEED-TO-KNOW" WITHOUT PRIOR APPROVAL OF AN AUTHORIZED DHS OFFICIAL.

DHS INTERNAL USE ONLY
UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE

</O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=70842A22FD184B0A96A3F6D77F86B59A (SIS

Sender:

IEBEE </o-txchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=b0ba6e5b20754f46816fae16acsf30e9 S EIIIEEG
ﬁ </o=ExchangeLabs/ou=Exchange Administrative Group
FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba6 1380fec3c- [[E IS >:
o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=c654€309c28f40678d489a485b6a7bc7
</o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=474c07f0a2e84f788534f03bb830ab50 S ISHIEN

Sent Date: 2021/01/06 16:27:47
Delivered Date: 2021/01/06 16:27:49

Recipient:



me,mm EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
1 /CN=RECIPIENTS/CN=F0626F£298D548119A2C7173048297 €6 SN SHIEEGEGN
B o - £ xchangelabs/ou=Exchange Administrative Group
FYDIBOHF23SPDLT)/cn=Recipients/cn=30fcac2ac6bc414c9f67804a0d303060-18A Intel O>;
.ro_—/0=ExchangeLabs/ou=Exchange Administrative Group
* (FYDIBOHF235PDLT)/cn=Recipients/cn=6h944076 74da4e8fb8add117b035de25 [ NI

=Exchangelabs/ou=Exchange Administrative Group
MLT)/:anecipients/cn=d359ffb26148498a8855be8f42793IOF--
S/ - Exchangelabs/ou=Exchange Administrative Group

ients/cn=f610184c9aze48aab45ebc9297662280 {ENNEIIIEGE
=ExchangelLabs/ou=Exchange Administrative Group
cc: o= /cn=4b478e7dff81439eb646a2c56ea55d {ISNNIEIIIE

Jo=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/cn=421ad4d520cc47d10584725¢90a16 SN NSIIN
o=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=6f0f7c0219fb4001b19dd8ca54cc28 75NN
Subject: requesting review on an OSIR
Date: 2021/01/06 17:22:08
Priority: Normal
Type: Note

i [
Requesting G4 review for the attached 0s1F. [N

Supervisory Desk Officer (SDO)

Open Source Collection Operations (OSCO)
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

[ =} =

cid:image003.png@01CF8BAA.4A618540

From: [N . . ¢ov>

Sent: Wednesday, January 6, 2021 12:16 AM

To: [N o < hs.cov-; [N @ dhs.gov>
Ce: I o dhs.gov>; (NI @ ha.dhs.cov> I



N (NN <. dhs.gov>

Subject: RE: (U//FOUQ) Hyperbole vs veiled threat

Hi




Thanks,

Attorney Advisor, Intelligence Law Division
Office of the General Counsel
U.S. Department of Homeland Security

Office: NI
Mobile: N

Sent uesday, January 5,

To: [ I . o>
cc: DI @ o"s ¢ov>; (NN @ chs.<ov>; SIS
IR @ " s ov>; (NN @ ho.ohs ov>

Subject: (U//FOUO) Hyperbole vs veiled threat

UNCLASSIFIED//FOR OFFICIAL USE ONLY
Good Afternoon,

Please see attached the information for an OSIR put together this AM. | spoke with Mr. [EJJEII over
the phone and | just wanted to have documented ILDs input...

The OSIR will read as such in the text:




V/r.

~

CETC-0OSCO
Office of Intelligence and Analysis
Department of Homeland Security

Mobile: 202-963-8329

q.dhs.gov (A-LAN/NIPR)
lhs.sgov.gov (B-LAN/SIPR)
ov (C-LAN/JWICS)

CETC-0SCO 24/7: [ ISHEGNG

!::-::I - 4 -

CONFIDENTIALITY NOTICE: This document and any attachments may contain confidential and sensitive U.S.
Government information, and is not for release, review, retransmission, dissemination, or use by anyone other than
the intended recipient. Please notify the sender if this e-mail has been misdirected and received in error; and,
immediately destroy all originals and copies of the original along with any attachments. Any disclosure or
dissemination of this document and attachments must be approved by U.S. Department of Homeland Security.

WARNING:

This product may contain US Person information that has been deemed necessary for the intended recipient to
understand, assess or act on the information provided. US Person information is highlighted with the label USPER
and should be protected in accordance with constitutional requirements and all federal and state privacy and civil
liberty laws.

This document contains information that may be exempt from public release under the Freedom of Information Act
(5 USC 552). This document is to be controlled, handled, transmitted, distributed, and disposed of in accordance
with Department of Homeland Security policy relating to FOUO information, and is not to be released to the public
or personnel who do not have a valid "need to know" without prior approval from the originating agency; [&A
deployed personnel are hereby authorized to share this information in accordance with their official duties to those
personnel with a valid “need to know.”

UNCLASSIFIED//FOR OFFICIAL USE ONLY



Fro

To:

Subject:
Date:
Priority:
Type:

Ok. Thanks. [l

</O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
M (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=921BDEC6483748F1B825F4E572C698A% RN NISHI

</o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=f610184c9aae48aab45ebc9 297662 28 (S NSHIN->

RE: Quick call?
2021/01/06 19:30:00
Normal

Note

cror

Sent: Wednesday, January 6, 2021 7:25 PM

To: [ @ 0. 0HS.GOV>

Subject: RE: Quick call?

Yes — provided the watch what | have for the guidance. Sitrep based on info we receive at 0800 is our
next mark. [l will be in early to ensure we get it together based on what we have overnight.

We will push CETC notes on anything meeting thresholds, i.e. if they were to find pipe bombs on the
Capitol grounds or if the protestors storm the Capitol again tonight etc.

V/R

Director
Current &Emerging

Threats Center (CETC)

DHS Office of Intelligence and Analysis

Desk: (NI
ce’: RN
s

From: [ENNENIN ©'Q.DHS.GOV>

Sent: Wednesday, January 6, 2021 7:21 PM

To: (N . <hs gov>
ce: N - C. 0! 15 GOV>

Subject: RE: Quick call?

You good? |§iR

From: [ @ . chs.gov>

Sent: Wednesday, January 6, 2021 5:40 PM

To: [ o s gov>

ce: [ < - C.OHs.cov>; [ - dhs.cov>

Subject: Quick call?



Time to have a quick call to level set as we go into the curfew?

V/R

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

Desk I
cel: I
nss: S

</O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=921BDEC6483748F1B825F4E572C698A GG

Reci ient_ </o=ExchangeLabs/ou=Exchange Administrative Grou
Pient R OIEOPT 235 L T)/cn=Recipients/cn- |

Sent Date: 2021/01/06 19:30:27
Delivered Date: 2021/01/06 19:30:00

Sender:




From: IS </0-EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
M (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=F610184C9AAE48AABA5EBC929766 2280 (NI

</o=Exchangelabs/ou=Exchange Administrative Group
©* (FYDIBOHF23SPDLT )/cn=Recipients/cn=c654€309c2840678d489a4850627bc” [ NI

cc: DS </o-CExchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188 151ba6 1 380fec3c- [ Si SN~

Subject: FW: Collection Posture (Associated Regs and Deliverables)
Date: 2021/01/06 20:00:12

Priority: Normal
Type: Note

Please see the attached OSINT related requirements. If we have collection needs that are being asked of
us and are not included in the OSINT requirements, please put the requestor in contact with [[SEHN
and her staff so they may assist in the development of the collection requirements.

V/R

Director
Current &Emerging Threats Center (CETC)
DHS Office of Intelligence and Analysis

Desk N
ce.: RN
ns7s: (N

T en——

Sent: Wednesday, January 6, 2021 7:33 PM

To: Maher, Joseph SIS H Q. DHS.GOV>; Smislova, Melissa || I @ha.dhs.gov>;
I o s cov>; DI ©  c.cs 0>
cc: N - o> (N

NI =000\ (N H 0. 0. 0 ->; [
e e

N o <" o> I < - - [

YR @ hs.cov>; I - H . 0Hs. o v>; [N
I @ o chs.gov> NI > o hs.cov> NS
BN © q.dhs gov>; NI @ ha.dhs.cov-; (NI
JEIEE o .dhs.gov>

Subject: Collection Posture (Associated Reqs and Deliverables)

Team,

Please see attached the updated (U//FOUQ) Collection Posture: Violent Extremist and Domestic
Threats to Critical Infrastructure or Use of Violence Dangerous to Human Life. Also attached are
the referenced HUMINT tearlines, OSINT regs, and two CMD Deliverables on the topic for
assistance. Let me know if anyone has any questions.



V/r,

Director
Collection Management Division
DHS Office of Intelligence and Analysis

'g;' | o
(

Sender:

</0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=F610184C9AAE48AAB45EBC929766 2280 { SN I

</o=Exchangelabs/ou=Exchange Administrative Group

FYDIBOHF23SPDLT /:n=Recipients/cn=c6546309c28f40678d489a485b6a7bc7- ?
</o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/:n=Recipients/cn=b61144b491d14b188151ba61380fec3c_

Sent Date: 2021/01/06 19:59:59
Delivered Date: 2021/01/06 20:00:12

Recipient:



</0=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
M: (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=70842A22FD18480A96A3F6D77F 86859 NI

</o=Exchangelabs/ou=Exchange Administrative Group
©* (FYDIBOHF23SPDLT)/cn=Recipients/cn=b61144b491d14b188151ba6 1 380fec3c | NISHIN>

Subject: (U//LES) Plans to Fortfy the US Capitol Building
Date: 2021/01/06 20:01:11
Priority: Normal

Fro

Type: Note

Here is the document -sent.
v/r,

Open Source Collection Specialist
Current and Emerging Threats Center
DHS Office of Intelligence &Analysis

ce!l: O

</O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=70842A22FD18480A96A3F6D77 86859 E IS

_ </o=ExchangelLabs/ou=Exchange Administrative Grou

(FYDIBOHF23SPDLT)/:n=Recipients/cn=b61144b491d14b188151ba61380fec3c-_
Sent Date: 2021/01/06 20:00:57

Delivered Date: 2021/01/06 20:01:11

Sender:

Recipient:



_— </O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
* (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=08E387AB92A94D5286C614CA950A48 BC SN I

</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=c079baac8acb476d9adob67ed195503 0SSN
</o=Exchangelabs/ou=Exchange Administrative Group

. (FYDIBOHF23SPDLT)/cn=Recipients/cn=de826d57f3843cdddf04113e48e54b 1 {{S}EHIE

i </o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=edba6232712643ca94f78dac3c43c947 | Sj IS
<fo=ExchangelLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=d55fbb559a30471eb1b44fc12bc3bbad SN EHIEE

</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=921bdec6483748f1b825f4e572c69820 [N S
</o=Exchangelabs/ou=Exchange Administrative Group
s (FYDIBOHF23SPDLT)/cn=Recipients/cn=381304ab2aea48edad719aac72ac762 1 {{ S NISHINN.
</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=37e79f0d19e54414be58fb 755882043 {{E)EHI

— </o=Fxchangel abs/ou=Fxchange Administrative Group
FYDIBOHF23SPDLT)/cn=Recipients/cn=528e7f40de1f4c8389a9bab99094cf5c[{EN NS
Subject: RE: Interim Guidance document for review

Date: 2021/01/06 20:10:33

Priority: Normal

F

To

Type: Note

Yes, sir. 1228 and 1278 are good to go! (As well as the other two cyber we’re excluding for review as
stated in the guidance). Thanks for checking with us!
V/r,

Collection Management Division

DHS Office of Intelligence and Analysis
 E— - I

(S)

From: [EIEEEGEGEGEEEE G o dhs.cov>

Sent: Wednesday, January 6, 2021 7:14 PM

To: I - s ov>; I @ hs 5ov>
I @ . ohs.o > [ . chs.¢ov>
cc: I 0.0 5 GOV>; I @ dhs £ov>

Subject: Interim Guidance document for review

Good evening all....

Following up on this afternocons call---Flease see the attached interim guidance memo that discuss
release authority procedures related to OSCO leading to and post election----

- is validating that the requirements noted via footnote are still accurate and putting plans in place
make sure reviews can be conducted

My question for 1.0



Thanks for your insights

DHS I&A Field Operations
East Region

[EIEE -/O-EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=08E387AB92A94D5286C614CA950A4SBC

</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=c079baac8acb476d9adbb67ed1955030 G
</o=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=de826d57ff3843cd9df04 113e48e54 i GG
</o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=edba6232712643ca94f78dac3c43c947 N
</o=ExchangelLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/:n=Recipients/cn=d55fbb559a30471eb1b44fc12bc3bba9—
</o=ExchangelLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=921bdec6483748f1b825f4e572c698a0 | GG
o=ExchangelLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=381304ab2aea48eda9719aac72ac762 1 { EEN
</o=ExchangeLabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=37e79f0d19e54414be58fb75588a04<3 - | GG
</o=Exchangel.abs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=528e7f40de1f4c8389a9bab99094cf5c i EEN
Sent Date: 2021/01/06 20:10:04
Delivered Date: 2021/01/06 20:10:33

Sender:

Recipient:
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