


























































Background on EPA Email Records Management 
  
Like at all federal agencies, email has been widely used as a communication tool to perform the 
Agency’s work. In early 2013, EPA moved from a Lotus Notes-based email system to the Office365 
email system as part of the rollout of an Office365 cloud-based communications and collaboration 
environment. Under its Office365 license, individual users at EPA are assigned an account, which, 
among other things, consists of a mailbox that is capable of creating, sending, receiving, and storing 
email messages. It is the email messages themselves—not the accounts or the mailboxes—that may be 
considered federal records. 
 
While email is a source of agency records, many email records are of transitory value and not all email 
records are suitable for longer-term retention. The majority of the deleted mailboxes belonged to 
contractors, grantees, and volunteers. Generally, records created by EPA contractors take the form of 
contract deliverables, which are preserved in accordance with the appropriate records schedule. 
Contractors’ emails addressed to EPA personnel that are directly associated with contract deliverables 
are maintained as a component of contract deliverables and are preserved in accordance with the 
appropriate records schedule. Moreover, these documents would also generally be captured in the email 
of the EPA personnel to whom the deliverable is sent. Similarly, grantees and volunteers work under the 
close supervision of EPA employees, and their work product is largely circulated internally. As such, 
any emails generated by volunteers or grantees would typically be contained in the email accounts of the 
EPA employees charged with supervising their work and preserved consistent with the appropriate 
records schedule.  
 
In addition, EPA has consistently maintained rigorous procedures governing the preservation of 
employees’ email records. As noted above, since at least 2009, EPA has required employees to save 
emails that are federal records into an Agency-approved recordkeeping system such as ECMS. The 2009 
policy also allowed employees to preserve copies of email records in hard copy files. Until March 1, 
2019, when EPA implemented the GRS 6.1 schedule for email management under the Capstone 
approach, the copy of email stored in the Office365 cloud environment was, under Agency policy, a 
convenience copy and not the record copy, which was generally maintained in ECMS. 
As an additional control, EPA has required employees, prior to leaving the Agency, to certify that they 
have managed their records in compliance with the Agency’s Records Management Policy. EPA has 
strengthened these controls over time. Since 2008, as part of offboarding employees, EPA’s Office of 
Administration and Resources Management (OARM) (now, the Office of Mission Support (OMS)) 
required a separating employee’s supervisor and relevant Records Liaison Officer (RLO) to confirm 
with the separating employee that all records had been maintained in a records repository, and all were 
required to sign an Employee Separation Checklist attesting to that fact. Additionally, also beginning in 
2008, Senior Agency Officials and Political Appointees were separately required to certify in another 
form, EPA Form 1340-8, that their records were properly maintained in a records repository, which also 
required the signature of their supervisor, RLO, and Information Management Official (IMO).  
In late 2014, the Agency required employees to complete an additional records form prior to separating 
from the Agency. This form, EPA Form 3110-49, called EPA Records Management Checklist for 
Separating Employees, strengthened the records management certification process for separating 
employees across the Agency. The form required that all EPA employees, their supervisor, and relevant 
RLO certify that all records were properly identified and saved into a recordkeeping system or that they 
were properly turned over to an RLO, supervisor, or successor. Thereafter, in December 2016, EPA 
established a procedure, Preserving Agency Information of Separating Personnel, which called for the 
preservation of EPA mailboxes of separated EPA users. Prior to this procedure, once a user separated 
from the Agency, Agency policy did not require the indefinite retention of that user’s mailbox and the 



mailbox could be deleted, if not subject to other legal preservation obligations. The 2016 procedure was 
to be used in conjunction with a 2014 procedure, CIO-2155-P-04, Preservation of Separating, 
Transferring, or Separated Personnel’s Records in Accordance with the Federal Records Act.  
Given the foregoing procedures and safeguards, a records loss should not have occurred as record copies 
of emails were to be stored in ECMS or in other approved recordkeeping systems. Nevertheless, out of 
an abundance of caution, EPA has prepared this report pursuant to 36 C.F.R. § 1230.14 in order to notify 
NARA of the situation. 
 
The office maintaining the potential federal records 
 
Consistent with the Agency policies and procedures described above, EPA employees were responsible 
for managing any records contained in their Office 365 mailboxes. Contractors, volunteers, and grantees 
were also responsible for managing their email records in accordance with Agency policy or, as 
applicable, contract terms.  
 
The Office of Mission Support (OMS) manages the Office365 service under the Agency’s contract with 
Microsoft, and, in the years at issue here, developed instructions for proper disposition of users’ 
mailboxes following their separation from EPA. As set forth more fully in the sections that follow, these 
instructions were intended to be implemented by local network administrators; however, these 
instructions were not consistently followed across the Agency, leading to the inadvertent loss of the 
mailboxes at issue here.  
  
A description of the potential federal records with volume and dates, if known 
 
Description 
Following an analysis of the data uncovered through OITO’s investigation into this matter, EPA has 
determined that a total of 747 mailboxes were inadvertently deleted. Most deleted mailboxes—512 or 
69%—belonged to non-EPA employees, including contractors, grantees, and volunteers, while 222 (or 
30%), belonged to EPA employees. Thirteen accounts (1%), were designated as “other” or “unknown”.1  
 
One impacted mailbox was associated with an EPA employee who left the Agency in 2014, and three 
years later a position the individual occupied was retroactively designated as a Capstone position when 
NARA approved EPA’s Capstone GRS 6.1 application in June 2017. As background, EPA’s Capstone 
application sought to apply the Capstone schedule to officials who were in Capstone positions as of the 
date of EPA’s implementation of Capstone, which was March 2019, and to former employees who 
served in Capstone positions from 2007 forward. Based on OITO’s investigation, this individual’s 
account appears to have been inadvertently deleted well before EPA applied for or implemented 
Capstone and before EPA received NARA’s approval to use the Capstone GRS. Further, that individual 

 
1 When requesting the creation of an account in eBusiness, which is a software tool the Agency uses, the requester has the 
option of manually entering the employment designation of the person associated with the account, whether EPA employee, 
contractor, volunteer, or grantee. When the thirteen accounts now designated as “other” or “unknown” were initially 
requested, the user’s employment designation was not entered into eBusiness and, as such, EPA does not have this 
information for these accounts. 
 
Additionally, one of the 13 accounts in the “other” category was a correspondence management system (CMS) group 
account. This account served as a conduit, in that emails that needed to be uploaded into CMS would be sent to the group 
account and then imported directly into CMS. The group account contained no unique emails, as the emails were contained 
both in the mailbox of the initiating user and in CMS. As a result, the deletion of this CMS group account did not result in 
any records loss. 





Volume 
The fewest number of days an impacted mailbox was open was 16 days and the longest span was about 
five years, which is the length of time between when EPA began using Office365 in 2013, and the latest 
estimated date of deletion in 2018. Based on available data, the estimated average length of time an 
account was open was just over a year and a half. The actual volume of emails within any of the specific 
mailboxes is not known. EPA expects that all former employees with impacted mailboxes followed 
applicable email records management procedures and properly preserved their email records in ECMS 
or another approved recordkeeping system. Further, emails that EPA employees send and/or receive are 
often from other EPA employees or EPA contractors or grantees. As such, copies of the emails in the 
impacted boxes would likely be contained in the mailboxes of other unaffected EPA users. For example, 
we would expect that a copy of the overwhelming majority of the emails from impacted contractor 
accounts are still retained in the mailboxes of the EPA Task Order Contracting Officer with whom they 
would have corresponded. Similarly, EPA staff emails are likely contained in the mailboxes of their 
colleagues or supervisor. EPA has not been able to quantify this portion of the emails still retained in 
other EPA accounts because of the number of impacted accounts.  
 
Dates 
Based on the Agency’s investigation, the maximum date range of the emails in the impacted mailboxes 
would be from 2013, when EPA began using Office365, to 2018, which is the date of the latest 
separation for a user whose mailbox was deleted.  

 
Circumstances surrounding the potential loss of federal records 
 
Background 
From 2013 to 2015, in the period when EPA first began using Office365 email, local network 
administrators were instructed by OITO to disable, not delete, network accounts for separating users. 
Using reports to identify the changes of the status of accounts, the Office365 administrators were able to 
identify separated users and take steps to preserve the mailboxes by downloading the files and saving 
them onto EPA servers at the National Computer Center (NCC).  
 
In 2015, to improve the process of identifying separated users, OITO changed the procedures to instruct 
local network administrators to disable and move the accounts of separated users into a staging area or 
container for deprovisioning. Three times per week, Office365 administrators would manually query this 
container for deprovisioned users and would preserve the emails located in the disabled accounts. This 
process of manually querying the container and preserving mail files was substantially automated in 
2015, following a change to the Agency’s Office365 license. Under this new process, once the local 
network administrator moved the disabled account into the deprovisioning container, a script applied an 
automatic hold to the mailbox, preserving any emails therein and preventing inadvertent deletion of the 
account until acted upon by the local network administrators. The deprovisioned account was then 
retained as an inactive mailbox within the Office365 cloud instead of on EPA servers. 
 
Discovery of the Issue 
In November of 2019, EPA staff in the eDiscovery Division (EDD) were unable to locate the Office365 
mailbox for two separated EPA employees. EDD made this discovery while processing a search request 
for certain electronically stored information. Upon learning of the missing mailboxes, EDD searched for 
the separated employees’ mailboxes in the cloud using the Microsoft Security and Compliance Center, 
and searched files stored in the NCC. However, they were unable to locate the mailboxes. EDD referred 
the matter to an Office365 Team member, who was also unable to locate the users’ mailboxes, and 
subsequently opened a case with Microsoft. Microsoft responded within a week of opening the case 



indicating that they also could not find the mailboxes. After further research, it was determined that the 
two mailboxes were included in a total of 24 mailboxes that were inadvertently lost in 2017 as a result of 
human error during the provisioning process, which occurred during a period when the Agency was 
running out of Office365 licenses. At the time, the Agency was at risk of being unable to issue 
mailboxes to new users due to license limitations. As a result, EPA IT staff sought to locate accounts of 
departed users that could be deprovisioned more quickly in order to make the licenses associated with 
those accounts available to meet the demand. As a result of steps taken to make the licenses promptly 
available for reuse, EPA IT staff inadvertently caused the mailboxes to be deleted before the automatic 
script in the deprovisioning container was applied. EPA staff identified 24 total mailboxes that were lost 
in this manner. After reviewing these initial findings, the Agency decided to perform a broader 
investigation to determine the extent of any additional potential mailbox losses and to confirm that the 
24 mailboxes were not located elsewhere on Agency systems. 
 
The Investigation 
OITO began by using data about Office365 account orders from February 2013 to March 2019 (baseline 
report). OITO staff compared the baseline report data against six types of reports to determine how 
many total mailboxes may be missing. 

 
After reviewing the results of this preliminary research, OITO determined that the baseline report was 
missing data, rendering the results of the preliminary investigation incomplete. OITO continued 
researching and refining the data sources of its search to obtain the most accurate and complete baseline 
report, including conducting manual reviews of the data to identify any other possible anomalies in the 
data sources.  
 
In February of 2020, EDD conducted a further review of NCC storage and located copies of some 
accounts which had previously been identified as potentially missing. This discovery reduced the total 
number of impacted mailboxes to 747. 
 
Account Deletion Causes 
Office365 was designed to integrate with Active Directory (AD) accounts, which were controlled and 
managed by local AD administrators from 2013 through early 2019. Based on EPA’s investigation, it 
appears that local AD administrators failed to successfully follow the procedures for disabling or 
deactivating AD accounts when a request to close the account was received. Through its research, EPA 
has determined that 490 mailboxes belonged to users who separated from the Agency before April 1, 
2015, at a time when local AD administrators were instructed to disable, not delete, the AD accounts for 
separated users. It therefore appears that as the result of human error, these AD accounts were deleted 
instead of being disabled during this time, resulting in the loss of the mailboxes associated with those 
accounts.3 The remaining 257 mailboxes belonged to users who left the Agency after April 1, 2015 at a 
time when local AD administrators were instructed to move the accounts into a centralized location for 
deprovisioning. Of these remaining 257 mailboxes, EPA has determined that 24 were deleted through 
human error as a result of specific intervention by EPA staff in 2017 in an attempt to recover the 
licenses associated with those accounts for reuse, and 233 were either not moved to the proper location 
for deprovisioning or lost due to the failure to follow instructions regarding appropriate deprovisioning, 
thereby resulting in the loss of the mailboxes associated with those accounts. 
  

 
3 As noted above, prior to December 2016, once a user separated from EPA, the user’s mailbox could be deleted, if not 
subject to other legal preservation obligations.  Prior to and after December 2016, as explained above, the Agency issued 
instructions to local AD administrators on deprovisioning mailboxes to ensure that any mailboxes subject to legal 
preservation obligations could be retained. 



Actions taken to salvage, retrieve or reconstruct the records 
 
As detailed above, following EDD’s initial discovery of two missing mailboxes in November 2019, 
OITO immediately launched a coordinated and thorough investigation aimed not only at locating the 
mailboxes, but at attempting to understand the full extent of any additional potential losses. Following 
the deletion of an AD account, the corresponding mailbox is not actually deleted, but rather, it is marked 
for a “soft-delete.” During this time in which a mailbox is marked for a “soft-delete,” the mailbox can be 
recovered. After 30 days, a “soft-deleted” mailbox is marked for permanent deletion and cannot be 
recovered. In November 2019, OITO consulted Microsoft regarding the possible recovery of a 
permanently deleted mailboxes (i.e. mailboxes which were marked for deletion over 30 days prior). 
Microsoft confirmed that once the file has been permanently deleted, it cannot be recovered. 
 
As noted above, since at least 2009, EPA has required employees to save emails that are federal records 
into an approved recordkeeping system. EPA expects that all former employees with impacted 
mailboxes followed applicable email records management procedures and properly preserved their email 
records in an approved recordkeeping system. Further, as noted above, copies of any impacted emails 
likely exist in user mailboxes across the Agency. However, given the number of affected users, EPA 
determined that it is not feasible to attempt to reconstruct the complete contents of the impacted users’ 
mailboxes by searching for these copies in other EPA mailboxes.  

Continuing actions and improvements 
 
EPA has addressed the causes of the inadvertent deletion of the mailboxes in two main ways. First, 
EPA’s March 2019 implementation of Capstone brought with it various safeguards that protect against 
the inadvertent loss of email records or loss of mailboxes generally. Second, EPA has taken steps to 
improve the account deprovisioning process to reduce the likelihood of human error in that process.  
 
Capstone-Specific Safeguards 
With the Agency’s implementation of Capstone, preservation of the mailbox has been significantly 
automated. In particular, under Capstone, the steps required to ensure appropriate retention of the 
mailbox at the end of its lifecycle are performed at the time an account is created, removing the 
unpredictability of staff compliance. Under the Capstone program, all Office365 user mailboxes are 
saved to the cloud and have an automatic preservation policy placed upon them at the time of creation, 
and all mailboxes are automatically and routinely checked to ensure that each has a preservation policy 
in place.  
 
Moreover, OMS has instituted additional, redundant, and automated controls designed to prevent 
accidental manual deletion of Office365 mailboxes. Every morning, a script is run against all mailboxes 
to ensure that all have a preservation policy in place, and if not, the script applies the preservation 
policy. Further, a script is run every afternoon and sends an email to the Office365 administrator to 
report any anomalies. As an additional safeguard, there are four additional scripts that are run every 
three hours, which apply any changes to the retention policy for mailboxes. To date, EPA’s experience 
is that these scripts are properly working to locate errant mailboxes without preservation policies and 
place the appropriate preservation policy on them.  
 
Deprovisioning Process Improvements 
Additionally, EPA has significantly automated the process for provisioning and deprovisioning AD 
accounts, in an effort to eliminate human error in deprovisioning accounts. Starting in July 2019, we 
now leverage eBusiness for ordering, canceling, and transferring AD accounts. Specifically, when a user 



leaves the Agency, a deprovision request is placed in eBusiness which then automates the process for 
disabling the account and moves the account into the deprovisioning queue. This change also restricts 
the re-use of Local Area Network IDs and email addresses for at least seven years. On July 1, 2019, this 
new deprovisioning process was implemented, and on July 30, 2019, access was removed so AD 
administrators could no longer add accounts to the deprovisioning process and the AD administrators 
who were able to remove accounts were prevented from doing so. 
  
Together, these measures remedy past processes for managing the mailboxes of separated users by 
incorporating a more standardized, centralized, and automated protocol for email account 
deprovisioning. These measures provide EPA adequate assurances that the issues giving rise to the loss 
of the Office365 mailboxes have been appropriately addressed. 
 
Going forward, EPA will continue its commitment to educating employees about the Agency’s records 
policy and the preservation of federal records. Among other things, the Agency continues to train 
employees annually on Federal Records Act requirements.   
 
EPA values NARA’s guidance on this important topic and can provide further information as requested. 
Should you have any questions in the interim, you may contact me via email at ellis.john@epa.gov, or 
via telephone at (202) 566-1643. 
 
 
 
       Sincerely, 
 
 
 
       John B. Ellis, CRM 
       EPA Records Officer 
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