U.S. Department of Justice

Bureau of Alcohol, Tobacco,
Firearms and Explosives

I www. atf.gov

January 31, 2023 FOIA Request: 2021-0948
FOIA Litigation: 22-cv-00149

VIA EMAIL: liheanachor@citizensforethics.org

Ms. Laura Iheanachor

Citizens for Responsibility and Ethics in Washington
1331 F St. NW, Suite 900

Washington, D.C. 20004

Dear Ms. lheanachor:

This responds to your Freedom of Information Act (FOIA)/Privacy Act request dated September
13,2021, in which you requested the following records:

1. The Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) body-worn camera
(BWC) policy and phased implementation plans, as required by the June 7, 2021
memorandum from Deputy Attorney General Lisa Monaco (June 2021 DAG Memo).

2. Records sufficient to identify the designated senior official with responsibility for
implementation and oversight of ATF’s BWC policy, per the June 2021 DAG Memao.

3. Any related communications between ATF and DOJ concerning the following items
and their inclusion in the ATF BWC policy:

a. The responsibilities for ATF agents to carry, operate, maintain, and secure
equipment, including when to activate and deactivate BWCs.

b. The type(s) of BWC equipment authorized for use.

c. Theduration of time and scope of the BWC footage preserved prior to its
activation in the “buffering period.”

d. Procedures governing the collection, storage, access, retention, use, and
dissemination of ATF BWC recordings.

e. Procedures governingthe use of BWCs by all members of ATF-sponsored
task forces.

f. Procedures for expedited public release of recordings in cases involving
serious bodily injury or death

4. The Privacy Impact Assessment and plan for annual privacy reviews relating to the
use of BWCs and associated equipment, as required by the June 2021 DAG Memo.



5. All communications reflecting any consultation by ATF with the Office of Records
Management for the purpose of ensuring that the ATF BWC policy is fully compliant
with all recordkeeping laws, regulations, rules, policies, and guidance.

6. All communications between ATF and the Justice Management Division concerning
resources required for full implementation of ATF’s BWC policy.

7. All records reflecting ATF efforts to design evaluation metrics to measure the impact
of its BWC policy.

8. All communications between ATF and any state or local task-force partners, alerting
said task-force partners about the creation or implementation of its BWC policy.

This is Release FIVE of arolling production. In responseto your request, we reviewed a total
of 537 pages; 102 pages were non-responsive or duplicative, 81 pages were sent to other DOJ
components for consultation or referral, and 342 pages are being released in full or with
redactions. Individual redactions identify the exemption pursuant to which the redacted material
was withheld.

For your information, Congress excluded three discrete categories of law enforcement and
national security records from the requirements of the FOIA. See 5 U.S.C. 8 552(c). This
response is limited to those records that are subject to the requirements of the FOIA. Thisisa
standard notification that is given to all our requesters and should not be taken as an indication
that excluded records do, or do not, exist. This response is the final production under this FOIA
request.

If you have any questions or concernsabout the information provided, please contact Antonia
Konkoly at Antonia.Konkoly@usdoj.gov.

Sincerely,
AL

Adam C. Siple
Chief, Disclosure Division



Cc: IA(b) (6)
Vanderplow, Paul D[(9)X())

From:

Sent: Mon 7/12/2021 9:49:40 PM

Subject: RE: BWC SRT Exemption

0) (5)

| hope this helps, feel free to call or email for any further justification.

WIO)

Alcohol, Tobacco, Firearms and Explosives

16009 N. 81 Street, Suite 100

Scottsdale, AZ 85260

Special Agent Project Officer-Digital Evidence Management
Technical Project Office

Special Operations Division

(b) (6)

CONFIDENTIALITY NOTICE: E-mail may contain confidential information that is legally privileged. Do not
read this e-mail if you are not the intended recipient.

This e-mail transmission, and any documents, files or previous e-mail messages attached to it may contain
confidential information that is legally privileged. If vou are not the intended recipient, or a person
responsible for delivering it to the intended recipient, you are hereby notified that any disclosure, copying,
distribution or use of any of the information contained in or attached to this transmission is STRICTLY
PROHIBITED. If vou have received this transmission in error, please immediately notify us by reply e-muail,

ATF-2021-0948-RP5-000741



by forwarding this to (RG] or by telephone at [(YXE) and destroy the original

transmission and its attachments without reading or saving in any manner. Thank vou.

From: (DO I
Sent: Monday, July 12, 2021 2:21 PM

o e ]

sgve6 ___________________Jwe

Subject: RE: BWC SRT Exemption

WIG)
Thanks for getting this rolling.
Some questions for you:

* What are the current expectations for inclusion in this program (ie: mandates for reporting)?
e What parameters are considered when approving an exemption (just those listed or are there
others)?

* What format/verbiage is requested (is the below to be used or just a rough draft)?

* What is your deadline on the exemption justification?

Thank you.
(b) 6)

From: [(9X®)

Sent: Monday, July 12, 2021 4:33 PM
To: [(WX®)
Cc: [(OX@®)

Subject: BWC SRT Exemption
Good afternoon,

| am in the process of creating the Phase | BWC SOP. This will be a 6 month “trial” use of BWC’s in the field,

specifically the Detroit FD, Phoenix FD, and the ATF National Academy. (X&)

I o< | will include a 12 month process of deploying BWC's to

all the ATF field divisions.

D) (9)

Thank you in advance for your help on this!

(b) (6)

Alcohol, Tobacco, Firearms and Explosives

ATF-2021-0948-RP5-000742



16009 N. 81 Street, Suite 100

Scottsdale, AZ 85260

Special Agent Project Officer-Digital Evidence Management
Technical Project Office

Special Operations Division

(b) (6)

CONFIDENTIALITY NOTICE: E-mail may contain confidential information that is legally privileged. Do not
read this e-mail if you are not the intended recipient.

This e~-mail transmission, and any decuments, files or previous e~mail messages attached to it may contain
confidential information that is legaily privileged. If you are not the intended recipient, or a person
responsible for delivering it to the intended recipient, you are hereby notified that any disclosure, copying,
distribution or use of any of the information contained in or attached to this transmission is STRICTLY
PROHIBITED. If vou have received this transmission in error, please immediately notify us by reply e-mail,

by forwarding this to ((OKE) or by telephone at [(DYG) and destroy the criginal

transmission and its attachments without reading or saving in any manner. Thank you.

ATF-2021-0948-RP5-000743



To: (b) (6), (b) (7)(C)

From: ([(QFONOIGI(®)

Sent: Fri 8/27/2021 12:42:59 AM

Subject: Motorola

watchguard v300 body worn camera_data sheet.pdf
V300 & CCE Market Research (2).pdf
v300-brochure.pdf
commandcentral-evidence-brochure.pdf

(b) (6). (b) (7)(C)

Good afternoon. Please see the attached quote related to the purchase of V300 Body-Worn Camera,
accessories, and Command Central Evidence (Digital Evidence Management System). I have also
attached product data sheets related to the Body Worn Camera solution. Please let me know if you have
any questions or need any additional information.

Thank you,

(b) (6). (b) (7)({

OIONGOIO®)
Federal Sales Manager
U.S. Federal Government Division

b) (6). (b) (7)(C)

m:

For more information on how and why we collect your personal information, please visit our Privacy Policy.

ATF-2021-0948-RP5-000744



KEY FEATURES

INTEGRATED WITH VERICLE VIDEO SYSTEM

One or more V300 cameras and a 4RE® in-car system can work
seamlessly as a single solution, capturing synchronized video
of an incident from multiple vantage points.

AUTOMATIC WIRELESS UPLOAD

Send critical video back to headquarters while still in the field.
When docked, the V300 uploads to evidence management systems
via wireless networks like LTE, anytime, anywhere.

DETACHABLE EATTERY

Easily change the V300's rechargeable battery while on the go.
Keep an extra battery at the ready for unexpectedly long shifts.

MATURAL FIELD OF VIEW

Eliminate the fisheye effect from wide-angle lenses that warps
video footage. Distortion correction technology provides a clear
and complete evidence review process.

SECURE ENCRYPTION

Elevate your data security with encryption at restand in transit
technology. V300 guards your data and your reputation.

CRITICAL EVIDENCE RECOVERY

Never miss capturing a critical incident even days after it
happened and a recording wasn't activated.

DATA SHEET | v300

Temperature Range

-20°C 10 +60°C; -4°F to +140°F

{Operational)
130° Horizontal
Field of View 73° Vertical, adjustable up + 15° down - 20°
{User can adjust vertical field of view)
Dimensions 35in{Hx24in(W)x1.1in(D);

89cm(H)x6.1cm (W) x2.8cm (D)

Battery Dimensions

24in{Hx25in(W)x06in(D);
B.0cm(H)xB6.4cm (W) x 1.6 cm (D)

Battery Weight 350z(99.2q)

Combined Weight 6.80z(192.8g)

MIL SPEC MIL-STD-810G

Ingress Protection {IP) Rating P67

GPS Yes

Bluetooth® Yes 5.0

Wi-Fi® 802.11n
Battery condition, Memory space used and
available, Number of recordings, Incident

LCD Display categories, Current recarding duration, Current

time/date, Assigned officer name, covert
recording status, error codes, Wi-Fi, GPS.

Activity Indicators

Multi-tone speaker, Vibration motor, Colored
LED indicators.

Mounting Options

Magnetic Chest Mount

Designed to fit perfectly over shirt placket
buttons and zippers.

MOLLE Mount

Two adjacent loops across 2 rows of MOLLE
webbing secures the camera to your uniform.

MOTORQASHHTIONS



Resolutions

1920x1080 {1080p), 1280x720 {720p),
864x480 {480p).

Frames per second

30, 15, 10 and 5 fps
{Configurable per agency requirements).

Storage Capacity

128GB /23 hours of 1080p HD video;
46 hours of 720p HD Video;
114 Hours of 480p SD Video.

Video Compression

H.264 High Prafile - reduces file sizes by nearly
50% and provides best image quality to file size
ratio.

Group Recording Activation

Integrates with 4RE in-car video system and
other V300 body-worn cameras. Bidirectional
activation,

Dewarping

Vertical dewarping {removes fisheye effect).

Image Sensor*

4K sensor.

Pre-Event Options

None, 15s, 30s, 45s, Tm, 2m

Continuous background recording also available.

Redundancy

Record-After-The-Fact

ant. Heenrding maximun

High Quality Audio

AAC Audio.

Acoustic foam chamber blocks wind noise.

High-tech membrane blocks water but not sound.

Dual Audiophile quality solid state microphones,
eliminate wind naise.

Type Lithium Polymer, field-swappable, rechargeable .
Stand-by Will vary on configuration.
Charging Time <4 hours**,

Evidence Library

Store, manage and share evidence in a
cloud-hosted or on-premises system.

Using ethemnet ransfer station.

WGA00625

V300 Body-Worn Camera
WGP02614 Spare Camera Battery
WGA00635 Wi-Fi Camera Docking Base
WGA00650 Ethernet Transfer Station
WGP02798 Magnetic Camera Mount
WGP02836 MOLLE Camera Mount

DATA SHEET | v300
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For more information, please visit: www.motorolasolutions.com/v300

Motorola Solutions Inc., 500 W Monroe St, Chicago, IL 60661. U.S.A

Availability is subject to individual country law and regulations. All specifications shown are typical unless otherwise stated and are subject
to change without notice. MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of
Motorola Trademark Holdings, LLC and are used under license. All other trademarks are the property of their respective owners.

© 7021 Motorola Solutions, Inc. All rights reserved.(01/21) (V13} (US)

MOTOROLA SOLUTIONS

ATF-2021-0948-RP5-000748



| MOTOROLA SOLUTIONS

Quote For:

ATF- Department of Justice

2UaH(b) (6), (b) (7)(C)

Reference:
V300 & CCE Market Research

Quote By:

WatchGuard Video

(b) (6), (b) (7)(C)

Date: 08-26-21

Serving Law Enforcement with the Most Compelling, Quality Video Products

ATF-2021-0948-RP5-000749



Motorola Solutions is a global leader in mission-critical communications. Our technology platforms in communications,
command center software, video security & analytics, and managed & support services make cities safer and help

communities and businesses thrive.

We have a rich history of firsts, including pioneering mobile communications in the 1930s, making equipment that carried

the first words from the moon in 1969 and developing the first commercial handheld cellular phone in 1983.

Today, our global employees are committed to designing and delivering the solutions our customers refer to as their lifeline.

At Motorola Solutions, we are ushering in a new era in public safety and security.

TECHNOLOGY PLATFORMS

MISSION-CRITICAL COMMAND CENTER YVIDED SECURITY & MANAGED &

COMMUNICATIONS SOFTWARE ANALYTICS SUPPORT SERVICES
AWARDS

CHAIRMAN & CED
The Wall Street Journal Management Top 250, Crea B
No. 92, November 2019 eg brown
WayUp Top 100 Internship Programs, August 2019 HEADQUARTERS
_ _ 500 W. Monroe

Fortune World's Most Admired Companies, Chicago IL USA
No. 3 in Networks and Other Communications
Fquipment, January 2019
Forbes World's Best Employers, October 2018 MEDIA CONTACT
Dow Jones Sustainability North American Index, Brittany Kelly | 224-246-3914
September 2018 brittnay kelly@motorolasolutions.com

Y MOTOROLA SOLUTIONS

Matorola Solutions, [nc. 500 West Monroe Street, Chicago, [160661 U.S.A. moterolaselutions.com

BY THE NUMBERS

$7.3 BILLION

in annual sales (2018)

$637 MILLION
in R&D spending (2018)

$3.3 BILLION

in acquisitions spending since 2016

17,000+ EMPLOYEES

in 60 countries

100,000+ CUSTOMERS

in over 100 countries

6,900+ PATENTS

granted and pending

13,000 NETWORKS

across the globe

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC and are used under

license. All other trademarks are the property of their respective owners. © 2019 Motorola Solutions, Inc. All rights reserved. 12-2019
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MOTOROLA SOLUTIONS

WatchGuard Video
415 E. Exchange
Allen, TX 75002
(P) 800-605-6734 (F) 212-383-9661

Issued To: ATF- Department of Justice - Attention: Christine VanWerden Date: 08-26-21
Project Name: V300 & CCE Market Research Quote ID: | AYM-0004-02
PROJECT QUOTATION
We at WatchGuard Video are pleased to quote the following systems for the above referenced project:
Qty Item # Description
(1) BW-V30-10-- V300, WiFi/Bluetooth Wearable Camera, with Magnetic Chest Mount
e V300, WiFi/Bluetooth Wearable Camera
¢ Magnetic Chest Mount
Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(1 WGP02836 V300 CAMERA MOUNT, M330 MOLLE LOOP W/ QUICK RELEASE LEVERS
Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(N WGP02697 V300 Camera Mount; Shirt Clip rotatable
Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(1) WGP02614 V300, Battery, Removable and Rechargable, 3.8V, 4180mAh
Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(1) BW-ACK-V3-TS V300 Transfer Station Il with Power Supply and Cables.
e V300 Transfer Station I|
e TS02, D350, 8-Slot Rack Mount Charge/Upload Dock, 10GB
e includes kit with Power Supply and Cables.
Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(1 WGA00640-KIT1 V300 Base Assembly, USB Desktop Dock
Subtotal Price (Excluding sales tax) (b) (4)

ATF-2021-0948-RP5-000751
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Qty Item # Description

(N SSV00S02600A-01 CommandCentral Evidence Standard - One (1) Year Subscription
Offer Includes:

e Digital Evidence Management
e Field Response Application

¢ Records Management

Subscription Info:
e One (1) Year Subscription Duration
e Priced Per Named User (Qty = # of Users)

Subtotal Price (Excluding sales tax) (b) (4)
Qty Iltem # Description
(1 SSV00S02783A CC Evidence Storage

+ Data Storage
e $0.75 per Gigabyte annually

Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(N WGW00122-410 Quick Start Software Installation Service; Remote Install, Training, Configuration,

Project Management, Consultation

Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(N FRT-BWC-01 Shipping - BWC Unit

e Freight delivery for each Body Worn Camera Unit

Subtotal Price (Excluding sales tax) (b) (4)
Qty Item # Description
(5) FRT-MISC Miscellaneous Shipping

s  Freight delivery for Hardware (Parts and/or Accessories)

Subtotal Price (Excluding sales tax) (b) (4)

Quote Notes:

1. This Quote is valid for 90 days from the Quote Date. Pricing may change thereafter.

2. Any sales transaction resulting from this Quote is based on and subject to the applicable Motorola's Standard Terms and
Conditions, notwithstanding terms and conditions on purchase orders or other Customer ordering documents.

3. Motorola's Standard Terms and Conditions are found at www.motorolasolutions.com/product-terms.
4. Payment Terms: Equipment-Net 30 days upon shipment; Installation-Net 30 days upon completion; Services and
Subscription Agreements-Net 30 days from receipt of Order.
ATF-2021-0948-RP5-000752
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5. The pricing in this Quote does not include any applicable taxes (e.g. sales/use tax).
6. This quote is per our conversation & detail provided by you - not in accordance with any written specification.
7. This is a hosted service,
8. All hardware components to have a standard one (1) year hardware warranty.
9. All software to have a standard one (1) year warranty.
10. This quote does not included anything outside the above stated build of materials.
Quoted by:

(b) (), (b) (7)(C) - Sr Solution Sales Representative - QISNOIUES] (BIGCKOIGUI®)

Total Price (b) (4) (Excluding sales tax)

ATF-2021-0948-RP5-000753
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The WatchGuard V300 continuous-operation body camera with detachable battery, wireless uploading and
expansive storage addresses law enforcement’s need for cameras to operate beyond a 12-hour shift.

DATA SHEET | WATCHGUARD V300 BODY CAMERA A MOTORQOLA SQLUTIONS




KEY FEATURES

DETACHABLE BATTERY - Easily change
the WatchGuard V300's rechargeable
battery while on the go. Keep an extra
battery at the ready for unexpectedly long
shifts, extra shifts or part-time jobs where
a body camera is required.

AUTOMATIC WIRELESS UPLOADING
— Send critical video back to headquarters
while still in the field. When docked in
the vehicle, the V300 uploads to evidence
management systems via wireless
networks like LTE and FirstNet, anytime,
anywhere,

INTEGRATED WITH IN-CAR SYSTEM
~ One or more V300 cameras and a
WatchGuard 4RE® in-car system can work
seamlessly as a single system, capturing
synchronized video of an incident from
multiple vantage points.

SPECIFICATIONS

Dimensions

26x1.17x3.6in(B5x29x 91 mm}
WxDxH

Weight
6.8 0z{193 g}

Storage
128 GB

NATURAL FIELD OF VIEW - Eliminate
the fisheye effect from wide-angle lenses
that warps video footage. Qur distortion
correction technology provides a clear and
complete evidence review process.

ABSOLUTE ENCRYPTION — Elevate your
data security with encryption at rest and in
transit technology. V300 guards your data
and your reputation.

RECORD-AFTER-THE-FACT — Go back

in time and capture video from events

days after they happened, even when a
recording wasn't automatically triggered or
initiated by the officer. Don’t rely on mere
seconds of pre-event buffering to prove
your case.

Microphones
Dual

Vertical Field of View

Electronic Turret +15° /- 20°

Field of View
130°

IP Rating
IP 67

Encryption

At rest and in transit

Resolution
1080p, 720p and 480p

MOTOROLA SOLUTIONS

twww.motorolasolutions.com/v300

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, Il 60661 U.S.A. motorolaselutions.com

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark
Holdings, LLC and are used under license. All other trademarks are the property of their respective owners. © 2020 Motorola Solutions, Inc.

All rights reserved. 06-2020
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Customer Agency Name
Month 1, 2020

SECTION 1

1.1 OVERVIEW

CommandCentral Evidence provides a suite of digital evidence management tools that help users
contain, organize, and act on large amounts of incoming multimedia. These tools streamline the
collection, capture, storage, and sharing of data from a single location. By centralizing digital
evidence storage and
management,
CommandCentral Evidence
removes data silos and helps
users get the most out of their
critical information.

Users access all case content
from a single, cloud-based
location. Cases integrate records and evidence content, allowing users to view all media associated
with a case. These cloud-based tools help users account for all evidence regardless of source.
CommandCentral Evidence makes it easy to secure and share content with chain of custody intact to
improve collaboration.

CommandCentral Evidence is available without any upfront investment. Monthly subscription service
costs include the software and video storage. And CommandCentral Evidence uses the Azure
GovCloud, securing data at rest and in transit to protect communications. This complies with CJIS
guidelines and the NIST framework, audited annually against the Service Organization Control 1 and
2 reporting framework.
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1.2

1.21

1.2.2

Customer Agency Name
Month 1, 2020

DEVICES

CommandCentral Evidence integrates with WatchGuard video devices to help field personnel capture
and upload digital evidence from the field. The included digital evidence management tools will help
your agency deploy and manage these devices and manage to keep users focused on critical tasks.

WatchGuard V300 Body-Worn Camera

The WatchGuard V300 HD body-worn camera provides extended operation during long shifts. To
support this continuous operation, officers can easily detach and swap the battery. Charged spares can
remain in a docking station for a quick shift change. This enables agencies to pool camera usage by
reassigning inbound cameras to outbound officers. This keeps cameras in the field, where they are
most needed.

The V300 camera is easy to activate, with four control
buttons and single-press recording. If an officer does not
trigger a recording, the device still captures important
video evidence with the Record-After-the-Fact®
technology. This feature ensures important details are
captured for post-incident review.

The V300 supports automatic wireless upload of video
evidence, allowing officers to stay in contact from the field
without distraction. The WatchGuard V300 uploads to
CommandCentral Vault via a WiFi or broadband network,
such as LTE or FirstNet.

WatchGuard V300 specifications include the following:

e 4k sensor, 1080p max resolution capture, and high
dynamic range.

o 128GB of memory ensures space for a full day of

recorded events.

IP67 rating for all-weather operation.

Top backlit LCD display to view status updates on the go.

Dual-microphone noise reduction.

Lens distortion correction for clear video footage.

Built-in GPS, Wi-Fi, and Bluetooth.

WatchGuard 4RE In-Car Video System

The WatchGuard 4RE In-Car Video System is a robust system that provides panoramic HD video
coverage from a vehicle. This system integrates
two cameras in a ruggedized housing. A primary
camera provides normal coverage area that can
be aimed as needed via a turret-mounted lense.
A panoramic camera captures a wider single-
camera view that is fixed in place. Together,
these cameras use multi-resolution recording to
capture critical event detail while on patrol.

m Motorola Solutions CommandCentéﬁEﬁm%%éogéﬁiBﬁ%Qggypﬁizn 1-2
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Customer Agency Name
Month 1, 2020

The 4RE system features an icon-driven interface and intuitive controls to streamline field operations.
Users can program various sensors to activate a new record event. These sensors include emergency
lights, siren, auxiliary input, wireless microphone, vehicle speed, and crash detection. If a recording
was not triggered by the user or one of these sensors, the device still captures important video
evidence with the Record-After-the-Fact® technology. The system supports wireless video footage
upload to CommandCentral Vault via a WiFi or broadband network, such as LTE or FirstNet.

WatchGuard 4RE specifications include the following:

Up to 80 hours of HD video recording.

256 GB storage capacity.

Certified to MIL STD 810-G standard.

Integrated GPS and crash detection.

Automatic Camera triggers from vehicle equipment.

1.2.3  Fully Integrated Solution

The 4RE In-Car System links with V300 body-wom cameras to create a unified video-policing
system. Any camera (in-car or body-worn) can initiate a recording. Upon initiation, the other cameras
will also begin recording. This feature captures an incident from multiple vantage points and
synchronizes footage for playback and sharing. No one camera acts as a central controller, removing a
single point of failure from the system.

The integrated system includes the body camera system, in-car system, and V300 WiFi dock. When a
body-wom camera is docked in a vehicle, the device can upload data to CommandCentral Vault via
broadband networks such as LTE or FirstNet. This ensures command center staff receive up-to-date
information to inform better decisions.

1.24  Hybrid On-Premise Solution

This solution includes a hybrid on-premise and cloud configuration. With this setup, your agency’s
on-premise Evidence Library solution will integrate with the CommandCentral cloud. This allows
users to manage and share digital evidence within CommandCentral.

13  THE COMMANDCENTRAL PLATFORM

CommandCentral is an end-to-end platform of interconnected solutions that unify data and streamline
public safety workflows from a tip or call to case closure. Through single sign-on capabilities, vour
personnel can access all CommandCentral software applications with one agency usermame and
password for a more streamlined workflow. The CommandCentral platform puts your agency’s data
to better use, improves safety for critical personnel, and helps keep your focus on the communities
you serve.

CommandCentral evolves over time, maximizing the value of existing investments while adopting
new capabilities that better meet your personnel’s growing needs. With cloud-based services and an
agile development methodology through constant user feedback, Motorola Solutions can deliver new
features and functionality in a more manageable, non-intrusive way.

m Motorola Solutions CommandCentéﬁEﬁm%%éogéﬁiBﬁ%Qggypﬁ%n 1-3
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Customer Agency Name
Month 1, 2020

VOICE & HEAL-TIME RECORDS
COMMUNITY EMERGENCY CALL COMPUTER INTELLIGENCE & EVIDENCE ANALYSIS & JAIL & INMATE
ENGAGEMIENT MANAGEMENT AIDED DISPATCH  OPERATIONS MANAGEMENT  INVESTIGATION MANAGEMENT

The CommandCentral End-to-End Platform

14  COMMUNITY INTERACTION TOOLS

CommandCentral Evidence provides a set of Community
Interaction tools to enhance the partnership between your
agency and the public. This solution is the foundation for
transparent community engagement by streamlining the flow of
data between your agency and the people you serve. The toolkit
helps build public trust and increases the value of community
intelligence. As a result, your agency gains new ways to connect
with the public, building collaboration and transparency.

Community interaction centers around CityProtect.com. This
mobile-friendly webpage offers citizens a centralized set of
tools to contribute to public safety. The tools and forms within
CityProtect enable you to create a dialogue with your
community and promote the value of citizen intelligence.
Sharing and receiving important data is streamlined to make
engagement casier.

Agency Page

CommandCentral Evidence provides a dedicated, public-facing
webpage for your agency. This customizable page offers a
unique URL to serve as the hub for community interaction with
access to the tools for the public to connect with your agency.

The agency page shows quick, rotating messages—bulletins (up

to five 244-character messages)—to keep the public informed. Your agency will control the order,
schedule, and expiration date of these bulletins. The page also integrates an agency’s social media
feeds to further unify communications.

Public Submissions

With CommandCentral Evidence, the public can submit information online with an easy-to-use
interface. There are multiple self-service form options for online submissions, such as anonymous
tips, public information requests, and non-emergency submissions. Your agency will decide which of
these forms to deploy and how to personalize these forms with built-in form management tools. The
public can submit tips using these forms on CityProtect, or via anonymous SMS communication.
Together, these submissions help agencies build a more accurate operating picture. TipManager
manages these submissions in a central location and saves digital content in CommandCentral
Evidence. This streamlines public-provided content with officer-captured evidence in a single
repository.

Digital Evidence Collection

CommandCentral Evidence’s digital evidence collection features allows your agency to collect case-
specific digital media from any source without needing a personal device or physical storage, such as
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CDs, USBs, or other devices checked into physical evidence stores. Digital files are automatically
added and tagged within the application, making access to specific
information casy and efficient.

Crime Map

Crime Map is built into the CityProtect home page. Crime Map
automatically publishes crime data and incident information from
your CAD or RMS or CAD system to an interactive, online map. This
map keeps the public informed of local crime activity and offers
visibility into your operations. Crime Map also provides the

following:

o Incident data display with up to hourly updates.
e Primary Agency shapefile.

e Sex offender listing options.

o Crime data download option and action link.

141  Camera Registration

Camera Registration allows citizens to register their residential or
commercial security cameras in CityProtect. Each community
member can create a free CityProtect user account to manage their
camera information. Your agency can then access the location of these cameras and contact the owner
for potential video evidence. The data from these accounts is visualized in a variety of
CommandCentral applications.

P

15  FIELD RESPONSE APPLICATION

CommandCentral Evidence features a mobile application that allows users to capture video, images,
and audio from the field. The application provides advanced camera controls to help users control
what is captured. Integrated metadata population and tagging provides immediate access of content in
the Digital Evidence Management application. This isolation ensures evidence is not accessible by
other apps and ensures an uncompromised chain of custody from the moment of capture.

This application is a capture source for officers, detectives, command staff, supervisors and other law
enforcement personnel. The application’s user interface exists in the same ecosystem as the Digital
Evidence Management tool. The field response application is available on i0S and Android.

16 ~ RECORDS MANAGEMENT

CommandCentral Evidence’s record management capabilitics allow users to quickly and easily search
video, audio, images, and other digital content. It then stores that data in a central cloud-based
location, streamlining access and management across your organization to reduce the complexities of
record management. As a result, this solution helps save your personnel valuable time and allows
them to focus on critical tasks.

Records Management offers users the following features to benefit management workflows:

e Consolidated Record View — Enter and view incident data, officer narrative, and digital evidence
with one user interface, allowing officers to spend more time in the field.
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e Task Creation and Assignment — View, create, and assign tasks or projects for the day as part of
the Insights Dashboard. This helps build and close cases faster by tracking progress and assigning
ownership to activities.

e Unified Search — Find specific information faster by searching across all agency data.

e Master Indexes — Validate data on persons, vehicles, and organizations against the master
indexes. For example, agencies can verify that an arrested person, person of interest, or suspect’s
information is accurate.

e Compliance Verification — Prompt officers for the information they need so you can check reports
before submission and save response time.

e Record Quality Control — Keep data clean by identifying, merging, and de-duplicating records
automatically.

e Trusted Agency Sharing — Remain in control of your data when you share case information with
other agencies.

¢ Judicial Case Sharing — Share validated evidence items with trusted judicial partners for use in
court, with a verifiable chain of custody.

o  Crime Predictions in Dashboard — Monitor activity and set threshold alerts to identify and address
crime trends.

s Data Insights Reporting — Access critical insight with pre-built reports and dashboards to make
data-driven decisions,

1.7

DIGITAL EVIDENCE MANAGEMENT

CommandCentral Evidence’s digital evidence management tools streamline collecting, securing, and
managing multimedia evidence. These tools simplify how a secure digital evidence library is built by
incorporating data from multiple sources into a unified evidence storage framework. Users can upload
digital evidence from a variety of sources to quickly build cases. Evidence stored within the tool is
casy to search, correlate, and review alongside other case-related information from your CAD or
RMS database. Relevant content can be marked and intelligently sorted to quickly locate critical
information from a central touchpoint. This unified storage framework allows personnel to make
informed decisions from an organized and complete case evidence view, while offering an access
control system to allow only authorized personnel to view sensitive information.

1.71  Store and Manage

CommandCentral Evidence simplifies building a secure digital evidence library by incorporating data
from multiple sources into a unified evidence storage framework. Users can upload digital evidence
files from a variety of sources to build cases. Products from Motorola Solutions, such as body-wom
cameras, in-car cameras, the mobile field response application, and other CommandCentral software,
automatically transmit data to Digital Evidence Management. This saves the time and effort needed to
manually upload files. Once the content is securely stored, content management is more efficient.

Digital Evidence Management streamlines content management workflows, with tags and metadata
that make it easier to correlate, search, and manage evidence. The application automatically links
evidence based on the tags and metadata attached to those files, helping users find additional
contextual information on an incident and build cases quickly. Users can search and filter content to
locate additional relevant data to link to a case or incident. To quickly access evidence items that they
frequently need to reference, users can group or bookmark files within the interface.

CommandCentral Evidence provides unlimited storage for events captured by the WatchGuard V300
where the applied data retention period does not exceed one year for non-evidentiary recordings or 10
years for evidentiary recordings (recordings associated with a case). Additionally, the video recording
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policy must be event-based (policies that require officers to record their entire shift will not qualify
for this plan). For non-camera data storage (data not captured by the body camera and/or in-car
system), agencies receive S0GB of storage per device, per month, pooled across all devices in the
program.

CommandCentral Evidence provides unlimited storage for events captured by the WatchGuard 4RE
system where the applied data retention period does not exceed one year for non-evidentiary
recordings or 10 years for evidentiary recordings (recordings associated with a case). Additionally,
the video recording policy must be event-based (policies that require officers to record their entire
shift will not qualify for this plan). For non-camera data storage (data not captured by the body
camera and/or in-car system), agencies receive S0GB of storage per device, per month, pooled across
all devices in the program.

1.8  OPTIONAL INTERFACE

CommandCentral Evidence includes an optional interface that uses different mechanisms (DB
polling, REST, file polling) to extract required data fields. The interface maps data fields to a
corresponding format accepted by CommandCentral Evidence, and sends them to the respective
applications service.

1.8.1 Interface Server Requirements

A customer-provided virtual machine is required to support the interface. The virtual machine must
meet the following minimum specifications:

2 vCPU.

8GB RAM.

40GB Hard Drive.

VMWare 5.5U2 1 CPU License or Hyper-V License.
Access to Customer-Provided Internet.

The customer-provided virtual machine will allow CloudConnect to be installed to enable
CommandCentral cloud applications to connect to on-premises applications, like CAD/RMS systems.
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In a world full of cellphones and connected video devices, sometimes
the only reliable witness to an incident is one you carry with you each
day. Make sure it's always ready. The V300 continuous operation body-
worn camera remains operational well beyond a 12-hour shift, capturing
crystal clear video and audio of every encounter from the perspective

that matters most.

DETACHABLE BATTERY

Easily change the V300's rechargeable battery
while on the go. Keep an extra battery at the ready
for unexpectedly long shifts, extra shifts or part-
time jobs where a body-worn camera is required.

BUILT-IN DISPLAY
A clear LCD display on the top of the camera
allows easy viewing of device status.

RUGGED & DURABLE

Tested ruthlessly to survive in a public safety
environment, the V300 is shockproof, and
waterproof to IP67.

AUTOMATIC WIRELESS UPLOADING

Send critical video back to headquarters while
still in the field. When docked in the car, the
V300 body camera uploads to cloud-based or
on-premise evidence management systems
via wireless networks like LTE and FirstNet,
anytime, anywhere.

NATURAL FIELD OF VIEW

Eliminate the fisheye effect from wide-

angle lenses that warps video footage. Our
distortion-correction technology provides clear
and complete video evidence.

ABSOLUTE ENCRYPTION

Elevate your data security with encryption at
rest and in transit. The V300 guards your data
and your reputation.

RECORD-AFTER-THE-FAGT

Go back in time and capture video from
events days after they happened, even when
a recording wasn't automatically triggered or
initiated by the officer.
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CASE CORBELATION

Intelligent correlation to computer-aided
dispatch {CAD) and records management
system (RMS} data facilitates faster review
of case evidence, alleviating the burden of
manually compiling evidence.

UNIFIED SEARCH

Cen