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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

 
 

______________________________________________________________________________ 
            )                                 
CITIZENS FOR RESPONSIBILITY AND ETHICS     ) 
IN WASHINGTON,           ) 
                              )      Civ. Action No. 22-3350- TSC 
   Plaintiff,                                       )      
                                  ) 
                                  )   

v.                                                              )        
                                  )   
                                                                                         )              
U.S. DEPARTMENT OF HOMELAND SECURITY,  ) 
et al.,              )             
            )                              
   Defendants.                                  )    
____________________________________________ _______________________________ 
 

DECLARATION OF GLORIA R. ARMSTRONG 
ASSISTANT DIRECTOR 

OFFICE OF PROFESSIONAL RESPONSIBILITY 
UNITED STATES SECRET SERVICE 

 
 I, Gloria R. Armstrong, make the following declaration in lieu of affidavit pursuant to  

28 U.S.C. §1746: 

1.  I am employed by the United States Secret Service (“Secret Service” or “Agency”) as 

an Assistant Director (“AD”), Office of Professional Responsibility (“RES”).  This is an 

SES position, ES-1811-00.   I have been employed by the Secret Service since 1995, and 

assigned as the AD of RES since April 25, 2021. 

2.  RES reviews and investigates the actions of Secret Service personnel, programs, and 

offices to determine compliance with, and adherence to, internal and external policies, 

procedures, and protocols.  This office uses consistent, transparent fact finding 

mechanisms to identify accountability, professional responsibility, efficiency, and 

Case 1:22-cv-03350-TSC   Document 9-2   Filed 03/02/23   Page 1 of 21



2 
 

effectiveness issues throughout the organization.  RES provides the Director, Executive 

Staff, Office of Integrity, and office managers with objective, unbiased assessments of 

its findings for their review and potential imposition of corrective and/or disciplinary 

action.  RES oversees the Secret Service’s Inspection Division, which conducts internal 

affairs investigations and office compliance reviews by gathering facts in a professional 

and impartial manner. 

3. All Secret Service employees were notified by Official Message dated January 25, 2021 

that Secret Service-issued iPhone and/or iPad devices would begin migrating to the 

Microsoft Intune Mobile Device Management System (“Intune migration”) on  

January 27, 2021.1  Employees were notified that enrollment of iPhones and/or iPads in 

the new Intune system would erase all data on the mobile devices to include contacts, 

iMessages2, photographs, notes, and files.  Included in this Official Message was a link 

that contained a content preservation guide to prevent permanent data loss.  With respect 

to text messages (including iMessages), each employee was instructed to verify whether 

there were messages on each device that needed to be preserved, and provided 

instructions for preserving those messages.  Employees were instructed to take a 

screenshot of those messages, then either email the photos to themselves, or upload them 

 
1 In the summer of 2020, the Secret Service’s Office of the Chief Information Officer (OCIO) began considering 
various Microsoft Office 365 suite tools, including Microsoft Intune, for agency use. Feasibility studies for Intune 
began in September 2020 and planning for the migration continued for several months. In mid-December 2020, the 
OCIO determined that the Intune migration would be implemented on an agencywide basis. However, to avoid 
disruption to agency IT systems during a critical time period, OCIO elected to begin the migration after the 2021 
Presidential Inauguration—a large scale National Special Security Event protected by the Secret Service—was 
completed. The Intune migration commenced seven days after Inauguration Day, i.e., on January 27, 2021. 
2 iMessages are texts, photos, or videos that are sent to another iPhone, iPad, etc. over Wi-Fi or cellular-data 
networks. They are always encrypted, as opposed to SMS/MMS messages.  Although Verizon, the Secret Service’s 
cellular phone service provider, maintained SMS messages for seven days after they were transmitted, Verizon did 
not maintain iMessages. 
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to Microsoft OneDrive.3  See Official Message and Content Preservation Guide, Exhibit 

A. 

4. From January 27, 2021 to April 1, 2021, the Secret Service conducted the Intune 

migration. Over the course of the migration, all Secret Service iPhones enrolled in 

Intune. The Intune enrollment process caused all data on the iPhones to be erased. 

Accordingly, iPhone data that was not backed up or otherwise preserved prior to an 

iPhone’s enrollment in Intune was lost.  

5. By memorandum dated February 5, 2021 (received by the Secret Service on  

February 9, 2021), the Department of Homeland Security’s Office of Inspector General 

(“DHS OIG”) notified DHS and certain of its components (to include the Secret Service) 

that they were opening a review/audit to evaluate DHS’ and its law enforcement 

components’ preparation for and response to the events at the U.S. Capitol on  

January 6, 2021.  At various points throughout the review/audit, the DHS OIG sought 

from the Secret Service texts sent or received by certain individuals. 

6. Due to the role of RES within the Secret Service, RES, through its Inspection Division, 

has been involved with efforts to recover text messages that may have been lost during 

the Secret Service’s Intune migration. However, the Secret Service had already 

attempted to recover responsive texts from Verizon, and was unable to do so given that 

(1) Verizon only maintained SMS messages for seven days after they were transmitted, 

and this time frame had passed; and (2) Verizon did not maintain iMessages. 

 
3 Microsoft OneDrive is a “cloud” file storage service used by the Secret Service. Secret Service employees can use 
OneDrive to backup files from their mobile devices and preserve the files remotely on Microsoft servers.  Notably, 
Secret Service iPhone users were unable to use “iCloud,” Apple’s cloud storage service, to preserve texts. iCloud 
backup was disabled by the Secret Service’s OCIO for agency iPhones, and there was no other automated backup of 
iPhone text messages with the exception of Verizon’s seven day storage of SMS texts. 
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I declare under penalty of perjury that the foregoing is true and correct to the best of my 
knowledge and belief. 
 
 
___________ ____________________________  
Date        Gloria R. Armstrong 
        Assistant Director 

 Office of Professional  
 Responsibility 

        United States Secret Service 

garmstrong Digitally signed by garmstrong 
Date: 2023.03.02 17:16:51 -05'00'
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