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AAES-RM (25-1i) 25 October 2022 

MEMORANDUM FOR Chief Records Officer for the United States Government 
(Mr. Laurence Brewer); 8601 Adelphi Road, College Park, MD 20740 

SUBJECT: Response to 5 August 2022 NARA Information Request 

1. References.

a. Washington Headquarters Services, Office of the Secretary of Defense Records
Administrator letter to Office of the Chief Records Officer for the U.S. Government 
(Mr. Laurence Brewer), 24 October 2022  

b. Deputy Secretary of Defense memorandum (Records Management
Responsibilities for Text Messages), 3 August 2022 

c. All Army Activities message 054/2022 (Retention of Text Messages on
Government Furnished Equipment), 9 August 2022 

d. Title 44, U.S. Code, section 3101, et. seq.

2. This memorandum responds to your 5 August 2022 request for the Department of
the Army (DA) to conduct an investigation into the apparent loss of certain Headquarters,
Department of the Army (HQDA) records containing telephonic text messages of former
senior officials. HQDA utilizes the Defense Information Systems Agency (DISA) and the
Joint Service Provider (JSP) as the information technology (IT) vendor for HQDA IT
requirements. Our review and the responses that follow rely on the information
contained in references cited above.

a. A complete description of the records with the volume and dates if known. When
government-furnished mobile devices were returned to the mobile service provider for 
HQDA, in accordance with DA practice at the time, all data resident on the device was 
erased before the device was reprovisioned to a new user or retired and returned to the 
mobile service carrier. Therefore, the HQDA Records Management Directorate (RMD) 
is unable to discern whether any Federal records were resident on these mobile devices 
or what the volume or nature of any such records may have been. Any email 
communications sent and received on those mobile devices using government email 
applications, while erased from the mobile devices themselves should, and we believe, 
have been captured and retained in accordance with procedures put in place by DISA, 
the JSP enterprise email service provider, and Army records managers. 
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b. Office responsible for maintaining the records. The Army concurs with the
statement made in reference 1a that the components, to include the Service 
components, had the responsibility to appropriately maintain records resident on mobile 
devices. Pursuant to Department of Defense Instruction 8170.01 (Online Information 
Management and Electronic Messaging), the user had to ensure potential records 
resident only on a mobile device were transferred into the Service’s appropriate storage 
and archival locations.  

c. Exact circumstances surrounding the removal, defacing, alteration, or destruction
of records. Prior to 3 August 2022, when government-furnished mobile devices were 
returned to the HQDA mobile service provider, all data on those devices were erased by 
resetting the devices to their factory settings. Therefore, potential records requiring 
retention that were resident only on these devices were erased.  

d. Safeguards established to prevent further loss of documentation. Pursuant

to references 1b and 1c, government cell phones that are due to be replaced, for any 
reason, are no longer being re-provisioned until all records are properly safeguarded. 
The Army will continue to comply with DoD guidance in this regard.  

e. Actions taken to salvage, retrieve, or reconstruct the records. The Army concurs
with the statement in reference 1b that any retrieval of the data resident on the phone 
cannot be reconstructed due to commercial vendor practices.  

3. Should you require further information, please contact me at (703) 473-0613 or
joyce.luton2.civ@a my.mil.

JOYCE LUTON 
Director, Records Management Directorate 

LUTON.JOYCE.
1117770326

Digitally signed by 
LUTON.JOYCE.1117770326
Date: 2022.10.25 20:50:34 
-04'00'
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