Message

From: (b)(6), (b)(7)(C)

Sent: 11/15/20215:08:39 PM

To:

CC:

Subject: RESPONSE REQUIRED 11/16 12PM: WMB input for Nov 8-12

Attachments: RIM Weekly Management Briefing 211108.docx

Good afternoon!

weekly. We are currently reporting

® Capstone {1 &)

e Recommendation Closure ! __(b)(6),(b)(7)(C) _:

Please provide any updates for your respective area covering the week of November 8-12. If you do not have any
significant updates for last week, please let me know. If you have items you feel warrant submission to the WAR
(CBP/ES leadership) please provide the information with a background narrative and let me know specifically that you
feel it should go to the WAR. Please send me your updates by NOON EST tomorrow. If you have any questions, please
let me know.

Thanks,

i _(b)(6), (b)(7)(C) __:
Project Manager
Contact Info: Teams4 (b)(6), (b)}(7)(C) :
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Capital Advisors on Technology, LLC
Records and Information Management
OIT | CBP | DHS

RIM Website | Emall Us
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Message
From: (b)(6), (b)(7)(C)
Sent: 1/24/2022 2:48:09 PM

(b)(6), (b)(7)(C)

Wickr also has to be Log4J compliant (FISMA)....Cyber threat
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Message

From: (b)(6), (b)(7)(C)
Sent: 1/24/2022 2:48:55 PM

To:

(b)(6), (b)(7)(C)

Wickr is used by USAF...and DHS official...
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Message

From: g (b)(6), (b)(7)(C)
Sent: 1/24/2022 2:53:24 PM
To:

(b)(6), (b)(7)(C)

_________________________________________________________________

oversees WICKR along with the rest of the contractor team
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Message
From: t (b)(8), (b)(7)(C)
Sent: 11/8/2021 7:26:10 PM

(b)(6), (b)(7)(C)

Laurence Brewer Chief Records Officer for the US Government sent a letter (see attached) to (b)), b)7)(C) iChief
Information Officer (C1O), DHS Senior Agency Official for Records Management (SAORM), and L(b)(6), (b)(7)(C) :
CBP Chief Records Officer (CRO), regarding CBP's planned deployment of Wickr and information that NARA
received in the Office of Inspector General (OIG) report, "CBP Targeted Americans with the 2018-2019
Migrant Caravan” (link to the report: OIG-21-62 - CBP Targeted Americans Associated with the 2018-2019 Migrant
Caravan (dhs.gov)) regarding the use of WhatsApp and possible unauthorized destruction of records.
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Message

From: (b)(6), (b)(7)(C)
Sent: 3/10/2022 1:33:07 AM
To: (b)(6), (b)(7)(C)

Confirmation that your Wickr Pro account will be deleted if you still have access to it and it is in use OR to
make it easier, approval for CBP to initiate deletion via Wickr to ensure no conflicts for your user account occur
accidentally. The data within will be lost regardless.
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Message

From: (b)(6), (b)(7)(C)
Sent: 2/8/2022 4:01:25 PM
To: (b)(6), (b)(7)(C)

Game. Want me to put something on the books? Need to decommission 2 other wickr ports as well. Straight
deletion events. Everything is shutdown onenet inbound e.g
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Message
From: ! (b)(8), (b)(7)(C) i
Sent: 5/24/2021 3:29:37 PM

To: (b)(6), (b)(7)(C)

e How can WICKR validate non CBP users and provide secure confirmation that a user is who they said they are?

e [f an outside device (NON CBP GFE) using WICKR ME or WICKR Enterprise where is the data reside.

¢ How is WICKR ME preventing data leaks. When CBP users are transmitting text/files/images the comms need to be
configured to burn on read not allow screen shots.

e If Wickr Me federation is enabled and has been established by Wickr Support, your local Enterprise users can be
found by Wickr Me users. The full email address must be known by the Wickr Me user to be discovered. Do not
enable Wickr Me federation unless your team is confortable with potentially being found by Wickr Me users.

e What is the current status for High Availability offered by WICKR.
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Message

From: (b)(6), (b)(7)(C)
Sent: _7/6/2021 4:11:15 PM
To: % (b)(6), (b)(7)(C)

Its a quick thing I need to test for Wickr. I am going to delete your account and I need to see if you can come
back in with no problems
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Message

From: (b)(8), (b)(7)(C)
Sent: 7/8/2021 8:08:00 PM
To: (b)(6), (b)(7)(C)
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Message

From: : (b)(6), (b)(7)(C)
Sent: 8/3/2021 7:01:09 PM

To:

(b)(6), (b)(7)(C)

just a reminder all of your wickr data will get deleted
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Message
From: (b)(8), (b)(7)(C)
Sent: 8/10/2021 1:32:32 PM

To: 5

(b)(8), (b)(7)(C)

P’ll take a look at what I can find. I have to delete hundreds of users from Wickr and Thousands from ATAK
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