





















































Office of the Attorney General
Washington, B.L. 20530

February 18, 2005 MAR 195 ROV
5 ¢

The Honorable Michae! Chertoff
Secretary of Homeland Security
Washingron, DU 20528

Dear Secretary Chentoff

The Department of Justice welcomes the opportunity to review the guidelines
provided by the Department of Homeland Security (DHS) on Decamber 16, 2004, reparding
the exercise of law enforcement authorities by certam officers and agents of DHS in
accordance with section 1706(b} of the Homeland Security Act of 2002, Pub, L. 107-296
{amending 40 US.C. § 1315} We recognize the key role played by DHS in protecting
federal property and the safety of persons on such property. Once finalized, these guidelines
will provide DHS's officers and agents with important direction as they perform their duties.

The Department has reviewed the draft guidelines provided to us in accordance with
40U.8.C § 1315(f). Pursuant to our review, the Department of Justice approves these
guidelines, which are enclosed. Please let us know if there is any further assistance we can
provide to facilitate the process.

Bincerely,

A eyl

Adberto R. Gonzales
Attorney General

Enclozure
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GUIDELINES FOR THE EXERCISE OF LAW ENFORCEMENT
AUTHORITIES BY OFFICERS AND AGENTS OF THE DEPARTMENT OF
HOMELAND SECURITY UNDER 40 U.S.C. § 1315

AUTHORITY AND SCOPE

On November 25, 2002, the President signed into law the Homeland Security Act of 2002
{the Act), Pub. L. No. 107-296, 116 Stat, 2135 (Nov. 25, 2002). Bection 1706 of the Act
amended 40 US5.C. § 13135 to vest in the Secretary of the Department of Homeland
Security (the Secretary}, the authority to protect buildings, grounds, and property that are
owned, occupied, or secured by the Federal Government {including any agency,
instrumentality, or wholly-owned or mixed-ownership corporation thereof) and the
persons on the property.

As provided in 40 ULS.C. § 1313(b)(1), the Secretary may designate emplovees of the
Diepartment of Homeland Security (DHS) as officers and agents for duty in connection
with the protection of property owned, occupied or secured by the Federal Government
and persons on the property. Furthermore, 40 US.C. § 1315(b)2) enumerates the
powers that these designated officers and agents may exercise in carrying out their
official duties and such other activities for the promotion of homeland security as the
Secretary may prescribe.

This document, when approved by the Secretary sand Attorney General in accordance
with 40 U.8.C § 1315(f), constitutes the guidelines that will govern the exercise of the
law enforcement powers of DHS officers and agents designated by the Secretary under
40 UL8.C. §1315(bX D).

GENERAL TRAINING REQUIREMENTS
A. Law Enforcement Training

Prior to being authorized to exercise the powers set forth in 40 US.C. § 1315 (b)(2),
designated officers must have completed the Mixed Basic Police Training Program or
another approved program at the Federal Law Enforcement Training Center (FLETC), or
& substantially similar program as approved by the Secretary or the Secretary’s designee.
Additionally, each criminal investigator or designated officer or agent acting in a similar
capacity must also successfully complete the Criminal Investigator Training Program at
FLETC, or substantially similar programs as approved by the Secretary or the Secretary’s
designee.

Officers and agents shall successfully complete periodic refresher and/or post-basic

training, in areas that include, for example, search and seizure, arvest, firearms, trial
process, the enforcement of criminal and civil laws, and investigative procedures.
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EXERCISE OF AUTHORITY
A, Use of Force

Designated officers and agents are permitted to use that amount of physical force
reasonably necessary to assure comphiance with lawful commands and overcome all
resistance. Designated officers and agents shall comply with all applicable DHS policies
on the use of force.

B. Deadly Force Policy

Designated officers and agents may use deadly force only when necessary, that is, when
an officer or agent has a reasonable belief that the subject of such force poses an
tmminent danger of death or serious physical injury to the officer or to another person.
Dieadly force may not be used solely to prevent the escape of a fleeing subject.
Designated officers and agents shall comply with the DHS Use of Deadly Force Policy.

C. Arrest with a Warrant

‘When the need to make an arrest is reasonsbly foreseeable, a warrant shall be obtained.
Warrants will be sought only in connection with official activities. Decisions to seek
arrest warrants should be coordinated with the appropriate U.S. Attorney’s Office or
Departiment of Justice, Criminal Dvision.

D. Arrest without a Warrant

Pursuant to 40 ULS.C.8 1315 (b2XC), authority to arrest without a warrant exists for any
offense against the United States committed in the presence of the officer or agent or for
any felony cognizable under the laws of the United States if the officer or agent has
probable cause to believe that the person to be arrested has committed or is committing a
felony.

E. Arrest of Juveniles

in the event an arrest of a juvenile ocours, the Juvenile Delinguency Act of 1974, 18
UB.C. § 5031 &1 seq., reguires strict compliance with specific procedures, The
appropriate U.8. Attorney’s Office should be notified before an individual known toa
designated officer or agent to be a juvenile is arrested, except in exigent circumstances,
Ins the event of such arrest in exigent circumstances, advice should be sought immediately
from the appropriate U8, Attorney’s Office.

F. Searches with Warrants

Designated officers and agents are required to conduct searches under the authority of a
search warrant, except under narrow exceptions as defined by law,

FOIA CBP 003340



G. Searches without Warrants

The preference for search warrants is subject to the following exceptions: search incident
to a lawful arrest; search by consent; routine inventory search, administrative search, and
search under emergency or exigent circumstances.

H. Service of Summonses and Subpoenas

Designated officers and agents are authorized to obtain and execute search and arrest
warrants, as well as obtain and serve subpoenas and summonses, 1ssued under authority
of the United States.

i, Firearms

Only those officers and agents who are authorized in writing and issued a credential to
hear firearms shall carry firearms in the performance of their official duties and only in
accordance with DHS policies governing the carmage, training, maintenance, and use of
firearms and other similar policies pertaining to firearms. This authorization is 1o be
granted only after the officers and agents have successfully completed approved fircarms
training,

Designated officers and agents will conform firearms training and recertification to DHS
or FLETC standards, or other substantially equivalent standards approved by the
Secretary or bis designee,

AUTHORITY TO ENFORCE STATE AND LOCAL LAWS
A. Enforcement of State or Local Laws

In addition to any previous authority granted or agreements in effect, the Secretary or the
Secretary's designee may enter into agreements with Federal agencies and state and logal
governments to obtain authority for designated officers and agents to enforce state and
local bews io gonnection with the protestion of property owned or oceupied by the
Federal Government and persons on the property. When so authorized, designated
officers and agents are permitted to take action in the course of their duties consistent
with Federal, state or local law.

B. Additional Required Training
Prior o taking any law enforcement action under state or local law pursuant to an
agreement described in Part A, designated officers and agents, in addition to complying

with the General Training Requirements of these Guidelines, must attend any applicable
state and local law enforcement familiarization training and review appropriate malerials.
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INVESTIGATIVE PROCEDURES AND TECHNIQUES
A, Investigations

Designated officers and agents shall be authorized to conduct investigations of violations
of law within their jurisdiction. Such investigations shall be conducted in accordance
with applicable DHS policies and procedures.

B. Interception of Wire, Oral and Electronic Communications

Designated officers and agents shall be authorized to intercept wire, oral, and electronic
communications only in accordance with law, e.g., 1B US.C. §§ 25102522, 2701-2711,
and 3121-2127, and in accordance with DHS and Attomey General policies governing
the intercept of such communications.

€. Undercover Operations (UCOs)

Designated officers and agents may conduct undercover operations in accordance with
DHS policies, including component policies and procedures. The approval and execution
of undercover operations will include adherence to guidelines on UCOs, submitting
operational plans with the concurrence of the U8, Attorney or federal prosecutor
responsible for the investigation, and approval by DHS® Undercover Review Committee,
inctuding that of the component, as required.

D. Consensual Monitoring in Certain Situations

Designated officers and agents may engage in consensual monitoring in accordance with
[DHS policy and the Attorney General’s May 30, 2002 memorandum on Procedures for
Lawfol, Warrantless Monitoring of Verbal Communications, requiring the prior approval
of the Director or an Associate Director of the Department of Justice Office of
Enforcement Operations in specified sensitive circumstances. In such cases, the
responsible Federal prosecutor for the investigation shall be consulted before the
consensual monitoring occurs.

NOTIFICATION AND COORDINATION POLICIES

A. Notification to Other Investigative Agencies with Concurrent Federal
Turisdiction

When an investigation might involve the participation of another law enforcement agency
with concurrent jurisdiction, designated officers and agents will notify and coordinate
their activities with the other agency.
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In investigations in which allegations beyond the scope of the authority of DHS arise, the
designated officer or agent shall notify the appropriate investigative agency and
prosecuting authority of the allegations.

B. Coordination with United States Attorneys

Designated officers and agents will coordinate with the responsible United States
Attomey at the earliest reasonable opportunity and will ensure that all investigative
activities are conducted consistent with the internal policies of the United States
Attomey.

DISCLAIMER

These guidelines are set forth solely for the purpose of internal agency guidance, They
are not intended to, do not, and may not be relied upon to create any rights, substantive or
procedural, enforceable at law by any third party in any manner, civil or criminal, and
they do not place any limitations on otherwise lawful activities of the agency. No
provision of these Guidelines shall Himit the role of DHS organizational elements’
performance of law enforcement activities under existing authorities,

These Guidelines shall govern the execution of powers granted in § 1706 of the

Homeland Security Act of 2002, Public Law No. 107-296 and in no way diminish any
suthority or power granted to officers and agents by any other source.
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