General > Postbyi  (b)(6), (b)(7)(C)  ijul 1, 2021

7/1/21 11:45 AM

Hello everyone, You may get a new invite to join wickr. The configuration has changed and compliance
change. Very simple to re-enroli, but if you have questions, please let me know.

[2/110:54 AM]i __ (b)(6), (b)(7)(C) __!just spoke withimm=miabout the wickr foia

[2/1 10:54 AM} (b)(8), (BX7)C) ithere's an 80 chance she's just PDFing her entire wickr folder on
outlook and sending it to me LOL

[2/49:21 AM].___ (b)(6), (b)(7)(C)
Good morning, Ok, have another question is there a way to send you a folder full of adobe, or do i just
need to email you all of these. | think it is 8 or 9 that i found

[2/4 9:24 AM] (b)(8), (b)(7)(C) ;
since made it easy, here they are
[FW_ Wickr User Accounts Transition to Compliance Network.pdf]

(b)(7)(E)

[4/14 12:50 PM].___ (b)(6), (b)(7)(C)___ !
(b)(6), (b)(7)(C)
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(b)(7NE) 12/2/21 11:02 AM

Secure messaging came up on this call too. Everybody and their brother still on What's App of
course. Sounds like they finally limited the ability to download it on gov devices. Told the group we
have 3000 licenses for Wickr, an ATOd system. There is a workgroup currently assessing the records
retention, privacy, etc. of a few options. WhatsApp, Wickr, and Signal were specifically mentioned.

(bX7)(E) i12/28/21 847 AM

Furthermore, WICKR uses open source code for their application, and rather than resolving it
themselves they are awaiting the open source community to post a fix, against which they will test it
against/with their application. Therefore, they have no ETA on when they will have a fix pending the
open-source community.”

(b)(7)(E) 12/28/21 8:54 AM

Well we both know that none of this (including user count) is good for Wickr

(b)(7)E) 111/19/21 2:46 PM

unrelated, | guess you caught up with wickr and rebooted discussion about federation to wickr pro.
going to get folks together to talk more but wanted to check with you if any landmines or relevant
context

(b)7)E) 12/28/21 8:54 AM

Biggest hindrance for Wickr is that it's mostly pointless for CONUS users when they have access to
teams. it's the OCONUS teams that need it
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(b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)
5-18-22
MS Teams Chat
o

s All
e Messages
»  People
s Files

Type

Teams and channels

From

Date

@mentions me
Has attachment
Hide apps & bots

Top results

(b)(6), (b)(7)(C)

11/8/21 12:59 PM
Go to message
NARA Letter Check-inMesting chat

-Whatsapp and Wickr are SMS or MMS services, so not sure this specifically applies to them

technically | don't believe Whatsapp and Wi... by (b)(6), (b} (7)(C)
' (b)(6), (b)(7)(C) 11/8/21 12:59 PM

technically | don't believe Whatsapp and Wickr are SMS or MMS services, so not sure this specifically
applies to them
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10/28/21 11:37 AM
Go to message
Discuss CBP RIM Action Plan to address NARA letter-part 2Meeting chat

WhatsApp and Wickr have resuited in the unauthorize destruction of Federal records
before the approved retention period.

(b)(8), (b)(7)(C). _i10/28/21 11:37 AM

The Federal Records Act requires all Federal Agencies retain records for a period of time
authorized by the NARA-approved records retention schedules. Use of WhatsApp and
Wickr have resulted in the unauthorize destruction of Federal records before the
approved retention period.

e (b)(6), (b)(7)(C)  iin mesting chat

10/28/21 11:39 AM
Go to message
Discuss CBP RiM Action Plan to address NARA letter-part Z2Meeting chat

~WhatsApp and Wickr do not retain messages consistent with NARA-approved retention

schedules, their use violated this the Federal Records ACT and CBP ..

The Federal Records Act requires all federa... by (b)(6), (b)(T)(C)

(b)(6), (b)(7)(C) 110/28/21 11:39 AM

The Federal Records Act requires all federal agencies retain records for periods of time
authorized by NARA-Approved records retention schedules. Because WhatsApp and Wickr do
not retain messages consistent with NARA-approved retention schedules, their use violated this
the Federal Records ACT and CBP and DHS policy. This resulted in illegal and Unauthorized
Destruction of important federal records.
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[

10/27/21 11:02 AM

Go to message
wiattachments - PRIORITY - discuss OIG report on use of WhatsApp and WickrMeeting chat

-overall WhatsApp//Wickr solution as an interim state (may include a grandfather clause for
a while) and final transition state, This memo should be ...

FYSA and ACTION - Please send to all OIT XD... byi (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C) 10/27/21 11:02 AM
FYSA and ACTION - Please send to all OIT XDs, CTO and Division Directors through your
Taskings process

WhatsApp//Wickr solution as an interim state (may include a grandfather clause for a
while) and final transition state. This memo should be sent to the parties affected in
CBP and should include RIM considerations. [ENTSD]

« It should also be briefed at OIT staff and ITGC as a news/action item underway. [CTO]

o (b)(6), (b)(7)(C) i meeting z:%%a%:l

10/28/21 11:31 AM

Go to message
Discuss CBP RIM Action Plan to address NARA letter-part 2Meeting chat

Wickr
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All results

(b)(6), (b)(7)(C)

&

11/17/21 1:56 PM

Go to message

Messaging Apps Policy Working Group *NEW TiME*Meeting chat
fexts from Wickr.

[no message was available]

One Drive:

Search Results in Qnellvive - U5 Costoms and Bordes Protection

o _
i (b)(6), (b)(7)(C) i

ustoms and Borde.,

322 4251 PR

Ynatesopi-22-5-16 513, Clsers\zhygbttdOneDive - US Cumtams and Borde.

[N -
eports

[This document.]

Audit-7737%20Wic
krwhatsApp)_status

Audit-7737%20(Wic
krwhatsApp)-22-5-1
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Sort by Date Modifisd

Last BMonth &

Sanuary 20228 -
[™ 22112 Weg app .

g Back to OIG b clanbe the sofarenee to Weke

O Intendesn

B - discussion of Whalsdnp snd Wicke
Nowvernher 2021 o

OIG Report/NARA Letter Agenda
onday, Novernher 3, 2021

2559 P

What is outline for report to NARA?

CBP FOIA NOV23 000007



[ FILENAME \* MERGEFORMAT ]

Sample Agenda:
Meeting purpose and desired outcome
1. provide input to address the NARA Letter to include unauthorized destruction
2. provide specific information related to the use of and retention practices for records created by
WhatsApp and Wickr.
3. talk with the OFO POCs that participated in the OIG audit interviews and/or are working on
remediation responses to the six recommendations that OIG cited in their report.

Introductions
Set stage: plan and schedule to respond to NARA letter, who is involved - what is needed high level.
1. Ensure that Records Management regulations are being adhered to
2. Ensure that the CBP is regulating the use of these messaging applications consistent with
NARA’s and the Department’s records management policies
3. Ensure that CBP is communicating to all employees that they cannot use these applications to
circumvent their records management responsibilities and that all employees are aware that
they must be retaining all messages that are federal records in accordance with agency policy
and all applicable NARA-approved records schedules

General Questions:
e Have you read the OIG Report?
e Have you read the NARA Letter?
e Rolein OIG Audit and OIG Audit Remediation activities
e Rolein Records Management - are you working with your RAE or LRIM to address the records
retention schedules for communications apps?
¢ Rolein Recommendation 6
e Specific Questions (see below)
e Anyone else we should contact for information to complete response to NARA Letter
©  Recover any of the lost communications from WhatsApp?

Specific Questions:

Concerning the unauthorized destruction of records in the OIG Report (Scope - WhatsApp and Wickr

during the period in guestion in the OIG Report during 2018 to 2019), can you provide any of the

following?

a complete description of the records with volume and dates if known;

description of the office maintaining the records;

3. astatement of the exact circumstances surrounding the removal, defacing, alteration, or
destruction of records;

4. astatement of the safeguards established to prevent further loss of documentation;

5. details of the actions taken to salvage, retrieve, or reconstruct the records.

6. any records management corrective actions that CBP will be required to implement as a result
of the OIG investigation

7. any documentation in the form of policies, training, approved records schedules or other
resources CBP has established to mitigate the records management risk associated with the
improper use of Wickr, WhatsApp, or similar messaging applications.

8. Any detains on the 4 officials in the report to support point 1 above?

N

&
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a. From page 28/31-..... Unless the four CBP officials’ WhatsApp accounts were their
official CBP electronic account, they likely violated 44 U.5.C. § 2911, because they did
not copy or forward all WhatsApp messages to their official CBP accounts.

Reference: List of Recommendations:
Recommendation 1: Update Customs Directive No. 4320-003, July 1990 (TECS Directive) to
clarify the appropriate bases for placing lookouts and provide training to all CBP officials who
have the authority to place lookouts.
CBP Response to Recommendation 1: Concur. CBP will update lookout placement
procedures in the TECS Directive. Additionally, CBP will modify existing training to inform
users that lookouts should only be created for law enforcement purposes. CBP expects to
complete these actions by December 31, 2021.
Recommendation 2: Develop and implement procedures to ensure CBP officials update and
remove lookouts in accordance with the TECS Directive.
CBP Response to Recommendation 2: Concur. CBP will update lookout placement
procedures in the TECS Directive. In addition, CBP will issue a memorandum and muster to
remind CBP officers of their responsibilities to remove and update lookouts in accordance
with policy. CBP expects to complete these actions by December 31, 2021.
Recommendation 3: Develop and issue a policy regarding asking, advising, or otherwise
communicating with foreign governments about denying entry to U.S. citizens. At a minimum,
the policy should specify the appropriate circumstances for such communications, who is
authorized to approve such communications, and the procedures to follow when making such
communications.
CBP Response to Recommendation 3: Concur. CBP will revise Directive No. 4320-025A,
“Disclosure of Official Information to Foreign Authorities,” dated April 2014, by adding a
provision on sharing U.S. persons’ information with foreign governments. CBP component
offices will collaborate to revise and issue the policy. CBP expects to complete these actions by
July 29, 2022.
Recommendation 4: Conduct a review of all instances in which CBP, as part of its response
to the migrant caravan, disclosed U.S. citizens’ Sensitive Personally Identifiable Information to
Mexican officials, between October 2018 and March 2019, to identify any instances that did
not comply with foreign disclosure requirements and take remedial actions. Remedial actions
may include rescinding requests to deny entry to U.S. citizens, retroactively instructing
foreign authorities to hold CBP information in confidence and use CBP information only for
the purpose for which CBP provided it, ensuring disclosures are properly documented in
CBP’s systems of records, and any other steps necessary to ensure that all foreign disclosures
comply with CBP Directive No. 4320-0254, Disclosure of Official Information to Foreign
Authorities, DHS Sensitive Systems Policy Directive 4300A, DHS Handbook for Safequarding
Sensitive Personally Identifiable Information, and all other applicable policies
and procedures.
CBP Response to Recommendation 4: Concur. CBP will identify and review disclosures of
U.S. citizens’ Personally Identifiable Information to Mexican officials that occurred as part of
its response to the migrant caravans between October 2018 and March 2019, to ensure
compliance with foreign disclosure requirements (specifically established policies and
delegations of authority}. To the extent remedial actions are required, CBP will remediate
each noncompliant disclosure. CBP expects to complete these actions by March 31, 2022.
Recommendation 5: Provide training to all CBP personnel on the process for sharing
information with foreign nations, covering all applicable policies and procedures, including
which CBP personnel are authorized to make foreign disclosures.
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CBP Response to Recommendation 5: Concur. CBP’s Privacy and Diversity Office, in
coordination with various CBP components, will identify individuals and work units that
regularly disclose PII to foreign partners, and will provide virtual training regarding all
applicable policies and procedures by March 31, 2022. The Privacy and Diversity Office, in
coordination with the Office of Training and Development, will also develop a new course
focused on domestic and foreign information sharing in the DHS Performance and Learning
Management System. CBP expects to complete these actions by December 30, 2022.
Recommendation 6: Take immediate action to end the use of WhatsApp for operational
purposes or to ensure that WhatsApp messages are retained in compliance with legal and
policy requirements including records retention schedules.

CBP Response to Recommendation 6: Concur. CBP’s Office of Information and Technology
will explore the viability of the continued operational use of WhatsApp, which will include
looking for a replacement. Office of Information and Technology is currently piloting a
managed messaging platform to replace WhatsApp. CBP is currently working on an
operational pilot. CBP expects to complete these actions by December 31, 2021.

NARA Letter Response - Unauth destr.

P —

Tuesday, November 18, 2021

S50 AR
In accordance with 36 CFR Part 1230.14, CBP must respond to this letter with a report documenting
the unauthorized disposition of the federal records that were identified in the OIG report. At a
minimum, this report must include

a complete description of the Known from OIG Report:
records with volume and dates if e What - Messages with Mexico (various unknown
known; including possible requests to deny entry to US Citizens
and sending names and sensitive information; also

During the time period from found it (page 21) included information on foreign
October 2018 to February 2019 nationals) using WhatsApp (page 28)
that was investigated in the OIG e How much - Unknown volumes (9 disclosures named
Report, an unknown number of on page 26 and in appendix C - only 1 was whatsapp)
WhatsApp messages were deleted (caravan related-Page 28 - key description of the
or tost from the devices of several messages)
CBP Officials{OIG Report, page 29) e Scope - Page 29 - This is particularly troubling given
supporting the Emergency the widespread use of WhatsApp during Operation
Operations Center for Operation Secure Line. Numerous CBP officials, across various
located in San Diego, CA.(OIG offices, regularly used WhatsApp to communicate
Report, page 2 } Given the both with individuals and in various WhatsApp
widespread use of WhatsApp groups, some of which contained up to hundreds of
during Operation Secure line, U.S. and Mexican officials. Yet, these officials did not
there is no way to estimate the consistently retain their WhatsApp messages or copy
volume of loss for CBP records or forward them to their official CBP accounts
during this time. {OIG Report, o Timeframe- Oct 2018-Feb2019
pages 2, 28)

o Where - EOC San Diego CA = Planning, Operations,

Logistics, and Intelligence
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[ FILENAME \* MERGEFORMAT ]

Who - Pg 3- EOC also collaborated with Federal,
state, local, and Mexican agencies. When exchanging
information with Mexico

o the EOC worked with CBP’s San Diego Foreign
Operations Branch (FOB), which is
responsible for liaising with local Mexican
officials.

o Often, information sharing happened at a
command post that Mexico and CBP
established in November 2018 to share
caravan related information. Mexican
officials and CBP FOB officials staffed the
command post arocund the clock, exchanged
intelligence relating to migrant caravan
movements and organizers, and coordinated
U.5. and Mexican law enforcement and
immigration operations.

o Dec 2018...asked Mexico...did not retain
communication records (pg4)

Location and offices - Page 34 CBP’s Region IX
Emergency Operations Center located in San Diego
and the Foreign Operations Branch within the Border
Patrol’s San Diego Sector, CBP’s National Targeting
Center in the Washington, D.C. area.

Who and what - Page 21 - at least 4 FOB officials, at
least 8 occasions, messages and at least one PowerPoint
to Mexican government immigration agency

o Appendix A - volumes of communications with
CBP to conduct audit.

o Page 41 - footnotes re-emphasize the deletion
of messages

description of the office
maintaining the records;

Based on the information in the
GlG Report, the discovery was
centerad at the CBP US Border
Patrol Emergency Operations
Center working with CBP's San
Diego Foreign Operations
Branch, which is responsible for
liaising with local Mexican
officials, {OIG Report, page 3}

From OIG Report

Unknown CBP Officials (4 referenced in document} Any
CBP officer/agent using WhatsApp and on the EOC
during this time frame.

Page 21 - USBP San Diego Sector Border Patrol Chief
received information from FOB official.

Page 25 - another USBP reference to the officials.

Page 26 - USBP and NTC

QEQ?2 NTC? Other? (page 24)

a statement of the exact
circumstances surrounding the
removal, defacing, alteration, or
destruction of records;

From OIG Report

Page 21-23 - details on the messages and the behaviors
of the officials.
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Though the exact circumstances
are not known, the OIG Report
states that CBP officials
communicated with the Mexican
government and that the text
messages were most likely
related to possible requests to
deny entry to US Citizens that
were being investigated as part
of the 20182019 Migrant
Caravan. {OIG Report, pages
21,22,23,28,29)

e  WhatsApp messages - possibly surrounding the
investigation of Requests to Mexico to deny entry for
selected individuals

e Page 29 - This is particularly troubling given the
widespread use of WhatsApp during Operation
Secure lLine.

o Numerous CBP officials, across various offices,
regularly used WhatsApp to communicate both with
individuals and in various WhatsApp groups, some of
which contained up to hundreds of U.5. and Mexican
officials.

e Yet, these officials did not consistently retain their
WhatsApp messages or copy or forward them to their
official CBP accounts Many CBP officials told us they
primarily used WhatsApp for non-substantive
purposes such as scheduling, or that the information
they received from Mexico was unsolicited and not
relevant to their work.

e However, from interviews and reviewing the contents
of three CBF issued phones, we confirmed that (BP’s
use of WhatsApp was not confined to those purposes
and that CBP officials also used WhatsApp to send
and receive substantive messages that maybe subject
to recordkeeping requirements.

a statement of the safeguards
established to prevent further loss
of documentation; and

CBP is currently working on
multiple actions to establish
safeguards to prevent the
future loss of messages,
including restricted access to
the WhatsApp tool, training on
the manual retentions of
records, and investigation into
tools to automatically capture
messages from WhatsApp for
records retention needs, See
paragraph 6.

New app for WhatsApp to capture all messages
Training to WhatsApp users to manually save messages
Control and Limit use of whatsapp

details of the actions taken to
salvage, retrieve, or reconstruct
the records.

Due to the nature of WhatsApp
functionality, there is no way to

None known to be available at this time.

Due to the nature of WhatsApp functionality, there is no way to
salvage, retrieve or reconstruct these records. The OIG Audit
indicates that the 4 FOB Officials were not able to provide these
messages during the course of the audit.

18
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salvage, retrisve or reconsiruct
these records. See paragraph 6.

e How do we get descriptions and volumes of records?

© i..i-focus on WhatsApp allegations - only can expect the best description you can give
Us. Do not expect the exact messages and numbers.
o .. "during this time period" .. By these roles... "relating to these issues" " no way to

estimate the volume of the loss"... used by x number of emponees

- The time frame for updates - monthly or quarterly.
EActions taken to salvage, reconstruct?

be documented. Document all these efforts as much as you can. What Leadership is
communicating to the field how to document the mission. What is a record and what is not a
record. (e.g., let's go to lunch). Ensure that until something more is in place, CBP has these
interim instructions in place. Only certain individuals will be allowed the software.

22-4-22 Msging e
Wednesday, Aprii 20, 2022

202 P

The policy is in the pipeline to be signed

Vic is testing the What's app and wickr

Dawn gives status on NARA letter

Discussion on how Wickr and What's app will capture the msgs before they are deleted. Slightly
different processes for each. Will most likely not need to offload msgs manually. They will be
automatically offloaded to a CBP storage location (perhaps via email ?)

Memos sent before call?

Next step
Draft privacy impact assessment

Share comments from OFO
One item - exemption of policy

What are examples of OFO "extenuating circumstances”...?
Discuss at next call.
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NTA - example for us, then might be if there are equipment failures that would push people to use
personal devices. Or for agents in field who have emergencies and use the personal device because
they do not have government devices. Hurricanes, isolated locations, etc.

OPR - FSD needs to determine the lay of the land and raise issues to ensure the apps are approved and
staff have the tools they need when deployed so they are not pushed to doing things on the fly using
personal devices.

How does CBP get ahead of these extenuating circumstances?

QCC ] (BB |
(b)(5) |

(b)(3)

Back to - management needs to work to deal with the need to have government devices. Not add a
caveat and thereby gut the policy.

AOR - Area of Responsibility?

Example of two friends outside of work giving each other a heads-up to get ahead of a situation. Yikes.
No resolution. Conversation ended abruptly.

Call wraps up

Max and OCC to work together to get the document signed.

Wednesday, fanusry 12, 3032

130 PR

From:| (b)(6), (b}7)(C) ;

Sent: Wednesday, January 12, 2022 10:58 AM

To! (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
Subject: RE: Messaging App Working Group Meeting

Hi all,
I may be late and/or on the phone for the beginning of today’s mtg.
My responses in RED:

NARA? If so, did we send the -final- to this IPT?

12
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o | will send the final to the IPT — in the meantime | am waiting for NARA’s
acknowledgement that they received and accepted our response. Hoping that comes
shortly.

it get on the agenda for the next meeting to have a RIM team
member walk through the drafl. We need to get a preliminary review from some of our
normal stakeholders outgide of the IPT first,

respon5|b|I|t|es, and we intend to include a blurb that will focus on messaging apps in particular.
e Sounds good. Who in ENTSD can | work with to get some of that initial language and
work through the review / update cycle?

I don’t have anything else at this time.
Thanks

| status of policy draft,

- status of records retention policy /schedule - to be ready for next meeting to present

:- discussion of approval process of WhatsApp

o Finalized NARA response - DHS approved and sent forward to NARA - we are waiting for
acknowledgement' will send final draft to this team once received

Worklng on the C1 message - no ETA yet
Pilot updates: Wickr is not choice - low use; log4j impacted Wickr - no fix yet; Wickr
turned down

o Tele message pilot - for WhatsApp/Signal - in implementation planning and preparing
for testing _

i- what does it do?

lowenor pUts wWrapper around it; copies what is sent or received via Whats
_épp and stored in an archive for searching

- what does it work with?

u SMS or MMS type platforms can be covered

(bYE), (BXTHCH

= - will do W/W/S - yes to SMS but not Apple imsg;

- Next step?
o Records management items
o Telemessage pilot
© PDO drafted document
=t does wifi only impact functionality of tele-message?

o  OIT - Do not know - will add to test plan

13
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e Meeting ends at 1:48 pm

21-11-10 _NARA Letter Team meeting

Wadnesday, November 18, 2081
JUED PM

o Very supportive ; will give us as much leeway as they can
o They recognize the limited information that is available

The reason they went high fast - to get the visibility to get the response done
Understanding of the lack of data available [see notes]

Focus is on safeguards to prevent further loss

Periodic updates until issue is closed

meeting

O O O O

21-11-10_NARA:__(b)(8), (b)(7)(C) -Notes
Weadnesday, Novernber 18, 2021
B PR

1. The CBP team responsible for the technical solution will be reaching back to OIG to clarify the
references to Wickr
2. CBPis actively working corrective action based on the OIG Report
3. CBP’sresponse to NARA will not address the full OIG report — that is being handled, tracked, and
reported via the CBP Audit Oversight Branch
4. This report must include (getting this information prior to the response due date may be
difficult) it may be an item that is fully covered in periodic status reporting
a. acomplete description of the records with volume and dates if known;
b. description of the office maintaining the records;
c. astatement of the exact circumstances surrounding the removal, defacing,
alteration, or destruction of records;
d. astatement of the safeguards established to prevent further loss of
documentation;
e. and details of the actions taken to salvage, retrieve, or reconstruct the records.
5. Knowing that CBP will be required to provide NARA with periodic progress reports of the
actions being taken; at what intervals?

14
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=<t focus on WhatsApp allegations - only can expect the best description you can give
us. Do not expect the exact messages and numbers.

o "text messages were most likely related to the following areas'... "during this time
period” .. By these roles... "relating to these issues” " no way to estimate the volume of
the loss'... used by x number of employees ...

X i- Then what are you going to do to prevent reoccurrence? How will the agency

as much as you can, the more you give the better.
recommendation to senior leadership -

15
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Realistically not easy for officers to get their job done so there is possibility that more stuff will
get lost before technical solution becomes viable. Best effort will not close gap soon enough to
prevent more spillage.

: understand; concern - *****any additional spillage we will need to document as a
IOSS kxR kKK

r
® |l
L

suffer immensely...
e whatis being done will be to communicate to field to manually retain records in
the interim.

i--- concern - manual process needs to be implemented sooner; if not followed then will again
need to communicate loss.
fom oo WhatsApp was locked down immediately when recommendation was made
Hopefully the action described in the report was implemented so further loss will not have
to be documented. Document all these efforts as much as you can. What Leadership is
communicating to the field how to document the mission. What is a record and what is not a
record. (e.g., let's gotolunch). Ensure that until something more is in place, CBP has these
interim instructions in place. Only certain individuals will be allowed the software,
please reach out at any time

Meeting ends 2:30 pm

21-11-10 “me.emeoMeeting-NARA Letter
Wadnesday, Movember 18, 2031

L55L AM

<<XD NARA Letter 211110 0906.pptx>>
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(b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
(b)(6), (B)(7)(C) |

. - opens meeting and reviews slide 2
e | i_arewethe only agency in this position? Who else uses secure messaging appls? Is CBP
being singled out? What about ICE, USCIS, DoD, Dept of State, others? Are we again out in
front on this issue?
O lmmonel - Yes It is true that we are at the front. We do not know if any other agencies have

. Slide 3 review (empha5|s on breaking the law}=iconcurs and understands
o M sI_de_fl__rewew of recommendation 6 - emphasis on the retention schedules
o imsenoi not entirely accurate.... Need these three items in the response
e 1 replace WhatsApp or make it compliant - capture the records and retain them.

e 2 are still pursuing Wickr pilot {pros and cons) to include some capture of
messages, involves manual intervention and licensing
e 3 There is PDO established working group to address the messaging issue.
References the requirement - need to deal with the external issue with the
other partners also using secured messaging
o Pweei- agreed; highlights the final report line with the OIG Analysis. CBP RIM focus is on
Rec 6 to address NARA Letter

e Why does the OIG response indicate a pilot to replace WhatsApp when CBP did
not indicate that in our response

to address points in the NARA letter
e Will address
o Slide 5

e iasenoi Point 1 concerns - no assurances are in place today.

17
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= Qur partners also use WhatsApp to communicate. How do we smoothly
indicate that. Mission impact if we turn it off without replacement

have not started capturing messages.
CBP tip of spear again. Others still using it. Want to be careful in our
response. We are doing this out of necessity.]
' thank you and re-emphasis on hearing his message.
weooel- reference back to the PDO group about the policy going forward. They will
decide. The agency is trying to determine the solution to this problem.
Uncharted territory. New technologies. Policies not keeping pace.
-0t - this response will go through significant thorough vetting within CBP.
Wickr not mentioned in CBP response to OIG Report.
Iso did not find it.

WhatsApp for the mission? CBP did not deCIde to do this in a vacuum. We
acknowledge that records are difficult to capture and not being captured.
However there are potentials to make them compliant. Summary - given new
dynamic in coms, PDO and CBP is looking at new and updated policies
concerning these apps. CBP taking corrective actions. Balance mission with
records retention. Given them the context.
;'E-NARA letter is public, CBP response will be public. There will be response.
- "secure messaging applications with partners" Tools our partners use.
- CBP is taking action to prevent going forward.

CBP is now controlling appls.
- asking for POC to give words and to review response.
- yes - we will give words. Points above and the three points at start of

meeting.
CW - suggest floating response to PDO group. Has all the key players.
" meeting next week - Wednesday. 11/17. 1:00 pm.
= """ work on a quick slide with response points for the meeting in
advance of the words response
- D - summary - use this deck as presentation
« - yes - emphasis that now there is more pressure on the policy side
now; CBP response includes the policy side
- i- summary and addition to the records schedule development
- hole training on the manual saving of messages today.
o - CSD was going to push this?
. yes
e | "L\where are those steps?
o yes | have the draft training j- | will send out. Need to be

updated Great bones.
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o no way we can provide the answer to these questions. OIG probably could not
either and they did the audit. No intentional act. Just the result of the behavior of the
secure messaging appl. We are still using the app. We can send out the training to
manually save the records. Nothing we can do to retrieve the messages.

o iwmwei - we have also asked OFO to USBP to respond to.

- Again need to show the PDO so the policy can be written to address so to
prevent this. This is what results when we do not have correct policy.
= PDO - policy, counsel, OFO, USBP, and others
. '''''' ! - this group grew into this bigger policy need
e | i-agroup was in place prior to the OIG Audit. -
successful.

- was hot

____________ i did not give the date)

e Internally

e DHS

e NARA

- will push the training out to address 1 point

- should come from Commissioner, not just an OIT problem. (again to cover the

three points above at start of meeting )

o161, GITHCH

o lwemoci- slide 9 - re-emphasizing the law behind this letter.
©  Thank you.
Ol i summary:

e Work on response to NARA
e Message to everybody about use of WhatApp
e Work on policy

e Meeting ends at 11:57 am

21-11-2 - OIT After meeting

Friday, November 5, 2021
53 AR
11/2/21 - 4:35 pm after meeting
¢  What now?
e What to do about documentation? Not if in draft or pre-decisional. Do not provide.
e If we talk about something, we will then have to report progress on it.
o Keep it simple
e No warm and fuzzy. Who is watching this.
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technical solution is still undecided. How do we pick what to write back. Rec Sched is in flight.
No policies or such.
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. people are still using their personal phones to do government business.
. - we do know what we do not know. How do we enforce compliance when people will

continue to do what they do and talk on the phone.
o CBPis not yet capturing messages from their phone use. Other than possibly Targeting
Center no one is saving off messages

. does this AD secure group count as safeguarding information. Also to train on Archiving.
And finally the future capability on the new capabilities for automating message archiving.

] v;f - what will be the format of our response back? Previous responses are on our channel. Do
we need to address some of those other things? Review the letter point by point to determine
Ihow to address each.

what do we want to do about the deletions outside the OIG report?
- we need to report what we see. Ensure we make people aware of the policies and
consequences. We cannot monitor as a de-centralized function.

21-11-3 Notes-USBP-Interview NARA Letter

Wadnesday, November 3, 2021

H5F AR

Attendees
1. (b)(6),(b)(7)(C) i- Head of USBP OCONUS and Foreign Operations Branch
2. 1 } USBP Audit Team

(b)(6), (b)(7)(€) i- USBP Audit Team
i (b)(6), (b)(7)(C)- CBP Chief Records Officer

<\ - Introductions
e Provided summary of NARA Letter that was sent to participants
e Clarification to focus on only Records Management Program
e Coordination with OFO and OIT
e Draft due to review cycle 11/12/21

i i
i BE OO
[—— -1
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what is USBP role in Audit and coordination to respond to audit (for background only - is not
part of RIM action to NARA Letter).
What is USBP use of WhatsApp and Wickr in USBP?
 Tasked with R6 - and sat in on phone calls and meetings for entire response

o Isresponsible for the OCONUS and Foreign Operations Branch - use WhatsApp for

operational need - used extensively outside US.

© Communicated to OIG during audit - Is a necessity for USBP

o  Open to replacement if foreign partners are in agreement

o Qutside that - we will support RIM
<t - shows specific NARA Letter questions 1-7; How can we work with USBP to address these
items?

+ not aware of any USBP specific policies (will check) - only CBP wide policies
o Training - will also look into training (foreign disclosure class is one example)
©  Currently standing by for OIT guidance on WhatsApp or other appls.

is lead for foreign operations - may not be part of comms
- others on call?
b ves - will look at status updates typically 90 day updates; will look for other
updates - get to you?
e Askto RIM please send request to the audit team via email - -
- will also ask to Please include the foreign disclosure training
LR please respond quickly -
i- emphasizing the visibility of the NARA letter and the need
Open to others to ask questions:

o

o - won t be abIe to meet 11/12/21 deadline but will to work to it
o
o]
. _‘f’_;- not plan to have a meeting but to use email to coordlnate
®=  Might use the ITGCE meeting forum to communicate
= Will add a meeting to go over draft response
o

.. -
o imm bl - conversatlons W|th OIT on requnrements?

+ any OIT names or actions from that meetmg?
yes please add to the email -

e i--i- will check again for USBP but believes it is all CBP level.
i- Summary of meetmg
©o Any other stakeholders we should rea h out to?

lf needed.

2%
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o meei - IS there any way RIM can be more pro-active when these events come up to help
address records management topics?
o i yes, please let us know if there are specific topics. USBP audit team works with

CBP level. Typically audits come from OIG or GAO - USBP then will communicate to CBP
to coordinate.
¢ Will add the Records Management view when they evaluate each audit and
reach out to CBP RIM as needed.
e ODIO - a new audit organization coming
e [provides summary of audit process]
o USBP audit Lead POC - (b)(6), (b)}(7}(C) |

After meeting
e Seems OIT is not engaging the business owners? Does ITGCE need to get engaged? Next
meeting is 11/17/217?
" i- Write up actions to team ASAP
e Action - AJ/RC - create something on NARA letter to present to ITGCE

21/11/2 - Msg Apps back ground

Wadnesday, Movember 3, 2021
7139 AR
RERHADNG &PPY Lo
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21-11-3 Notes-USBP-Interview NARA Letter

Wadnesday, November 3, 2021
BRT AM
Attendees:

1. i (b)®), (b)7)C) - Head of USBP OCONUS and Foreign Operations Branch
7)(C): USBP Audit Team

3. i __{b)e)(b)7)}C)_ __iUSBP Audit Team
4. i(b)(6), (b)(7)(C) | - CBP Chief Records Officer
5

7. i (b)(6), (b)(7)(C) - CBP Records and Information Management Team

imoenoi- [ntroductions
e Provided summary of NARA Letter that was sent to participants
e Clarification to focus on only Records Management Program
e Coordination with OFO and OIT

e Draft due to review cycle 11/12/21

e whatis USBP role in Audit and coordination to respond to audit (for background only - is not
part of RIM action to NARA Letter).
e  What is USBP use of WhatsApp and Wickr in USBP?

© lIs responsible for the OCONUS and Foreign Operations Branch - use WhatsApp for
operational need - used extensively outside US.
o Communicated to OIG during audit - Is a necessity for USBP

a3
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o Open to replacement if foreign partners are in agreement

o Qutside that - we will support RIM

- shows specific NARA Letter questions 1-7; How can we work with USBP to address these
items?

-+ not aware of any USBP specific policies (will check) - anly CBP wide policies

o Training - will also look into training (foreign disclosure class is one example)
o Currently standing by for OIT guidance on WhatsApp or other appls.

O lomeml who in OIT do you comm with?

- not working with anyone - last comms was exit interview call.
is lead for foreign operations - may not be part of comms
i- others on call?

o uenct yes - will look at status updates typically 90 day updates; will look for other

updates get to you?
e Ask to RIM - please send request to the audit team via email - -
= i i-willalso ask to Please include the foreign disclosure training
. i please respond quickly -
o lwmei - emphasizing the visibility of the NARA letter and the need

Open to others to ask questions:

o won't be able to meet 11/12/21 deadline but will to work to it
o imwmel- don't wait - send as you get it.
o WiII you have CBP wide call to plan steps or go over response?
e iwwwoel not plan to have a meeting but to use email to coordinate.

= Might use the ITGCE meeting forum to communicate
= Will add a mee‘ting to go over draft response

o)

any OIT names or actions from that meetmg?
- yes please add to the email -
Question - request for WhatsApp documentation and messaging
- will check again for USBP but believes it is all CBP level.
i - Summary of meeting
o Any other stakeholders we should reach out to?

"CBP level. Typically audits come from OIG or GAO - USBP then will communicate to CBP

to coordinate.
e Will add the Records Management view when they evaluate each audit and

reach out to CBP RIM as needed.
e ODIO - a new audit organization coming
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e [provides summary of audit process]
o USBP audit Lead POC -

After meeting

[ FILENAME \* MERGEFORMAT ]

(b)(6), (b)(7)C)

e Seems OIT is not engaging the business owners? Does ITGCE need to get engaged? Next

meeting is 11/17/217?

21-12-15 Msging

(b)(6), (B)(7)(C)

Wadnesday, Derember 15, 2021
127 PR
Attendees include

(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C) {

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

provided status on documents sent after last meeting; existing users did receive notice on
how to preserve records; comments from group incorporated and document is with DHS CIO
then to NARA. Official response will be provided to this group after sent to NARA.

meetings to wrap up. Not fed ramped; more to come

o - need to work on approval process; no movement; Open Action Item. Currently

o x_m_@_t_m;gx_{DIG audit finding response; asked for extension to work on 3rd party product - end
of January

o kwenst RIM working on updated retention schedule to be shared with this call in next 2
weeks

~i- approval process question: is there parallel to social media approvals? Could we build it in?

grant access; going to SalePoint from current email process

26
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e Three levels - 1st line supervisor, Privacy, OGA/NTC
e imwer- sounds like good process we can emulate

o Talks to Wickr investigations and new version; Wickr Pro does not require license for up
to 30 people.
o Not many use Wickr; request to group for case studies about using Wickr
<= comment - challenge with approvals - ahead of policy; likes supervisor involvement
o Next steps - can we draft a policy for review with group?

o ! can share from Innovation Team perspective; consult with non-CBP

partners; traffic flows, intelligence; foreign counterparts; Fed, state and local
folks at events;

poI|C|es
. like the quick nature; no email; etc
. - discusses why CBP uses WhatsApp because all the others do use it.
e =i can attach anything to a WhatsApps msg
. - can we tell them not to?
. - do not know how to enforce that
e [discussion continues back and forth on topic]
e wwwnt this is much broader than originally thought
o ib)s), (b;(;»}_é;h dnscussmn of approach to capturing msgs and keeping as records

O e
o _tno linkages to other apps; only screen shots seem to be the way
) is end-to-end encrypted on a Whatsapp servers; Tele-message will only
hold the info for a second before sending to CBP. But will be there for a second
- so needs to be Fed-ramped
o im — we do not know who is doing what today; have no way to know; policies
only are as good as the ability to enforce.
o - attest to policy in a PALMs training completion
T yes could be done
o i

- maybe use cases do not matter - focus policy on "how to use the tool" rather than
when and why to use it.

[ ) musw tb)m(mr ag ree

Discussion of records {=-ispeaks to retentlon policy - applying to personal devices as
well. (in case of emergency only)

_ --currently ; needs to come from higher than OIT
- will treat like other PDO directives
Meeting ends 2:30 pm
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21-11-2 Notes-OIT-NARA Letter-draft-ekc

Tuesday, November 2, 2031
12:00 PR
Unedited Notes from meeting with OIT concerning NARA Letter.

Attendees:

o | (b)(6), (b)(7)(C)

. XD"_‘{{G}_‘_E’_‘P}E]_WlI! not be attending? Confirmed.
e Not auditors or inspectors, not OIG report recommendations

e Focus - NARA Letter only

e Talking with OFO, OBP, OCC, DHS RIM, DHS CIO, CBP CIO/AC (in addition to OIT}

e Response scheduled to be ready for review 11/12/21 for the review cycle

e 1ststep - respond to NARA letter, then put together a CAP and periodically report on progress.
e  Will be visible activity to leadership.

e Screen share of meeting agenda

cntion: Leatan WhatiApg / Wicior

(b)(6), (b)(7)(C)

e ic Rhont s momprcoyetas s seare Whaat 1y axant b

ihe senxes
st £39 will be senures Lo mnalement s & resvlt of ths BIG imeastisation

- wish to gather |nfo from you on the part concerning WhatsApp/Wickr.
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o Information we need in order to properly respond to NARA includes:
i.  The details about the interim action of “manual archiving” of WhatsApp
messages until the final solution is put in place and how that is to be
commumcated to the users

1. =i re-enforce that manual archiving must be done; Targeting Center
also doing a training and SOP to save off to one drive. The SOC [ think]
has end of November date. Will send Targeting Center document. SOC
may not have bought into do this. Might be better as a training class.

p JR
POV?

3.

- Was his suggestion. Not accepted by SOC yet.

Need to follow up with the SOC POC for this audit.

= this training and change in procedure is not being tracked or

monitored within CBP. No validation that it is being done. No records

management

i - who is the owner of the appl? Is part of the TRM?

- TRM lists it as restricted for Android and prohibited for I0S. [This is
a mistake in TRM.]

a. Should both be the same thing. If wanted, managed though Act
Dir security group. Android last 2 months, 10S since weekend.

9. SOC has not yet taken this task/process over from AD Security Group
but will soon. SOC receives ticket to approve appl. And soon will start to
add to AD Security Group. The Operation Afghan ... needs the appl.

1051 - Airwatch is controlling. It can take over an app. And manage it.
Control versions. Happening with WhatsApp.

a. SOC owns WhatsApp now that it is locked down. This new
process has not been fully tested by SOC.

b. 2010 people have WhatsApp from downloading prior to change
in control.

c. No documentation on this process yet. The training is the initial
information available.

d. Jack will send to distro now.

i- No guidance on records management at all. The training
from Targeting Center is closest:

2%

CBP FOIA NOV23 000031



[ FILENAME \* MERGEFORMAT ]

12. What done 2 years ago but died before release.

13. No way to confirm amount and frequency of doing this records
management procedure. Itis all there is until a compliance piece is
implemented and this is done automatically. Only in use at the
targeting center, initiated by an individual at the targeting center

a. iememol Meetmg number 2 tomorrow 1 30 pm - working group for

i. Thxs group will be puttlng the answer together to
address the issue of messaging apps in CBP.
ii. The Iong term solution for WhatsApp.
- is CBP going to research technologies to capture WhatsApp?
2. pewi- yes - munity otherwise.

iii. Updates on the Wickr Enterprise deployment
[not a good idea - better to use the money to address capturing
WhatsApp messages and usage]
4000 licenses. Only 30 people are using Wickr. Not as popular as
WhatsApp. CBP has on-prem version. $210 per license. And all your
friends need to have CBP version too. A year. No validation for external

eople. Also, need to address the federalization of this implementation.
-t also need to look into Signal. A new app now on TRM as
permitted. Used by AC, EAC, C1, and 258 other people. Same
functionality as WhatsApp.
a. Sameissue as what was found for WhatsApp.

et - SolarWinds - comms on this event was done only in Signal.
AMO asked to have it pushed to all AMO...

c. Telemessage and SMARSH can capture Signal app messages.

d. Telemessage can also do WeChat and standard txt message (but
not imsg or Wickr). E3 has a compliance module right now. Can
put the messages into 0365 today. Significantly cheaper.

e. Everyone must agree to transfer the message to CBP. Will be
sitting on non CBP non-fedRamp servers for a moment before
the transfer.

4. i=wai-who is in charge of addressing this issue?
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[

a. i=—i-the working group that will meet tomorrow.[just cancelled
during discussion].
b. Shared a chart of Draft data on the messaging apps. Work in
progress, not available for distribution
i. Can turn off apple imsg if something else is

implemented
ii. Shared a second chart - Not ready for Distribution:

Discussion of costs

c. i==i- discusses the available functionality (or not) and the cost
impacts
i Did he say... DHS uses WhatsApp?
5. imewi who are the decision makers in the working group?

- will be a very long discussion (months); meeting purpose:

4

more details on the available messaging apps; discussion on that
the NARA and 0365 E3 compliance pieces were not addressed in
original award.

iv. Any documentation, policies, and training material that exists for WhatsApp,

Wickr, or other communication apps under your control.
1. b==i- covered in above discussions. We plan to address only what was

+- will send docs for Wickr - instructions and templates, etc. [they

makes it sound better than it is] Action - mark it with pre-decisional.
a. No documentation on WhatsApp.

V.
1. +- OIG audit - Wickr stood up in last 2 years. CBP instance is blocked
to outside. No technical support for it in the current contract. No way

to manage the licenses outside CBP.

Vi. — the acquisition - how did this happen?

with compliance piece. And start to federate the users. But can’t do
with State and Local. All the setup of uses done manually. Right now
Airwatch is doing this stuff. Will need a team dedicated to this (5-7
people) plus TSD - no automation. Will be giving access to CBP
network... Wickr was renewed in September.

i - FOIA request reference. [lol - used by drug dealers and CBP]

3. Wickris 100% secure. Not like others.
a. Will be compliant when procurement of the message capturing

app is finalized.
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Now
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Only WhatsApp is used outside US. How does CBP deal with that using
Wickr?

Wickr is a solution no one will use.

SMARSH or Telemessage are the more useful solutions.

(b

1. 22?2 Who is this - reports to ???

- Recommendation 6 words refer to "immediate action to end the use of

- this was done. Met with various liaisons. Mutiny on phone. Itis

an absolute requirements. Led to let's look at what ways to make it
compliant. NARA compliant even. Back to interim solution - manually
archive messages. Would it have happened? No. Would it be in
telemessage? Yes.

7 - OIG comms? How and when did that happen?

- Update coming tomorrow. Is a word doc. Al 7737 - the corrective

action plan? In Judy's tool.
imemal will send an update to the doc Reviewed the milestones with us.

Dies of lnformsation & Technslogy

Ll &, Customs &

% Corepotive Aatisn Plan
Border Protection

G2t

e Capavan

ENYED PRITEY

2w rack

b Condditivgf Findoug / Walaer by

4. The working group thing and the NARA letter will probably change the

due dates for the CAP milestones.

5. Action - revisit CAITS to find the presentation thati=eomishowed us.

1.

anything else?
Please forward the information mentioned during conversation

looks like we have what we need to craft a response
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Noted the following from letter:

With vespect to Witk NARS i cmwmei about the wee of this mes sab'n;z application as it has
she copsbility °ﬁ Boined 7 ITHSS AR B & spaenifisd pericd hfa ;zm«e;i n Hght of the

a. information in the & park, MARA B commerned sbhoul pgancy T £ 3
messyging apphvation thas bas this functionatity without apwropriste g:rsé'zc?fes ang provedires
governing 18 use,

b. This still is in compliance. Even though the information
disappears, the message is captured.
i left before end of meeting.

SR aé‘v’?
Unedited notes captured during meeting with OFO PPAE and Director for Travel Entry Program. Posted
to Teams on 11-3-21.

AttendeeS'
1.

E"(b)(s) (bi’(’?)’('C)"%
i (b)(6), (b)(7)(C) i Director for OFO PPAE

r Director for Traveler Entry program

© O N R WS
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Questions and responses

o]

Introduction and scope (not auditors). We are records management.

NARA Letter introduction

Not responding to OIG Audit, responding to the NARA Letter

Will include OCC and OPR to ensure response is accurate

After letter, there will be a corrective action plan for the NARA Letter

... any questions?

- Director for Traveler Entry program - responsible for Recommendations 1 and 2
R3 - Office International Affairs

R4 and R5 - Privacy and Diversity Office

R6 - OIT

They are doing 90 day updates (summary of the flow)

MID puts he full response together for CBP as a whole

Opens call with summary of the interactions OFO has with travelers: Believes the
references in the OIG report might be referring to the encounters that happen in
Secondary, where interviews can last a long time and the officer might just be entering a
summary of the entire encounter in secondary into TECS. During the secondary
encounter: The reporting for that interview might be less than the time allotted. A
paragraph to summarize the secondary.

Referrals are recorded in TECS

As an example: Talks to translation apps and saving that information - working with???
OIT? To address that need.

WhatApp is not currently a CBP app; no contract for information in data
base?[Reference to a possible company databased, not in CBP control?]

OIT is currently working on something... maybe able to save info in future

Currently BPAs [Border Patrol Agents?] are not to share info for Lookouts , but to use to
communicate to other law enforcement agencies because they are not on same
platforms [Note: still records]

To be able to share information - [this information was learned by
in a call with border patrol]

We cannot save records from Whatapp. (also mentioned google translate, babble no
saving of records in these apps)

OPR sent info out a couple of years ago about reminding officers to not use appls for
government work... also to not use personal phones

If WhatsApp still in use; not able to save records or retrieve from the company

If Wickr - private version and a CBP pilot version (in use at San Francisco International
Airport) - the CBP pilot should allow retrieval of information. Not sure if CBP is going
forward with Wickr; then should have ability to retrieve... only if officer is using the govt
Wickr, not personal Wickr.

ifrom participating

e imwoi- Communicates the scope for CBP RIM: shows the agenda in meeting invite; summarizes

pomts in invite

o

o

Q1 and Q2 summary
Q3 - Aligns point 3 to statement from MC concerning - do not use appls for official
business; OIT also addressing a policy for this
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o Q4 summary and elaboration of each point { reference to the timing and the aging of
the recommendations versus today's processes)

o Q5 and Q6 summary
Pause
i- concern/clarification - OIG audit understanding - WhatsApp is for border patrol agents.
Does not know who in OBP was interviewed. Cannot answer for OBP.
R1 and 2 came to OFO because they are Program Office for TECS.
i - yes - will also talk to OBP and other offices; will ask all participants the same questions
e Open for questions from OFO and CBP

©  OFO - EM - send any additional questions to OFO AUDITS < (b)(6), (b)(7)(C) :
©  For OBP -reach out to OBP staff
e [wewi-should we interview OFO and OBP together? Due date is Mid November from DHS CIO;

vetting must occur through CBP and DHs (2 weeks review period) Nov12 to be ready to put
through the review cycles
o How quickly can OFO respond for those 6 points things you have answer to and
suggestions for other POCs?
can look at quickly and have Field operations tactical division look at - they

will look at it Operations directorate and passenger directorate. Muster to the

O o
field from Operations directorate.
e {.i-whatis your understanding of any policies on use of Whatapp for field? Follow-on - are

platforms for govt information; but there is the push/pull (translate as example) ... the
immediate need in the field versus the policy requirements. Sometimes the officer
needs the tool - if the policy is given they also try to provide the tools to give the
capabilities they need in field. Happy with OIT providing the capabilities the field needs.
e Most people are following the policy and understand the implications of using
personal phones and then being used in court cases.

share with NARA? (also the dated OPR message that was sent out years ago
lwaod took the action. =-will supporti=-~ito meet this action .

he will reach out to.
i- Google Translate reference. Reminder - if we are using these other communications appls,
they also fall under the records mandate. Must save everything until we have an approved
schedule. A schedule is in the works for Google Translate.

= will support to meet this action.i===ihas contacts

Meeting Summary
e Confirm - send through OFO AUDITS « (b)(B), (b)(7)(C) ;
e Request for response in next 2 days if possible.
e Please send questions to the distro for this call and use the CBP RIM mailbox
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OIG Report and NARA Letter-Unauthorized Disposition

Thursday, October 28, 2021
735 AR

NARA Letter Excerpt
In accordance with 36 CFR Part 1230.14, CBP must respond to this letter with a report
documenting the unauthorized disposition of the federal records that were identified in the OIG
report.
At a minimum, this report must include
a complete description of the records with volume and dates if known;
description of the office maintaining the records;

o astatement of the exact circumstances surrounding the removal, defacing, alteration, or
destruction of records;

A statement of the safeguards established to prevent further loss of documentation;

o and details of the actions taken to salvage, retrieve, or reconstruct the records. This report must
also

© include any records management corrective actions that CBP will be required to implement as a
result of the OIG investigation.

o Additionally, please include in your report any documentation in the form of policies, training,
approved records schedules or other resources CBP has established to mitigate the records
management risk associated with the improper use of Wickr, WhatsApp, or similar messaging
applications.

OIG Report - Contacts:

From page 28/31 - ..... Unless the four CBP officials’ WhatsApp accounts were their official CBP
electronic account, they likely violated 44 U.S.C. § 2911, because they did not copy or forward all
WhatsApp messages to their official CBP accounts.

Unauthorized Disposition References

Government Regulation

eCFR :: 36 CFR Part 1230 -- Unlawful or Accidental Removal, Defacing, Alteration, or Destruction of
Records

Also referred to ask Title 36 Chapter Xll Subchapter B

36
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Subchapter 8

¥ THie 36 Pa

w (s

Q% . ¥ Pl 1288 U
. R Subparf &
.......... Subpart 8

» Parl 1233 &

we Pt 1384
w Parl 1238
w Pt 1328
w Parl 1237 ¢
e Part 1328
Part 12388
o Pyt 1338

[a%]

R et ek oed ek oed vk b N eed e et

NARA
Unauthorized Disposition of Federal Records | National Archives
e unauthorized disposition cases from October 1, 2016 to present
Unauthorized Disposition of Federal Records | National Archives Homeland Security List (3 for CBP)

DHS

Department of Homeland Security Records and Information Management Program Office Governance
Page (dhs.gov)

RIM Policies and Regulations (dhs.gov) no reference to Unauthorized Destruction

Records and Information Management (dhs.gov) (reference to the CFR)

DHS PALMS training
DA Marulstory: B s Mansg t for Everyons é@@&

stsgyvad withos
egardisss o B orsed
taet th dguney Haa
-

Transcript of training:
e <<Records_Management_101_Transcript.pdf>>
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Electronic Records Management Updates for Chat, Text, and Instant Messaging (dhs.gov) - 2/23/2018 -
Policy Memorandum; references an instruction that is no longer available. Instruction (found)
references the 36 CFR Chapter 12 subpart B but does not use terms "unauthorized destruction”

CBP
HB2100-05B RIM Handbook_aC1.pdf (sharepoint.com) June 3, 2019
e Page 21 - OMB Circular A-130 Part E
e Page 28 -18 U.S.C.2071(b))
© 36C.F.R.§1222.24
e Page 38 - electronic records
e Page 40 - ESI can be erased or altered. This increases the risk of unauthorized destruction of
federal records. Since electronic records are official federal records, they may not be destroyed
without proper authorization from NARA in an approved RCS.
e Page 62 - email
e Page 90 - Appendix 5 - Reporting Unauthorized Disposal of Federal Records
e Page 93 - Storage Practices

CBP Records and Information Management Program - Unauthorized Disposals - All Documents
(sharepoint.com) - file of documents on previous CBP unauthorized disposals

RIM Process Review List - CBP Reporting Unauthorized Disposal of Records SOP (sharepoint.com)
metadata on SOP

CBP Reporting Unauthorized Disposal of Records SOP 200924 FINAL.docx (sharepoint.com) SOP ****
Unauthorized Records Disposition Research.xlsx (sharepoint.com) looks like list of news article
references - not same as official NARA list - and all agencies in fed govt -

LRIM-SelfService-FINAL_Training_200831.pptx (sharepoint.com) (page 76)
https://cbpgov.sharepoint.com/sites/OIT/RIM/Records%20Management%20Team%20Area/Policy%20a
nd%20Processes/Email_Retention/m-14-16.pdf#fsearch=unauthorized M-14-16 2014 memorandum on

emails

CBP-RIM-Leadership-Brochure_Training_200630.pdf (sharepoint.com)
Senior_Official_RIM_Training.pptx (sharepoint.com) (December 2019)

CBP Records Control Handbook (sharepoint.com) (2016 - pre-decisional version)
Initial Submission Draft US CBP RIG Handbook Sept 2016 160930 2153 LRC.docx (sharepoint.com)
US Custom Handbook_2001_rev2016 ABJ Fixed.docx (sharepoint.com) US Customs

38
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Message

From:
(b)(6), (b)(7)(C)
Sent: 4/21/2022 12:43:11 PM
To: CBPRECORDSMANAGEMENTi (b)(6), (b)(7)(C) ;
i (b)(6), (b)(7)(C) :
Subject: FW: CBP Records & Information Management (RIM) — Week of 4/11/2022
From:: (b)(6), (b)(7)(C) ;

Sent: Thursday, April 21, 2022 7:09 AM

To: OIT WMB < (b)(6), (b)(7)(C) b

Cc:i (b)(8), (b)X7)(C) ;

Subject: CBP Records & Information Management (RIM) — Week of 4/11/2022

Sorry for the delay.

CBP Records & Information Management (RIM) — Week of 4/11/2022

RIM Initiative Progress

NARA Unauthorized Dispaosition Letter Responsive to OIG Audit 21-62
;'('[,';(3;;"(1;')'(}')'(5')" CBP Chief Records Ofﬂqer-.an.d'..(.).@l.@i?).(‘?). DHS CIO and DHS Senior Agency Official for Records
Ménﬁémg'é-r'ﬁméﬁ't received a letter fromi (P)(6), (b)(7)(C) : chief Records Officer of the U.S. Government regarding CBP’s
planned deployment of Wickr and use of WhatsApp and possible unauthorized destruction of records as referenced in
OIT Audit “CBP Targeted Americans with the 2018-2019 Migrant Caravan.”
CBP RIM submitted an unauthorized disposition report and corrective actions to DHS, who submitted the report to
NARA 12/15 in response to the letter. CBP RIM received response from NARA on 2/18/2022 and will need to provide
quarterly updates on our progress.
Capstone Email Management Archive 360 Implementation:
The CBP RIM Team and the Capstone IPT are working together to implement records management in Archive 360 for all
CBP emails. The retention for CBP email is based on the role of the sender/receiver within the agency instead of the
subject of the email. Capstone Officials (CBP has 60 Capstone Officials) email will be considered permanent. All other
CBP employee and contractor email is temporary.
¢ Met with members of the IPT to discuss new dataset that needed to be imported into A360 and how that might
affect timeline for Capstone implementation. We will implement the Capstone users in two phases — one with
tenure dates ending before 11/2018 and the second for all tenure ending after that date. The second phase will
happen after the new dataset is migrated and indexed in A360 which will most likely be in Q4 FY22.
e Continued implementation discussions with the eDiscovery team. Completed Phase 1 officials whose tenure
ended through 2008. Current plan is to have Phase 1 searches completed by 5/11/22.
e Sent new tasker for update of the Capstone Historical list due 4/22. Corresponded with offices as needed.

Messaging Applications Policy and Schedule
o Messaging Schedule 234 form was approved by Privacy, OCC, Business Owner and the LRIM and has
been submitted for NARA review.
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o Received comments from OCC on the latest draft of the AC communication memo, will be doing an
internal review next week.

USCIS/CBP RIM Coordination

CBP RIM is responsible for managing the USCIS SLA and associated services that USCIS provides to CBP concerning
immigration file (A-file) processes. This requires coordination between USCIS, CBP A-file user community, and CBP RIM
to ensure the effective management USCIS SLA and supporting initiatives such as:

USCIS SLA / Invoice Review and Support:

e CBP RIM continues to identify the correct CBP points of contact in the mission offices to assist when questions
are raised by USCIS

e CBP RIM is reviewing the current USCIS SLA to determine which services are currently being performed versus
what items are not currently performed

Review of USCIS Records Policy Manual {(RPM):

e CBP RIM continues to participate in the USCIS RPM refresh working group to keep informed on the services
provided by the USCIS SLA. CBP RIM is also working to identify CBP subject matter experts to assist in reviews of
the manual.

e CBP RIM is working with USCIS to communicate the new 100 Million Series A-Numbers policy update to the CBP
A-file user community.

e CBP RIM is coordinating with CBP POCs to provide requested USEC and UIP training materials to USCIS Training
Team for internal USCIS training needs.

Southwest Border (SWB) Support Records Management Discussion:

¢ CBP mission representatives continue to participate in the USCIS review to identify the Digitized A-file list of
forms for the SWB Pilot.

e CBP RIM continues to research the CBP forms that will require CBP records schedules.

Digital Immigration Processing/Digital A-file Services MVP project:

e CBP RIM continues to attend weekly status updates

Information Quality Act- CBP Compliance- Chief Records Officer:
Implementing CBP Information Quality Act compliance has been informally delegated to the Chief Records Officer.
e Completed initial draft of CBP’s Information Quality Directive based on DHS Information Quality Directive (DHS
139-02) and Instruction (139-02-001). CRO review of draft completed September 20,
e Completed IQ Working Group Charter discussion draft
¢ Next IQ actions include:
o Draft Directive review with DHS IQ Official
o Convene IQIPT to review and comment on proposed IQ Directive
¢ [Q Working Group Charter discussion draft completed and reviewed by CRO
o CRO will brief Director, Strategic Vision and Planning, CISM and seek guidance on next steps to establish a CBP
Information Quality Program appropriately aligned with CBP OIT Data Strategy Initiative.

Electronic Records Management {ERM}
Electronic Records Management Program:
e Program Plan
o The goals of the ERM Program Plan are:
= Address the gaps found in the 2018 NARA Inspection Report
= Fully integrate RIM into the design, development, and implementation of new systems
= Bring existing systems to full compliance with the Federal Records Act
= Support adequate management of electronic messages
= Provide recommendations to prepare CBP for implementation of a records management
application
o Program Plan was approved on 4/6/21
e Product Activities
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o Submitted Electronic Information System (EIS) Minimum RIM Requirements to external stakeholders
from JICMS, HRBE, and BECN for review and feedback. When finalized, these requirements will be the
foundation for a RIM Certification and EIS RIM Survey

= RIM Certification and Survey will close NARA Inspection Report Recommendations 4.1 and 4.2

NARA Inspection Recommendation 4.1: The CBP must update and implement its
policies and procedures for IT management and systems development to include records
management in the design, development, and implementation of EIS. (36 CFR
1220.34(e), 36 CFR 1236.6(b), 36 CFR 1236.10 and OMB Circular A-130)

NARA Inspection Recommendation 4.2: The CBP OIT must maintain and make available
to CBP RIG staff up-to-date documentation about EIS that specifies all technical
characteristics necessary for reading and processing records contained in systems,
defines the contents of the files and records, indicates restrictions on access and use,
describes update cycles or conditions and rules for adding, changing, or deleting
information in the system, and contains authorized disposition authorities. (36 CFR
1220.34(e) and 36 CFR 1236.26(b))

= Started new draft version of the RIM Certification procedures

o Completed review of survey questions and guidance with CRO. Sent questions for external review to
contact in the CIO office for feedback.

o Continued work on communication messaging for the survey including the start of a slide deck for
executive awareness
Continued internal review of the Digitization guide.
Initiated development of Product 5 — Electronic Records Storage RIM Technical Guidance. Continued
research on current CBP guidance and other agency approaches.

e Systems Inventory

o Planning Review and update of inventory to scheduling initiatives to finalize data.
= NARA Inspection Recommendation 9: The CBP RIG program must conduct regular inventories of
existing electronic and non-electronic records to identify scheduled, unscheduled, and vital
records. (36 C.F.R. 1223.14, 36 C.F.R. 1224.10 and 36 C.F.R. 1225.12)
= System inventory tracking tool is being updated with basic scheduling information in the system
scheduling section of the tracker

= Updating the system inventory SOP and maintenance instructions

Records Retention Analyses

CBP RIM continues to systematically review Privacy Threshold Analyses to provide records retention guidance, while
working to develop or ensure coverage with existing National Archives and Records Administration (NARA) approved
records retention schedules for all CBP’s records, especially CBP’s IT systems.

Date Description CBP Offices Involved Systems / Areas Included
4/15/2022 Scanning Hardcopy Files to PDF — Office of Chief Counsel N/A

CBP RIM met with OCC to address

questionsi (b)(5)

(b)(5)
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Training
Training Program Plan:
e Approved by Chief Records Officer 09/2021
RAE Training:
e Training Product Plan being revised based on new training content and program direction
e Training Materials {Intro Deck & intermediate Deck) under development
e Developing additional resource content including a wiki and community resource page using MS Teams
LRIM Training:
e Continuing review/revision of LRIM Training deck through review with Records Management Working Group
e Reviewed content ensuring all previous edits and comments from previous RMWG Monthly Meetings were
addressed
e Updated notes to ensure all proposed edits and changes will be addressed in the final LRIM deck update
RIM 101:
e Held 2 Quarterly RIM 101 sessions week of November 29", 2021.
¢ Two Quarterly RIM 101 sessions held the week of February 21, 2022.
Needs Assessment:
o Needs Assessment will engage members of the CBP RIM community to better understand their training
needs. What areas do they need more information? What information do they wish they would have had when
they joined the RIM community? How can we prepare them to address the challenges and benefit from the

opportunities they face? We will use the data from the Needs Assessment to plan, create, and deploy trainings,
jobs aids, and content.

o Needs Assessment Product Plan in draft
o Adding timeline out outline for survey/questionnaire, panel discussions/interviews, and MS Teams
pages
SES On-and Off-boarding Materials:
e Reviewed and revised Senior Leadership brochure and offboarding deck and processes to ensure currency and
comprehensiveness
Contacted on- and off-boarding POCs to update content and process
Continued project development- training needs and timelines
e Brochure update and training deck updated
e Links & updated content provided to external POC
Separating Employees:
e (Created short training deck by request of CRO for separating employees
e Separating employees training deck has been reviewed and approved
e Researched and reviewed DHS CBP Forms 141-02, 242, Legacy Forms website, new e-Forms website, and the
internal On & Offboard SOP
RMWG Monthly Breakout Sessions
o Developed and shared Breakout Session plan with RMWG and will begin to schedule trainings
Multiple meetings with presenters and team to discuss topics, dates, planning, etc.
File Plans Breakout sessions week of March 29
o Training Material
o Attendance Report
Scheduling future sessions.
o 1linApril
o 1lin May
o 2inlune
¢ Updated schedule and calendar based on changes to breakout session offerings
Records Custodian Curriculum Project:

e Reviewing NARA videos for potential leverage and reference
e Assisted community member with curriculum plan for their Component Office

CBP FOIA NOV23 000044



iron Mountain - Transition of Off-Site Records Storage

The CBP Records and Information Management (RIM) Team made the following progress toward Iron Mountain
Transition completion:

Planning:

¢ FRCs are now open with no occupancy limits and are working to reduce backiogs. CBP RIM is in discussions with
the NARA Program Manager to determine schedules for moving CBP inventory based on FRC staff workloads.
NARA has provided CBP with a notional FRC move schedule so CBP can begin planning for moving records to Iron
Mountain.

¢ Iron Mountain staff Bl security packages are still in progress. Five locations now have CBP-cleared staff to accept
CBP records. Three locations also have cleared drivers to transport records.

e The team continues to coordinate with NARA personnel to plan the logistics for the physical transfer of CBP
records from 15 NARA Federal Records Centers to 7 NARA certified Iron Mountain facilities. Detailed planning is
moving forward for the NARA Federal Records Center in Pittsfield to move CBP records within the next quarter.

e The team has begun research to identify Disposition Authorities and Disposition Dates for 4,271 boxes of records
that are currently unscheduled in the NARA FRCs. Resolution of these unscheduled records will allow CBP to
reduce costs for storage in the NARA FRCs and consolidate our remaining holdings as we move to lron
Mountain.

iron Mountain Initial Pilot:

e CBP RIM met with Component offices on Iron Mountain connect off-site storage initiative and began Iron

Mountain Connect user profiles set up
o OFO Miami
o OFO Los Angelos (LAX)

CBP RIM Component Office Evaluation Program
CBP RIM annually evaluates the maturity of CBP’s 30 Component Office RIM Programs via a progressively
comprehensive set of evaluation questions to ensure compliance with the Federal Records Act, implementing
regulations, and other Federal RIM guidance and memoranda.
FY21 Evaluation:
e For FY21 29 Component Offices submitted their Evaluation answers, and 27 fully completed the tasker
e CBP RIM distributed FY21 Component Office Maturity Report Scorecards and Maturity Reports to all 30
Component Offices 12/30.
e CBP RIM continues developing the CBP-Wide Maturity Report, which will be briefed up through senior
leadership after finalized.

CBP RIM File Plans

The 30 Component Offices are responsible for updating their File Plans annually in coordination with CBP Records and
Information Management to ensure their File Plans are a current, complete picture of the records created and managed
within the Component Office; providing retention instructions for their records covered by existing retention schedules
and identifying records that need new retention schedules drafted to comply with the Federal Records Act.

FY22 Annual File Plan Review:
e CBP RIM completed updates to the 30 Component Office File Plans and converted them into FY22 File Plan
Drafts.
o CBP RIM staff is incorporating NARA Transmittal 32 GRS updates to the already disseminated Draft
File Plans.
= The newly created record series have been sent out to LRIMs/RAEs for review and
possible inclusion in their File Plan updates.
= CBP RIM is revised the Draft Component Office File Plans to reflect updates to existing
record series.
e The FY22 File Plan Review tasker was disseminated to CBP Component Offices March 31 with a suspense date of
April 27.
o OC PDO submitted their Draft FY22 File Plan submission. CBP RIM is currently reviewing.
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Message

em (b)(6), (b)(7)(C)

Sent: 4/21/2022 12:43:36 PM

To: CBPRECORDSMANAGEMENT (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C) i
Subject: FW: CBP RIM WMB input for last week
From: (b)(6), (b)(7)(C)
Sent: Thursday, April 7, 2022 7:24 AM
To:: (b)(6), (b)(7)(C) 3
; (b)), (b)(7)(C) ;
Cc:f (b)(6), (b)(7)(C) a

Subject: RE: CBP RIM WMB input for last week

I sent it — thanks for checking.

CBP Records and Information Management Program {RIM]}
DHS/CBP/OIT/RIM

................................

i (b)(8), (b)(7)(C) i
RiM Websie | Emait Us

Shine a Ligh

Suicide Provertion and Swareness
Mationad Suicide Brovention Lileline
BOD-2FE-8255

CHE Braployes Aosistarce Program

B FERTO0R

From:i (b)(6), (b)(7)(C)

Sent: Thursday, April 7, 2022 7:18 AM

To: (b)(6), (b)(7)(C)
Cc: (b)(6), (b)(7)(C)

Subject: RE: CBP RIM WMB input for last week

Did this go out yesterday?
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| have no comments.

Records and Information Management Program (RIM)
DHS/CBPIOIT/RIM

IR%M Websils | Regusst RIM Service! | Emall Us

é (b)(6), (b)(7)(C) i

MSTeams

From:! (b)(8), (b)(7)(C)

Sent: Tuesday, April 5, 2022 5:00 PM

To:! (b)(6), (b)(7)(C) :
(b)(6), (b)(7)(C) b

Cc:| (b)(6), (b)(7)(C) i

Subject: CBP RIM WMB input for last week

Please see below for CBP RIM WMB input language, word doc is here:

CBP Records & Information Management (RIM) — Week of 3/28/2022

RIM Initiative Progress

NARA Unauthorized Disposition Letter Responsive to OIG Audit 21-62

i (b)(6), (b)(7)C) | CBP Chief Records Officer, and Eric Hysen, DHS CIO and DHS Senior Agency Official for Records
Management, received a letter fromi____(b)(),(b}7)(C)___ iChief Records Officer of the U.S. Government regarding CBP’s
planned deployment of Wickr and use of WhatsApp and possible unauthorized destruction of records as referenced in
OIT Audit “CBP Targeted Americans with the 2018-2019 Migrant Caravan.”

CBP RIM submitted an unauthorized disposition report and corrective actions to DHS, who submitted the report to
NARA 12/15 in response to the letter. CBP RIM received response from NARA on 2/18/2022 and will need to provide

quarterly updates on our progress.

Capstone Email Management Archive 360 Implementation:
The CBP RIM Team and the Capstone IPT are working together to implement records management in Archive 360 for all
CBP emails. The retention for CBP email is based on the role of the sender/receiver within the agency instead of the
subject of the email. Capstone Officials (CBP has 60 Capstone Officials) email will be considered permanent. All other
CBP employee and contractor email is temporary.
e Distributed tasker for populating the SharePoint Capstone Historical User list. Continuing to monitor the
Capstone Historical User list updates and answering component office questions. Tasker deadline was 08/20/21,
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but some offices requested extensions. Will continue following up with component offices to gather the correct
information. CBP RIM has updated email addresses for officials on the list.

e Met with members of the IPT to discuss new dataset that needed to be imported into A360 and how that might
affect timeline for Capstone implementation. We will implement the Capstone users in two phases — one with
tenure dates ending before 11/2018 and the second for all tenure ending after that date. The second phase will
happen after the new dataset is migrated and indexed in A360 which will most likely be in Q4 FY22.

¢ Continued implementation discussions with the eDiscovery team. Completed Phase 1 officials whose tenure
ended through 2005. Current plan is to have Phase 1 searches completed by 5/11/22. Also updated the VIP
Procedure with the steps to load user holds into A360.

e Continued work on Disposition procedure.

e Created materials for new tasker to be sent week of 4/4 for updates to the Capstone List

Messaging Applications Policy and Schedule
o Messaging Schedule 234 form was approved by Privacy, OCC, and the Business Owner and now is out to
the LRIM for signature.

USCIS/CBP RiM Coordination

CBP RIM is responsible for managing the USCIS SLA and associated services that USCIS provides to CBP concerning
immigration file (A-file) processes. This requires coordination between USCIS, CBP A-file user community, and CBP RIM
to ensure the effective management USCIS SLA and supporting initiatives such as:

USCIS SLA / Invoice Review and Support:

e CBP RIM continues to identify the correct CBP points of contact in the mission offices to assist when questions
are raised by USCIS

e CBP RIM is reviewing the current USCIS SLA to determine which services are currently being performed versus
what items are not currently performed

Review of USCIS Records Policy Manual (RPM):

e CBP RIM continues to participate in the USCIS RPM refresh working group to keep informed on the services
provided by the USCIS SLA. CBP RIM is also working to identify CBP subject matter experts to assist in reviews of
the manual.

Southwest Border {SWB) Support Records Management Discussion:

e CBP mission representatives continue to participate in the USCIS review to identify the Digitized A-file list of

forms for the SWB Pilot
Digital Immigration Processing/Digital A-file Services MVP project:
¢ CBP RIM continues to attend weekly status updates

Information Quality Act- CBP Compliance- Chief Records Officer:
Implementing CBP Information Quality Act compliance has been informally delegated to the Chief Records Officer.
e Completed initial draft of CBP’s Information Quality Directive based on DHS Information Quality Directive (DHS
139-02) and Instruction (139-02-001). CRO review of draft completed September 20,
e Completed IQ Working Group Charter discussion draft
¢ Next IQ actions include:
o Draft Directive review with DHS IQ Official
o Convene IQIPT to review and comment on proposed IQ Directive
¢ [Q Working Group Charter discussion draft completed and reviewed by CRO
e CRO will brief Director, Strategic Vision and Planning, CISM and seek guidance on next steps to establish a CBP
Information Quality Program appropriately aligned with CBP OIT Data Strategy Initiative.

Electronic Records Management (ERM)
Electronic Records Management Program:
e Program Plan
o The goals of the ERM Program Plan are:
= Address the gaps found in the 2018 NARA Inspection Report
= Fully integrate RIM into the design, development, and implementation of new systems
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= Bring existing systems to full compliance with the Federal Records Act
= Support adequate management of electronic messages
=  Provide recommendations to prepare CBP for implementation of a records management
application
o Program Plan was approved on 4/6/21
e  Product Activities
o Submitted Electronic Information System (EIS) Minimum RIM Requirements to external stakeholders
from JICMS, HRBE, and BECN for review and feedback. When finalized, these requirements will be the
foundation for a RIM Certification and EIS RIM Survey
= RIM Certification and Survey will close NARA Inspection Report Recommendations 4.1 and 4.2

e NARA Inspection Recommendation 4.1: The CBP must update and implement its
policies and procedures for IT management and systems development to include records
management in the design, development, and implementation of EIS. (36 CFR
1220.34(e), 36 CFR 1236.6(b), 36 CFR 1236.10 and OMB Circular A-130)

e NARA Inspection Recommendation 4.2: The CBP OIT must maintain and make available
to CBP RIG staff up-to-date documentation about EIS that specifies all technical
characteristics necessary for reading and processing records contained in systems,
defines the contents of the files and records, indicates restrictions on access and use,
describes update cycles or conditions and rules for adding, changing, or deleting
information in the system, and contains authorized disposition authorities. (36 CFR
1220.34(e) and 36 CFR 1236.26(b))

= Reviewed latest draft of Requirements document with the system tiers with CRO. Sent draft to
UPRO team and BECN team for feedback on the updated requirements.
Started review of EIS survey questions and guide with CRO
Continued work on communication messaging for the survey
Continued developing Digitization guide
o Initiated development of Product 5 — Electronic Records Storage RIM Technical Guidance.
e Systems Inventory
o Planning Review and update of inventory to scheduling initiatives to finalize data.
= NARA Inspection Recommendation 8: The CBP RIG program must conduct regular inventories of
existing electronic and non-electronic records to identify scheduled, unscheduled, and vital
records. (36 C.F.R. 1223.14, 36 C.F.R. 1224.10 and 36 C.F.R. 1225.12)
= System inventory tracking tool is being updated with basic scheduling information in the system
scheduling section of the tracker

O O O

Records Retention Analyses

CBP RIM continues to systematically review Privacy Threshold Analyses to provide records retention guidance, while
working to develop or ensure coverage with existing National Archives and Records Administration (NARA) approved
records retention schedules for all CBP’s records, especially CBP’s IT systems.

Date Description CBP Offices Involved Systems / Areas Included
3/30/2022 Tableau Records Schedule Office of Finance, Privacy | Tableau, CBPnet

Discussion — CBP RIM met with the
CBPnet and Tableau teams to
discuss the records schedule that
has been drafted for CBP
Operational Statistics that are being
provided to the public.
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Date Description CBP Offices Involved Systems / Areas Included

3/31/2022 Security Management Assessment | Office of Information SMART CM
Risk Tool Countermeasures (SMART | Technology, Office of
CM) - CBP RIM met with the SMART | Professional

CM team to discuss how the Responsibility, Privacy
records should be handled during
the system’s decommissioning
process.

3/31/2022 Splunk Cold Storage Discussion — Office of Information Splunk
CBP RIM met with the Splunk team | Technology
to discuss the retention of audit
logs within the Splunk tool.

Training
Training Program Plan:

e Approved by Chief Records Officer 09/2021
RAE Training:

e Training Product Plan being revised based on new training content and program direction

e Training Materials (Intro Deck & Intermediate Deck) under development

o Developing additional resource content including a wiki and community resource page using MS Teams

LRIM Training:

e Continuing review/revision of LRIM Training deck through review with Records Management Working Group

e Reviewed content ensuring all previous edits and comments from previous RMWG Monthly Meetings were
addressed

RIM 101:

e Held 2 Quarterly RIM 101 sessions week of November 29", 2021.

¢ Two Quarterly RIM 101 sessions held the week of February 21, 2022.
Needs Assessment:

o Needs Assessment will engage members of the CBP RIM community to better understand their training
needs. What areas do they need more information? What information do they wish they would have had when
they joined the RIM community? How can we prepare them to address the challenges and benefit from the
opportunities they face? We will use the data from the Needs Assessment to plan, create, and deploy trainings,
jobs aids, and content.

o Needs Assessment Product Plan in draft
o Adding timeline out outline for survey/questionnaire, panel discussions/interviews, and MS Teams
pages
SES On-and Off-boarding Materials:

¢ Reviewed and revised Senior Leadership brochure and offboarding deck and processes to ensure currency and
comprehensiveness

e Contacted on- and off-boarding POCs to update content and process

e Continued project development- training needs and timelines

Separating Employees:

e (Created short training deck by request of CRO for separating employees

e Separating employees training deck has been reviewed and approved

e Researched and reviewed DHS CBP Forms 141-02, 242, Legacy Forms website, new e-Forms website, and the
internal On & Offboard SOP.

RMWG Monthly Breakout Sessions
e Developed and shared Breakout Session plan with RMWG and will begin to schedule trainings
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e  Multiple meetings with presenters and team to discuss topics, dates, planning, etc.
¢ File Plans Breakout sessions week of March 29
o Training Material
o Attendance Report
e Scheduling future sessions.
o 1in April
o 1linMay
o 2inlJune
Records Custodian Curriculum Project:
e Reviewing NARA videos for potential leverage and reference
e Assisted community member with curriculum plan for their Component Office

iron Mountain - Transition of Off-Site Records Storage

The CBP Records and Information Management (RIM) Team made the following progress toward Iron Mountain
Transition completion:

Planning:

e The limited staffing at NARA Federal Records Centers (FRC) continues to impact the ability to move records from
FRCs to Iron Mountain. FRCs are open with no occupancy limits and are working to reduce backlogs. CBP RIM is
in discussions with the NARA Program Manager to determine schedules for moving CBP inventory based on FRC
staff workloads.

e iron Mountain staff Bl security packages are still in progress. Iron Mountain has instituted a new process to
track their internal Bl application completion processes more closely. Five locations now have CBP-cleared staff
to accept CBP records. Three locations also have cleared drivers to transport records.

e The team continues to coordinate with NARA personnel to plan the logistics for the physical transfer of CBP
records from 15 NARA Federal Records Centers to 7 NARA certified Iron Mountain facilities. Detailed planning
has started for the NARA Federal Records Center in Pittsfield.

o The team has begun research to identify Disposition Authorities and Disposition Dates for 4,271 boxes of records
that are currently unscheduled in the NARA FRCs. Resolution of these unscheduled records will allow CBP to
reduce costs for storage in the NARA FRCs and consolidate our remaining holdings as we move to Iron
Mountain.

iron Mountain Initial Pilot:

e CBP RIM has scheduled Iron Mountain Connect training with the Pilot component offices for the new off-site
storage initiative.

e CBP RIM continues discussion with Component offices on Iron Mountain connect off-site storage initiative.

CBP RIM Component Office Evaluation Program
CBP RIM annually evaluates the maturity of CBP’s 30 Component Office RIM Programs via a progressively
comprehensive set of evaluation questions to ensure compliance with the Federal Records Act, implementing
regulations, and other Federal RIM guidance and memoranda.
FY21 Evaluation:
e For FY21 29 Component Offices submitted their Evaluation answers, and 27 fully completed the tasker
e CBP RIM distributed FY21 Component Office Maturity Report Scorecards and Maturity Reports to all 30
Component Offices 12/30.
e CBP RIM continues developing the CBP-Wide Maturity Report, which will be briefed up through senior
leadership after finalized.

CBP RIM File Plans

The 30 Component Offices are responsible for updating their File Plans annually in coordination with CBP Records and
Information Management to ensure their File Plans are a current, complete picture of the records created and managed
within the Component Office; providing retention instructions for their records covered by existing retention schedules
and identifying records that need new retention schedules drafted to comply with the Federal Records Act.
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FY22 Annual File Plan Review:
e CBP RIM completed updates to the 30 Component Office File Plans and converted them into FY22 File Plan
Drafts.
e The FY22 File Plan Review tasker was disseminated to CBP Component Offices March 31 with a suspense date of
April 27.

L(B)(6), (b)T)C)
Project Manager
Contact Info: Teams+ (b)(6), (b)(7)(C) !
Capital Advisors on Technology, LLC
Records and Information Management
OIT | CBP | DHS
RiM Websie | Email Us
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Message

From: | (b)(6), (b)(7)(C)

Sent: 4/19/2022 9:05:08 PM
) b 6 b i C
Subject: FOR FED REVIEW: WMB for last week

CBP Records & Information Management (RIM) — Week of 4/11/2022

RIM Initiative Progress

'(b)(6), (b)7)C) i CBP Chief Records Offlcer and (0)6), BXT)C) |

........................................

i, DHS CIO and DHS Senior Agency Official for Records
Management, received a letter fromi_(b)(6), (b)(7)(C) _i, Chief Records Officer of the U.S. Government regarding CBP’s
planned deployment of Wickr and use of WhatsApp and possible unauthorized destruction of records as referenced in
OIT Audit “CBP Targeted Americans with the 2018-2019 Migrant Caravan.”
CBP RIM submitted an unauthorized disposition report and corrective actions to DHS, who submitted the report to
NARA 12/15 in response to the letter. CBP RIM received response from NARA on 2/18/2022 and will need to provide
quarterly updates on our progress.
Capstone Email Management Archive 360 Implementation:
The CBP RIM Team and the Capstone IPT are working together to implement records management in Archive 360 for all
CBP emails. The retention for CBP email is based on the role of the sender/receiver within the agency instead of the
subject of the email. Capstone Officials (CBP has 60 Capstone Officials) email will be considered permanent. All other
CBP employee and contractor email is temporary.
¢ Met with members of the IPT to discuss new dataset that needed to be imported into A360 and how that might
affect timeline for Capstone implementation. We will implement the Capstone users in two phases — one with
tenure dates ending before 11/2018 and the second for all tenure ending after that date. The second phase will
happen after the new dataset is migrated and indexed in A360 which will most likely be in Q4 FY22.
e Continued implementation discussions with the eDiscovery team. Completed Phase 1 officials whose tenure
ended through 2008. Current plan is to have Phase 1 searches completed by 5/11/22.
e Sent new tasker for update of the Capstone Historical list due 4/22. Corresponded with offices as needed.

Messaging Applications Policy and Schedule
o Messaging Schedule 234 form was approved by Privacy, OCC, Business Owner and the LRIM and has
been submitted for NARA review.
o Received comments from OCC on the latest draft of the AC communication memo, will be doing an
internal review next week.

USCIS/CBP RIM Coordination

CBP RIM is responsible for managing the USCIS SLA and associated services that USCIS provides to CBP concerning
immigration file (A-file) processes. This requires coordination between USCIS, CBP A-file user community, and CBP RIM
to ensure the effective management USCIS SLA and supporting initiatives such as:
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USCIS SLA / Invoice Review and Support:

e CBP RIM continues to identify the correct CBP points of contact in the mission offices to assist when questions
are raised by USCIS

e CBP RIM is reviewing the current USCIS SLA to determine which services are currently being performed versus
what items are not currently performed

Review of USCIS Records Policy Manual (RPM):

e CBP RIM continues to participate in the USCIS RPM refresh working group to keep informed on the services
provided by the USCIS SLA. CBP RIM is also working to identify CBP subject matter experts to assist in reviews of
the manual.

e CBP RIM is working with USCIS to communicate the new 100 Million Series A-Numbers policy update to the CBP
A-file user community.

e CBP RIM is coordinating with CBP POCs to provide requested USEC and UIP training materials to USCIS Training
Team for internal USCIS training needs.

Southwest Border {SWB) Support Records Management Discussion:

e CBP mission representatives continue to participate in the USCIS review to identify the Digitized A-file list of
forms for the SWB Pilot.

e CBP RIM continues to research the CBP forms that will require CBP records schedules.

Digital Immigration Processing/Digital A-file Services MVP project:

e CBP RIM continues to attend weekly status updates

Information Quality Act- CBP Compliance- Chief Records Officer:
Implementing CBP Information Quality Act compliance has been informally delegated to the Chief Records Officer.
e Completed initial draft of CBP’s Information Quality Directive based on DHS Information Quality Directive (DHS
139-02) and Instruction (139-02-001). CRO review of draft completed September 20.
e Completed IQ Working Group Charter discussion draft
¢ Next IQ actions include:
o Draft Directive review with DHS 1Q Official
o Convene IQIPT to review and comment on proposed IQ Directive
¢ |Q Working Group Charter discussion draft completed and reviewed by CRO
e CRO will brief Director, Strategic Vision and Planning, CISM and seek guidance on next steps to establish a CBP
Information Quality Program appropriately aligned with CBP OIT Data Strategy Initiative.

Electronic Records Management (ERM)
Electronic Records Management Program:
e Program Plan
o The goals of the ERM Program Plan are:
= Address the gaps found in the 2018 NARA Inspection Report
= Fully integrate RIM into the design, development, and implementation of new systems
= Bring existing systems to full compliance with the Federal Records Act
= Support adequate management of electronic messages
= Provide recommendations to prepare CBP for implementation of a records management
application
o Program Plan was approved on 4/6/21
e Product Activities
o Submitted Electronic Information System (EIS) Minimum RIM Requirements to external stakeholders
from JICMS, HRBE, and BECN for review and feedback. When finalized, these requirements will be the
foundation for a RIM Certification and EIS RIM Survey
= RIM Certification and Survey will close NARA Inspection Report Recommendations 4.1 and 4.2
e NARA Inspection Recommendation 4.1: The CBP must update and implement its
policies and procedures for IT management and systems development to include records
management in the design, development, and implementation of EIS. (36 CFR
1220.34(e), 36 CFR 1236.6(b), 36 CFR 1236.10 and OMB Circular A-130)
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e« NARA Inspection Recommendation 4.2: The CBP OIT must maintain and make available
to CBP RIG staff up-to-date documentation about EIS that specifies all technical
characteristics necessary for reading and processing records contained in systems,
defines the contents of the files and records, indicates restrictions on access and use,
describes update cycles or conditions and rules for adding, changing, or deleting
information in the system, and contains authorized disposition authorities. (36 CFR
1220.34{e) and 36 CFR 1236.26(b))

= Started new draft version of the RIM Certification procedures
o Completed review of survey questions and guidance with CRO. Sent questions for external review to
contact in the CIO office for feedback.
o Continued work on communication messaging for the survey including the start of a slide deck for
executive awareness
o Continued internal review of the Digitization guide.
Initiated development of Product 5 — Electronic Records Storage RIM Technical Guidance. Continued
research on current CBP guidance and other agency approaches.
e Systems Inventory
o Planning Review and update of inventory to scheduling initiatives to finalize data.
= NARA Inspection Recommendation 9: The CBP RIG program must conduct regular inventories of
existing electronic and non-electronic records to identify scheduled, unscheduled, and vital
records. (36 C.F.R. 1223.14, 36 C.F.R. 1224.10 and 36 C.F.R. 1225.12)
= System inventory tracking tool is being updated with basic scheduling information in the system
scheduling section of the tracker

= Updating the system inventory SOP and maintenance instructions

Records Retention Analyses

CBP RIM continues to systematically review Privacy Threshold Analyses to provide records retention guidance, while
working to develop or ensure coverage with existing National Archives and Records Administration (NARA) approved
records retention schedules for all CBP’s records, especially CBP’s IT systems.

Date Description CBP Offices Involved Systems / Areas Included
4/15/2022 Scanning Hardcopy Files to PDF — Office of Chief Counsel N/A

CBP RIM met with OCC to address
questions that they have been
receiving from the field about the
digitization of paper records. The
purpose of this discussion was to
explain digitization and establish
next steps as to how these types of
requests should be handled in the
future.

Training
Training Program Plan:
e Approved by Chief Records Officer 09/2021
RAE Training:
e Training Product Plan being revised based on new training content and program direction
e Training Materials (Intro Deck & Intermediate Deck) under development
e Developing additional resource content including a wiki and community resource page using MS Teams
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LRIM Training:
e Continuing review/revision of LRIM Training deck through review with Records Management Working Group
e Reviewed content ensuring all previous edits and comments from previous RMWG Monthly Meetings were
addressed
¢ Updated notes to ensure all proposed edits and changes will be addressed in the final LRIM deck update
RIM 101:
e Held 2 Quarterly RIM 101 sessions week of November 29", 2021.
¢ Two Quarterly RIM 101 sessions held the week of February 21, 2022.
Needs Assessment:
¢ Needs Assessment will engage members of the CBP RIM community to better understand their training
needs. What areas do they need more information? What information do they wish they would have had when
they joined the RIM community? How can we prepare them to address the challenges and benefit from the
opportunities they face? We will use the data from the Needs Assessment to plan, create, and deploy trainings,
jobs aids, and content.
o Needs Assessment Product Plan in draft
o Adding timeline out outline for survey/questionnaire, panel discussions/interviews, and MS Teams
pages
SES On-and Off-boarding Materials:
e Reviewed and revised Senior Leadership brochure and offboarding deck and processes to ensure currency and
comprehensiveness

Contacted on- and off-boarding POCs to update content and process

Continued project development- training needs and timelines
Brochure update and training deck updated
e Links & updated content provided to external POC
Separating Employees:
e (Created short training deck by request of CRO for separating employees
e Separating employees training deck has been reviewed and approved
e Researched and reviewed DHS CBP Forms 141-02, 242, Legacy Forms website, new e-Forms website, and the
internal On & Offboard SOP
RMWG Monthly Breakout Sessions
¢ Developed and shared Breakout Session plan with RMWG and will begin to schedule trainings

Multiple meetings with presenters and team to discuss topics, dates, planning, etc.
File Plans Breakout sessions week of March 29

o Training Material

o Attendance Report
Scheduling future sessions.

o 1inApril

o 1lin May

o 2inlJune

¢ Updated schedule and calendar based on changes to breakout session offerings
Records Custodian Curriculum Project:

e Reviewing NARA videos for potential leverage and reference

e Assisted community member with curriculum plan for their Component Office

Iron Mountain - Transition of Off-Site Records Storage
The CBP Records and Information Management (RIM) Team made the following progress toward Iron Mountain
Transition completion:
Planning:
e FRCs are now open with no occupancy limits and are working to reduce backlogs. CBP RIM is in discussions with
the NARA Program Manager to determine schedules for moving CBP inventory based on FRC staff workloads.
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NARA has provided CBP with a notional FRC move schedule so CBP can begin planning for moving records to Iron
Mountain.

¢ [ron Mountain staff Bl security packages are still in progress. Five locations now have CBP-cleared staff to accept
CBP records. Three locations also have cleared drivers to transport records.

e The team continues to coordinate with NARA personnel to plan the logistics for the physical transfer of CBP
records from 15 NARA Federal Records Centers to 7 NARA certified Iron Mountain facilities. Detailed planning is
moving forward for the NARA Federal Records Center in Pittsfield to move CBP records within the next quarter.

e The team has begun research to identify Disposition Authorities and Disposition Dates for 4,271 boxes of records
that are currently unscheduled in the NARA FRCs. Resolution of these unscheduled records will allow CBP to
reduce costs for storage in the NARA FRCs and consolidate our remaining holdings as we move to Iron
Mountain.

Iron Mountain Initial Pilot:

e CBP RIM met with Component offices on Iron Mountain connect off-site storage initiative and began Iron

Mountain Connect user profiles set up
o OFO Miami
o OFO Los Angelos (LAX)

CBP RIM Component Office Evaluation Program
CBP RIM annually evaluates the maturity of CBP’s 30 Component Office RIM Programs via a progressively
comprehensive set of evaluation questions to ensure compliance with the Federal Records Act, implementing
regulations, and other Federal RIM guidance and memoranda.
FY21 Evaluation:
e For FY21 29 Component Offices submitted their Evaluation answers, and 27 fully completed the tasker
e CBP RIM distributed FY21 Component Office Maturity Report Scorecards and Maturity Reports to all 30
Component Offices 12/30.
e CBP RIM continues developing the CBP-Wide Maturity Report, which will be briefed up through senior
leadership after finalized.

CBP RIM File Plans

The 30 Component Offices are responsible for updating their File Plans annually in coordination with CBP Records and
Information Management to ensure their File Plans are a current, complete picture of the records created and managed
within the Component Office; providing retention instructions for their records covered by existing retention schedules
and identifying records that need new retention schedules drafted to comply with the Federal Records Act.

FY22 Annual File Plan Review:
e CBP RIM completed updates to the 30 Component Office File Plans and converted them into FY22 File Plan
Drafts.
o CBP RIM staff is incorporating NARA Transmittal 32 GRS updates to the already disseminated Draft
File Plans.
= The newly created record series have been sent out to LRIMs/RAEs for review and
possible inclusion in their File Plan updates.
w  CBP RIM is revised the Draft Component Office File Plans to reflect updates to existing
record series.
e The FY22 File Plan Review tasker was disseminated to CBP Component Offices March 31 with a suspense date of
April 27.
o OC PDO submitted their Draft FY22 File Plan submission. CBP RIM is currently reviewing.
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Project Manager

Contact Info: Teams-! (b)(8), (b)(7)(C)

Capital Advisors on Technology, LLC
Records and Information Management

OIT | CBP | DHb
RIM Website | Emaill Us
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Message

From: (b)(6), (b)(7)(C)

Sent: 4/21/2022 11:09:23 AM

To: oIT WMBE (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
Subject: CBP Records & Information Management (RIM) — Week of 4/11/2022

Sorry for the delay.

CBP Records & Information Management {RIM) — Week of 4/11/2022

RIM Initiative Progress

NARA Unauthorlzed Dlsposmon Letter Responswe to 0|G Audit 21-62

Management, received a letter from (b)(6), (b)(7)(C) ; Chief Records Officer of the U.S. Government regarding CBP’s
planned deployment of Wickr and use of WhatsApp and possible unauthorized destruction of records as referenced in
OIT Audit “CBP Targeted Americans with the 2018-2019 Migrant Caravan.”

CBP RIM submitted an unauthorized disposition report and corrective actions to DHS, who submitted the report to
NARA 12/15 in response to the letter. CBP RIM received response from NARA on 2/18/2022 and will need to provide
quarterly updates on our progress.

Capstone Email Management Archive 360 Implementation:

The CBP RIM Team and the Capstone IPT are working together to implement records management in Archive 360 for all
CBP emails. The retention for CBP email is based on the role of the sender/receiver within the agency instead of the
subject of the email. Capstone Officials (CBP has 60 Capstone Officials) email will be considered permanent. All other
CBP employee and contractor email is temporary.

e Met with members of the IPT to discuss new dataset that needed to be imported into A360 and how that might
affect timeline for Capstone implementation. We will implement the Capstone users in two phases — one with
tenure dates ending before 11/2018 and the second for all tenure ending after that date. The second phase will
happen after the new dataset is migrated and indexed in A360 which will most likely be in Q4 FY22.

e Continued implementation discussions with the eDiscovery team. Completed Phase 1 officials whose tenure
ended through 2008. Current plan is to have Phase 1 searches completed by 5/11/22.

e Sent new tasker for update of the Capstone Historical list due 4/22. Corresponded with offices as needed.

Messaging Applications Policy and Schedule
o Messaging Schedule 234 form was approved by Privacy, OCC, Business Owner and the LRIM and has
been submitted for NARA review.
o Received comments from OCC on the latest draft of the AC communication memo, will be doing an
internal review next week.

USCIS/CBP RiM Coordination

CBP RIM is responsible for managing the USCIS SLA and associated services that USCIS provides to CBP concerning
immigration file (A-file) processes. This requires coordination between USCIS, CBP A-file user community, and CBP RIM
to ensure the effective management USCIS SLA and supporting initiatives such as:

USCIS SLA / Invoice Review and Support:
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e CBP RIM continues to identify the correct CBP points of contact in the mission offices to assist when questions
are raised by USCIS
e CBP RIM is reviewing the current USCIS SLA to determine which services are currently being performed versus
what items are not currently performed
Review of USCIS Records Policy Manuai {(RPM):
¢ CBP RIM continues to participate in the USCIS RPM refresh working group to keep informed on the services
provided by the USCIS SLA. CBP RIM is also working to identify CBP subject matter experts to assist in reviews of
the manual.
e CBP RIM is working with USCIS to communicate the new 100 Million Series A-Numbers policy update to the CBP
A-file user community.
e CBP RIM is coordinating with CBP POCs to provide requested USEC and UIP training materials to USCIS Training
Team for internal USCIS training needs.
Southwest Border {SWB) Support Records Management Discussion:
¢ CBP mission representatives continue to participate in the USCIS review to identify the Digitized A-file list of
forms for the SWB Pilot.
e CBP RIM continues to research the CBP forms that will require CBP records schedules.
Digital Immigration Processing/Digital A-file Services MVP project:
e CBP RIM continues to attend weekly status updates

Information Quality Act- CBP Compliance- Chief Records Officer:
Implementing CBP Information Quality Act compliance has been informally delegated to the Chief Records Officer.
e Completed initial draft of CBP’s Information Quality Directive based on DHS Information Quality Directive (DHS
139-02) and Instruction (139-02-001). CRO review of draft completed September 20,
e Completed IQ Working Group Charter discussion draft
¢ Next IQ actions include:
o Draft Directive review with DHS 1Q Official
o Convene IQ IPT to review and comment on proposed 1Q Directive
¢ [Q Working Group Charter discussion draft completed and reviewed by CRO
o CRO will brief Director, Strategic Vision and Planning, CISM and seek guidance on next steps to establish a CBP
Information Quality Program appropriately aligned with CBP OIT Data Strategy Initiative.

Electronic Records Management {ERM)
Electronic Records Management Program:
e Program Plan
o The goals of the ERM Program Plan are:
= Address the gaps found in the 2018 NARA Inspection Report
= Fully integrate RIM into the design, development, and implementation of new systems
= Bring existing systems to full compliance with the Federal Records Act
= Support adequate management of electronic messages
=  Provide recommendations to prepare CBP for implementation of a records management
application
o Program Plan was approved on 4/6/21
e Product Activities
o Submitted Electronic Information System (EIS) Minimum RIM Requirements to external stakeholders
from JICMS, HRBE, and BECN for review and feedback. When finalized, these requirements will be the
foundation for a RIM Certification and EIS RIM Survey
= RIM Certification and Survey will close NARA Inspection Report Recommendations 4.1 and 4.2
» NARA Inspection Recommendation 4.1: The CBP must update and implement its
policies and procedures for IT management and systems development to include records
management in the design, development, and implementation of EIS. (36 CFR
1220.34(e), 36 CFR 1236.6(b), 36 CFR 1236.10 and OMB Circular A-130)
o NARA Inspection Recommendation 4.2: The CBP OIT must maintain and make available
to CBP RIG staff up-to-date documentation about EIS that specifies all technical
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characteristics necessary for reading and processing records contained in systems,
defines the contents of the files and records, indicates restrictions on access and use,
describes update cycles or conditions and rules for adding, changing, or deleting
information in the system, and contains authorized disposition authorities. (36 CFR
1220.34(e) and 36 CFR 1236.26(b))
= Started new draft version of the RIM Certification procedures
o Completed review of survey questions and guidance with CRO. Sent questions for external review to

contact in the ClO office for feedback.

o Continued work on communication messaging for the survey including the start of a slide deck for

executive awareness

Continued internal review of the Digitization guide.
Initiated development of Product 5 — Electronic Records Storage RIM Technical Guidance. Continued
research on current CBP guidance and other agency approaches.

e Systems Inventory

o Planning Review and update of inventory to scheduling initiatives to finalize data.
= NARA Inspection Recommendation 9: The CBP RIG program must conduct regular inventories of
existing electronic and non-electronic records to identify scheduled, unscheduled, and vital

records. (36 C.F.R. 1223.14, 36 C.F.R. 1224.10 and 36 C.F.R. 1225.12)

=  System inventory tracking tool is being updated with basic scheduling information in the system

scheduling section of the tracker

= Updating the system inventory SOP and maintenance instructions

Records Retention Analyses

CBP RIM continues to systematically review Privacy Threshold Analyses to provide records retention guidance, while
working to develop or ensure coverage with existing National Archives and Records Administration (NARA) approved
records retention schedules for all CBP’s records, especially CBP’s IT systems.

(b)(5)

Date Description CBP Offices involved Systems / Areas Included
4/15/2022 Scanning Hardcopy Files to PDF — Office of Chief Counsel N/A

CBP RIM met with OCC to address

questions that.......,....(2}8) |

Training
Training Program Plan:

e Approved by Chief Records Officer 09/2021
RAE Training:

e Training Product Plan being revised based on new training content and program direction
e Training Materials (Intro Deck & Intermediate Deck) under development
e Developing additional resource content including a wiki and community resource page using MS Teams

LRIM Training:

e Continuing review/revision of LRIM Training deck through review with Records Management Working Group
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e Reviewed content ensuring all previous edits and comments from previous RMWG Monthly Meetings were
addressed

e Updated notes to ensure all proposed edits and changes will be addressed in the final LRIM deck update
RIM 101:
¢ Held 2 Quarterly RIM 101 sessions week of November 29", 2021.
¢ Two Quarterly RIM 101 sessions held the week of February 21, 2022.
Needs Assessment:
¢ Needs Assessment will engage members of the CBP RIM community to better understand their training
needs. What areas do they need more information? What information do they wish they would have had when
they joined the RIM community? How can we prepare them to address the challenges and benefit from the
opportunities they face? We will use the data from the Needs Assessment to plan, create, and deploy trainings,
jobs aids, and content.
o Needs Assessment Product Plan in draft
o Adding timeline out outline for survey/questionnaire, panel discussions/interviews, and MS Teams
pages
SES On-and Off-boarding Materials:
e Reviewed and revised Senior Leadership brochure and offboarding deck and processes to ensure currency and
comprehensiveness
Contacted on- and off-boarding POCs to update content and process
o Continued project development- training needs and timelines
e Brochure update and training deck updated
e Links & updated content provided to external POC
Separating Employees:
e (Created short training deck by request of CRO for separating employees
e Separating employees training deck has been reviewed and approved
e Researched and reviewed DHS CBP Forms 141-02, 242, Legacy Forms website, new e-Forms website, and the
internal On & Offboard SOP
RMWG Monthly Breakout Sessions
o Developed and shared Breakout Session plan with RMWG and will begin to schedule trainings
Multiple meetings with presenters and team to discuss topics, dates, planning, etc.
File Plans Breakout sessions week of March 29
o Training Material
o Attendance Report
Scheduling future sessions.
o 1linApril
o 1lin May
o 2inlune
e Updated schedule and calendar based on changes to breakout session offerings
Records Custodian Curriculum Project:
¢ Reviewing NARA videos for potential leverage and reference
e Assisted community member with curriculum plan for their Component Office

iron Mountain - Transition of Off-Site Records Storage
The CBP Records and Information Management (RIM) Team made the following progress toward Iron Mountain
Transition completion:
Planning:
e FRCs are now open with no occupancy limits and are working to reduce backlogs. CBP RIM is in discussions with
the NARA Program Manager to determine schedules for moving CBP inventory based on FRC staff workloads.

NARA has provided CBP with a notional FRC move schedule so CBP can begin planning for moving records to Iron
Mountain.
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e Iron Mountain staff Bl security packages are still in progress. Five locations now have CBP-cleared staff to accept
CBP records. Three locations also have cleared drivers to transport records.

e The team continues to coordinate with NARA personnel to plan the logistics for the physical transfer of CBP
records from 15 NARA Federal Records Centers to 7 NARA certified Iron Mountain facilities. Detailed planning is
moving forward for the NARA Federal Records Center in Pittsfield to move CBP records within the next quarter.

¢ The team has begun research to identify Disposition Authorities and Disposition Dates for 4,271 boxes of records
that are currently unscheduled in the NARA FRCs. Resolution of these unscheduled records will allow CBP to
reduce costs for storage in the NARA FRCs and consolidate our remaining holdings as we move to lron
Mountain.

iron Mountain Initial Pilot:

e CBP RIM met with Component offices on Iron Mountain connect off-site storage initiative and began Iron

Mountain Connect user profiles set up
o OFO Miami
o OFO Los Angelos (LAX)

CBP RIM Component Office Evaluation Program
CBP RIM annually evaluates the maturity of CBP’s 30 Component Office RIM Programs via a progressively
comprehensive set of evaluation questions to ensure compliance with the Federal Records Act, implementing
regulations, and other Federal RIM guidance and memoranda.
FY21 Evaluation:
e For FY21 29 Component Offices submitted their Evaluation answers, and 27 fully completed the tasker
e CBP RIM distributed FY21 Component Office Maturity Report Scorecards and Maturity Reports to all 30
Component Offices 12/30.
e CBP RIM continues developing the CBP-Wide Maturity Report, which will be briefed up through senior
leadership after finalized.

CBP RIM File Plans

The 30 Component Offices are responsible for updating their File Plans annually in coordination with CBP Records and
Information Management to ensure their File Plans are a current, complete picture of the records created and managed
within the Component Office; providing retention instructions for their records covered by existing retention schedules
and identifying records that need new retention schedules drafted to comply with the Federal Records Act.

FY22 Annual File Plan Review:
e CBP RIM completed updates to the 30 Component Office File Plans and converted them into FY22 File Plan
Drafts.
o CBP RIM staff is incorporating NARA Transmittal 32 GRS updates to the already disseminated Draft
File Plans.
= The newly created record series have been sent out to LRIMs/RAEs for review and
possible inclusion in their File Plan updates.
= CBP RIM is revised the Draft Component Office File Plans to reflect updates to existing
record series.
e The FY22 File Plan Review tasker was disseminated to CBP Component Offices March 31 with a suspense date of
April 27.
o OC PDO submitted their Draft FY22 File Plan submission. CBP RIM is currently reviewing.
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Message

From: (b)(6), (b)(7)(C)

Sent: 6/16/2021 12:22:31PM
" (b)(6), (b)(7)(C)
Subject: RE: RIM Chat Application Briefing

Security INFOSEC
Information Systems Security Manager {IS5M)

Department of Homeland Security

Bureau of Customs and Border Protection

Office of Information and Technology

Supporting Enterprise Networks & Technology Support Directorate and TALMEC
: (b)(8), (b)(7)(C) i

Dot Trust and continue to Verify (DTactV)

From; (b)(6), (b)(7)(C)

Sent: Wednesday, June 16, 2021 6:28 AM

To! (b)(6), (P)(7)(C)

i (b)(6), (b)(7)(C) i

Subject: RIM Chat Application Briefing

we.emo i made to the RIM team.

1600. This was a request XD!

[

This briefing mentions the retention timeframe for Webex and Wickr.

It also mentions there is no way to centrally store Text messages unless a product like Smarsh is implemented.

L __(b)(6), (b)T)(C)__}
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Mobile: |__(b)(6), (b)7)C)_
(b)(6), (b)(7)(C)
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Message

From: _(b)(6), (b)(7)(C)

Sent: 4/2/20217:47:28 PM
b)(6), (b)(7)(C
Subject: Fwd: Collaboeration Apps at CBP

For Wickr, what is the retention, where is it stored and how would someone access it ?

(b)(6), (b)(7)(C)
Director, Mobility and Collaboration Branch (MCB)

Mobile: | (5)), (b)(7)(C)]

(b)(6), (b)(7)(C)
From:! (b)(6), (b)(7)(C)
Sent: Friday, April 2, 2021 3:45:46 PM
To: (b)(8), (b)(7)(C)
Cci (b)(6), (b)(7)(C)

Subject: Re: Collaboration Apps at CBP

None of these are apps managed by CBP/Airwatch. CBP is not capturing any data from these apps and therefore
no retention.

. (b)(6), (b)(7)(C)
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

(b)(6), (b)(7)(C)
From: (b)(8), (b)(7)(C)
Sent: Friday, April 2, 2021 3:24:08 PM
To:! (b)(6), (b)(7)(C)

{b){6), (b7}

o

Cc:i ,
Subject: Collaboration Apps at CBP

I’'m working withL{£)e). (E}7HC) | and: (b)(6), (b)(7)(C) ion compiling information about chat and other collaboration data sources
at CBP and your name was given to me as a contact for some of the applications. We’re looking for information on
applications like Smarsh, WhatsApp, Duo, Facetime, and others that may exist. Specifically, we're trying to get
information on whether these apps are capturing records, what type of retention may be in place, and where the datais

being stored. Would you have some time next week for a meeting to discuss these topics?
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Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
RiM YWebsile | Reguest RIM Servics! | Emaii s
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Message

From:
(b)(6), (b)(7)(C)
Sent: 11/28/2021 1:09:41 PM
To:
Subject: Quick Clarification needed: NARA letter response
Importance: High
Flag: Read
i)

Will you please clarify if there is currently a pilot of Wickr or if there is a ‘planned’ pilot of Wickr?

Within our response: Should the below paragraph read ‘implementing a pilot’ instead of ‘continuing the deployment’?

The first involves continuing the deployment of the Enterprise version of the Wickr communication application for
potential replacement of some WhatsApp instances. The Enterprise version of Wickr captures all messages to and from
CBP personnel and stores them in a central repository. This version captures messages from Wickr instances even if
they have been configured for immediate deletion. The repository contains compliance functionality, allowing retention
periods to be configured for messages. CBP RIM will work with CBP to implement the appropriate retention schedule
after NARA approval. This is currently the Wickr version in use at CBP and all messages are currently retained
indefinitely until CBP RIM implements an approved retention schedule.

XDiesemeindicated via email: ¥We are working with the INVNT team and the user convmunity to identify o WITKR pilot
tase of two, 30 they are in the planning- stage.

indicated via emalil: implementing g sl nilot of ysers that could use the CBE Instanve of the WITKE misccaging application as it
includes compliance ..

Thanks,

Records and Information Management Program {RIM)
DHS/CBR/OIT/RIM

; (b)(6), (b)(7)(C) ;

RIM Website | Reguest RIM Service! | Emall Us

Sutcide Pravention and Awareness
Matiors! Sulnhic Prosasrdtions Lifaling
BOGITLR2RS

LBP Bmpleyes Asshtanos Prosgrarn

BOO-PR5T002
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Message

From: (b)(6), (b)(7)(C)

Sent: 11/30/2021 6:47:08 PM

" (b)(6), (b)(7)(C)
Subject: RE: Quick Clarification needed: NARA letter response

Flag: Read

Making final updates from OCC feedback and will get to you ASAP.

Records and informatmn Mgmagemem Program {RIM]}
DHS/CBVO?”/E\ M

E (b)(G), (b)(7)(C)

RV Website | Reguest RIM Service! | Email Us

Suicide Preverdion and fwareness

Nations! Sulcide Provention Lifeline
BOO-275-BE55
LEE Braployee Assistanse Program
BOO-IER 002

From: (b)(6), (b)(7)(C) :
Sent Tuesday, November 30, 2021 12:16 PM
To:! (b)(6), (bX(7)(C)

Subject: RE: Quick Clarification needed: NARA letter response

toio,ome) ! could you please send the current version of the letter? Thanks

[

N

From:; (b)(6), (b)(7)(C)

Sent: Sunday, November 28, 2021 2:07 PM

To: (b)(6), (b)(7)(C) i
Subject: RE: Quick Clarification needed: NARA letter response

Thanks!!! | will update the text accordingly.
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Records and Information Management Program {RIM)
DHS/CBP/OIT/RIM

(b)(6), (b)(7)(C) ;

RiM Website | Reguest RIM Service! | Emsit Us

Shine a Light

Sutcide Provention ang Awareness
Matiorssd Suivide Provention Lifeling
SN0FTLREERE

LRP Employes Soslstancs Program

RO IRE-T003

From:i (b)(6), (b)(7)(C)
Sent: Sunday, November 28, 2021 1:54 PM

w____(b)(6), (b)(7)(C)

Subject: Re: Quick Clarification needed: NARA letter response

WICKR is already implemented so it would be continuing the rollout of WICKR to additional users to have them try it vs
using WhatsApp.

The “pilot” would just involve giving more people access to use it.

:__(b)(8), (b)7)(C)
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Mobile: i__ (b)), (b)(T)(C)_

(b)(6), (b)(7)(C)
From (b)(6), (b)(7)(C)
Sent: Sunday, November 28, 2021 8:09:41 AM
To: (b)(6), (b)(7)(C) i
Cc: (b)(6), (b)(7)(C) ;

Subject: Quick Clarification needed: NARA letter response
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Will you please clarify if there is currently a pilot of Wickr or if there is a ‘planned’ pilot of Wickr?

Within our response: Should the below paragraph read ‘implementing a pilot’ instead of ‘continuing the deployment’?

The first involves continuing the deployment of the Enterprise version of the Wickr communication application for
potential replacement of some WhatsApp instances. The Enterprise version of Wickr captures all messages to and from
CBP personnel and stores them in a central repository. This version captures messages from Wickr instances even if
they have been configured for immediate deletion. The repository contains compliance functionality, allowing retention
periods to be configured for messages. CBP RiM will work with CBP to implement the appropriate retention schedule
after NARA approval. This is currently the Wickr version in use at CBP and all messages are currently retained
indefinitely until CBP RIM implements an approved retention schedule.

XDiwe.eocindicated via email: We are working with the INVNT team and the user community to identify 3 WICKR pilot
case ur two, Sothey are inthe planning stege.

indicated via email: nplementing a small pilot of Users that could tse the UBP instance of the WITKR messaging soplication as it

b onsion ik it et

udes complisnee .

Thanks,

Records and Information Management Program {RIM)
DHS/CRP/OIT/RIM

{C)._.{b)6), (b)T)C) _:
(b)(6), (b)(7)(C) ;
RiM Websie | Request RiM Service! | Email Us

Shine a Light

Lustcldle Provertion aryd Swareness
Matiorsd Sulclde Provesdion Lifeling
BOFE3-BE55

CREP Braployes Saslstance Program
BOO-TERSI00R

CBP FOIA NOV23 000073



Message

(b)(6), (b)(7)(C)

Sent: I6/16/2021 10:27:41 AM
TO: ( ) ( ) ( ) ( ) ( )
Subject: RIM Chat Application Briefing

Attachments: RIM Chat Application Briefing (1).pptx

This briefing mentions the retention timeframe for Webex and Wickr.

It also mentions there is no way to centrally store Text messages unless a product like Smarsh is implemented.

: (b)(6), {b)(7){C) i

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Worki (b)(6), (b)(7)(C) |
Mobile: (b)(6), (b)(7)(C).

(b)(6), (b)(7)(C) |
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Message

o (b)(6), (b)(7)(C)
(B)(E), (b)(7)(C)
(b)(6), (b)(7)(C) EDME-STAFF
(b)(6). (b)(7)(C)
(B)(6), (b)(7)(C)
(b)(6), (b)(7)(C) GREENE, TAMIIY L

(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)

CC: OIT WMB; (b)(8), (b)(T)(C)
(b)(6), (b)(7)(C) i
Subject: [REMINDER] Weekly Management Brief (WMB)/Weekly Activity Report (WAR) Input - Due NOON on Wednesday

Attachments: [T Weekly Report_11-19-21 FINAL.docx

All,

This is a reminder that your Weekly Management Brief (WMB)/Weekly Activity Report (WAR) input is due to
“OIT WMB” by noon Wednesday, December 1. In addition to the WMB, we are using this input to inform the
ES Weekly Activity Report (WAR) to the EAC, C2, and Acting C1, AC talking points, etc.

We are organizing the WAR according to the goals and initiatives of the {BP Stratesy 2021-2025. We will try
to align the activities we report in the WAR with at least the overall intent of the strategic initiatives.

Additionally, with each item we’re trying to “tell the story” of how the highlighted activity benefits CBP
operations and/or mission support efforts. For any items that you think should be included in the WAR for the
week, we’d ask that you to include background on how the activity/effort supports CBP’s mission or our
customers’ needs.

For reference, attached is the OIT WAR from two weeks prior, November 19. Highlighted items were
submitted to ES for the overall ES WAR.

Links to previous WARs and WMBs:

WAR:i (b)(7)(E) {Report for C1, C2, COO,
and EAC)

WMB:; (b)(7)E) 'Report for AC and DAC)
Best,

Dcpu‘t} Chief oi Staff
Office of Information and Technology
U5, Customs and Border Protection

Office:{ (b)(6), (b)(7)(C) | | Mobile:i (b)(6), (b)(7)(C) #
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OPERATION ALLIES WELCOME/SAFE HAVEN

Operation Allies Welcome (OAW) Continued Support: OIT continued support for the OAW
effort and provided coordination with USCIS and other OIT directorates as needed. An
additional OAW flight is expected sometime this week at a time to be determined. OIT also
planned a meeting with the State Department for December 3 to discuss an increase in the
number of missing or delayed passports, missing passport photos, and missing RFID passport
cards. Given the overall impact to CBP operations, this meeting has been elevated to senior
leadership for a speedy resolution. (Jay Alalasundaram, 571-468-5614)

SOUTHWEST BORDER OPERATIONS SUPPORT

Brownsville Migrant Protection Protocol (MPP)/Immigrant Hearing Facilities (IHF) Re-
mobilization: CBP has completed construction of the Brownsville MPP/IHF with 24 Merit
Rooms and
three Master
Court Rooms
for phase 1,
and the teams
have begun
phase 2. An
Office of
Facilities and
Asset
Management
representative
is onsite and
coordinating
team efforts
with OIT
staff and the
contractor.
Mu]tiple OIT gitre I Brownsville MPP/IHE

teams are working with ICE to complete the remainder of installation requirements for network,
VTC, phone, and desktop connectivity for the second phase. The local team completed the OIT
staging areas and equipment has been delivered. All switches have been configured and are
pending MPP LAN 3 cable completions. A planned go-live date is tentative pending the
contractor re-mobilization plan and site prep as well as equipment return from ICE Enforcement
and Removal Operations and DOJ Executive Office of Immigration Review. The equipment
includes Cisco VTC, desktop computers, and printers/copiers/scanners in each court room for

remainder of phase 2. { (b)(6), (b)(7)(C)

Laredo MPP/IHF Hardware Setup and Operational Test Updated: CBP teams completed
installation and setup video equipment for immigration hearings. This includes testing of 14
Merit Rooms and three Master Court Rooms at the IHF location in Laredo. The site is fully
operational and readily available for processing. (: (b)(6), (b)(7)(C) )
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Fipure 20 Aerind view of IHF Laredo

ACTIVITIES IN SUPPORT OF CBP STRATEGY 2021-2026

Counter Network

OIT Assists Suspected Interference Investigation Near Canadian Border: OIT met with
Innovation, Science and Economic Development Canada to assist the Canadian government with
a suspected interference issue near the border. The team coordinated with a Canadian
government request for assistance to investigate the issue to confirm interference on U.S. side
before contacting the Federal Communications Commission (FCC). The OIT team escorted
representatives along the border with monitoring equipment and researched FCC license
information of possible interfering sites in the areca. Canadian government representatives
expressed appreciation for the high level of support and assistance from CBP. OIT was able to
rule out interference from CBP equipment and helped the Canadian government garner required
information to send to the FCC for further investigation. (Angela Bartow, 406-366-3017)

Secure and Compliant Trade

ACE Collections Release 4 — Billing Progression: CBP successfully deployed Collections
Billing - Release 4 to the Automated Commercial Environment (ACE) on October 16. As of
November 4, ACE Collections has successfully issued over 6K bills with over $259M processed
in the CBP Cloud. The Collections Release 4 - Billing continues to streamline and allow CBP
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the ability to manage the bill lifecycle in one system and enables increased visibility of the bill
history within the entry lifecycle. Members of the trade community are now able to view bill
data within the ACE reports. With each release, CBP increases modernization for users and
reduces ACS dependency to ultimately retire the mainframe. This release is the first of three
releases governed and funded by the GSA Technology Modernization Fund (TMF) and

Preparation for Border Opening in Calais Maine: OIT completed processing systems checks
in advance of a border opening in Maine. The team installed new document readers, cameras
and new workstations at the Calais Port of Entry. This included the installation of Simplified
Arrival and ACE. OIT also completed Windows 20H2 upgrades at Calais Border Patrol Station.
: (b)(6), (b)(7)(C) ]

Data and Analvtics

NARA Unauthorized Disposition Letter Responsive to OIG Audit: CBP Chief Records

Officer{ (), (b)(7)(c) Ind DHS CIO: (b)ie), b)7)();, DHS CIO received a letter from (6)6) 0)7)e)

S A Rk A28t A A Rl 8

twie. mmo! Chiet Récords Officer of the U.S. Government, regarding CBP’s planned deployment of
Wickr and use of WhatsApp and the possible unauthorized destruction of records as referenced
in OIT Audit “CBP Targeted Americans with the 2018-2019 Migrant Caravan.” The letter
requires a CBP response within 30 days to include:
e A report documenting the unauthorized disposition
e Assurance that Records and Information Management (RIM) regulations are being
adhered to
e Assurance that CBP is communicating to all employees that messages are federal records
and must be retained as such

e Records Management corrective actions CBP will implement in response to OIG audit —
o To include creation of a NARA approved Records Retention Schedule for all
messaging applications
¢ Any documentation in form of policy, training, approved records schedule, and any other
mitigating resources.
CBP RIM is coordinating with relevant stakeholders to include DHS RIM, OFO, USBP, OCC,
OIT, and others to develop the response. (b)(8), (b)(7)(C) )

Unified Immigration Portal Enhancements: OIT completed the following enhancements to the
Unified Immigration Portal (UIP) this week:

e Deployed an encounter details sheet outlining all encounters from the previous day to the
MCAT Dashboard, which improves user insight into near-real time operations for
subjects in CBP custody. The MCAT Dashboard provides a comprehensive view of CBP
encounters and subjects in custody along the Southwest Border.

e Compared the current capacity of every CBP location with pre-COVID capacity in the
MCAT, CBP Family Unit, and USBP InCustody dashboards to enable users to
understand how capacity limitations at CBP facilities impact operation under COVID-19
policies.
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e Provided CBP Office of Acquisition with an update on UIP's progress towards key
acquisition milestones and detailed recent accomplishments, outstanding risks, cost
information, and upcoming milestones.

e Strengthened access controls for interagency users to view and pull common data in
UIP’s back-end architecture based on established security and data-sharing agreements.

e Updated the person baseball card to better display event information, including duration,
and involved agency. This allows users to easily understand a subject’s immigration
events.

(. (b)®), (b)(T7)C)
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Message

From: (b)(6), (b)(7)(C)

Sent: 1/11/2022 1:09:40 PM
To:
Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

WICKR — I’'m getting an update on patch and implementation
TeleMessage — I’'m getting an update

H i
L {bX6), BXTHCY §
iemone;,

(b)(6), (b)(7)(C) i

From; (b)(6), (b)(7)(C)
Sent: Tuesday, January 11, 2022 8:02 AM

To:: (b)(6), (BXT)(C)

Cc: (b)(6), (b)(7)(C) ;

Subject: FW: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp
Importance: High

Morningee.eno iwelcome back and welcome back to the hot seat...haha.
A few things the are top of your list:

e  WICKR — still need the patch to get that turned back on.

e Telemessage Pilot — need a status when you get a second. Per the OIG audit and our NARA response, we need
to try to complete the pilot and have our overall go-forward plan for retention (particularly on WhatsApp) by the
end of this month.

e Need an update on the plan for C1 Suite — what are we upgrading, and still not sure what 55 we need {can’t
recall if we were going with Bridges, if we were using/testing a teams-oriented device, etc). there was also talk
of upgrading all the monitors since they were old. | need a BOM so | can get the $S tied to the plan and we can
get this going.

o It would be helpful if | can get this in a drawing or a picture, of the as-is configuration and the to-be.

e We will need to review this email and provide appropriate response as well.

(b)(6), (b)(7)(C) |

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security
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(desk)

b)(6), (b)(7)(C
(b)(8), (b)7)( )(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contacti (b)(6), (b)(7)(C)

From:i (b)(6), (b)(7)(C) t

Sent: Monday, January 10, 2022 8:32 PM

To: (b)(6), (b)(7)(C) i

(b)(8), (b)}7)(C)
Cc: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp
importance: High

Hi all,

In addition to coordination and insight into remediation progress from the OIG Audit and NARA Open Letter of
Unauthorized Disposition (see email below from 1/7/22), CBP RIM is responding to a list of questions from the S1/AC1
NGO engagement on 11/19. The below question is from Citizens for Responsible and Ethics in Washington (CREW) and
references the OIG report and NARA Open Letter. CBP RIM parsed the questions into the table below and provided the
CBP RIM response for each.

lease review the CBP RIM Responses in the table below and let us know if the response is accurate
based on current ENTSD progress to address the OIG findings.

Full paragraph with questions:

have revealed a troubling pattern of CBP officials illegally deleting records that may provide evidence of
misconduct or criminal behavior. An OIG report issued last month found that CBP officials improperly deleted
sensitive communications with their Mexican counterparts carried out via unofficial WhatsApp accounts. There
is no indication disciplinary action or criminal referrals were made following this report. More recently, current
CBP leadership have approved agencywide deployment of Wickr, an encrypted messaging app that includes an
auto-delete feature. Some of these 1ssues are addressed in a letter sent by the National Archives m October:
httpsy//www archives. gov/files/records-memt/resources/ud-2022-000 1 -dhschp-open-letter. pdf - what steps is
CBP taking to ensure employees don't delete evidence of misconduct and to appropriately discipline employees
who do?

Questions parsed into a table with CBP RIM response:

Qi (b)6), ()7)C) | (Citizens for Responsible and Ethics in CBP RIM Response: This is outside CBP RIM
Washington) - On the issue of transparency: reports have scope of responsibility- uncertain whom within
revealed a troubling pattern of CBP officials illegally deleting CBP is responsible for any disciplinary action
records that may provide evidence of misconduct or criminal that may be required

behavior. An OIG report issued last month found that CBP
officials improperly deleted sensitive communications with their
Mexican counterparts carvied out via unofficial WhatsApp
accounts. There 1s no indication disciplinary action or criminal
referrals were made following this report.

More recently, current CBP fcadership have approved CBP RIM Response: CBP
agencywide deployment of Wickr, an encrypted messaging app is piloting an enterprise instance of the
that includes an auto-delete feature. Wickr messaging application. The

Enterprise version of Wickr captures all
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messages to and from CBP personnel and
stores them in a CBP
controlled repository. This version captures
messages from Wickr even if they have
been configured for immediate
deletion. The repository contains
compliance functionality, allowing retention
periods to be configured for messages. This
is currently the Wickr version in use at CBP
and all messages are retained
indefinitely until CBP implements a NARA-
approved retention schedule.
Some of these issues are addressed in a letter sent by the National | CBP RIM Response: CBP is taking steps to
Archives in October: hitps://www .archives.gov/files/records- ensure messages are automatically preserved
mgmt/resources/ud-2022-0001 -dhschp-open-letter. pdf - what regardless of content. In the meantime, users

. : g : : @ , : . # have received instructions on how to manually
steps 18 CBP taking to ensure employees don't delete evidence of

. . R . preserve content, and have been made aware of
~ ; e ~ : a aQ K R
misconduct and to appropriately discipline employees who do? consequences for noncompliance according to

44 USC/36 CFR.

Some of these issucs are addressed in a letter sent by the National | CBP RIM Response: This is outside CBP RIM
Archives in October: https://www.archives.gov/files/records- scope of responsibility- uncertain whom within
memt/resources/ud-2022-0001 -dhschn-onen-letter pdf - what CBP is responsible for any disciplinary action
steps is CBP taking to ensure employees don't delete evidence of that may be required.

misconduct and to appropriately discipline employees who do?

1. Review the CBP RIM Responses for the S1 Questions in the table above and let us know if the response is
accurate based on current ENTSD progress to address the OIG findings

2. (from email below) Provide ENTSD POC that CBP RiM can work with to obtain and maintain insight into what
OIT/ENTSD is doing to address findings in the OIG report so that CBP RIM can provide NARA with status based on
CBP’s response to the Open Letter of Unauthorized Disposition.

Please let me know if you have any questions or need additional clarification on what is needed.

Thank you,

CBP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM

(b)(8), (b)(7)(C)
P Website | Email Us
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Shine a Light

- Lustciche Frovention angd Swareness

gl Sulelde Provention Lfeline
HITLBIRS
CRP Brapioyves fosistancs Program
BOOPRE P00

From:: (b)(6), (b)(7)(C) ;

Sent: Friday, January 7, 2022 1:39 PM

To: (b)(6), (b)(7)(C) i

{ (B)(®), B)7)(C) ;
Ccl (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: C1 CBP RIM communication - FW: Retention message for WhatsApp

Hi all and Happy New Year,

Since we learned that{ww«thas moved on to CISA & | am reaching out to all of you for coordination.

First, | am inquiring as to the new ENTSD POC that is working on solutions to address the OIG audit findings and the
NARA Letter findings... CBP RIM is required to provide a status back to NARA over the next couple weeks based on our

the next couple weeks to capture progress we can include in the NARA status.

XDime.mme: Not sure if this status meeting should include XDs; (b)(6), (b)(7)(C) ;

Secondly, CBP RIM received the green light from the aDAC to create a communication message regarding CBP RIM
requirements that will be distributed via C1. ~But™ | am hoping we can leverage the proposed action that was floated
to create a message from C1 regarding Records retention for WhatsApp. The message will include WhatsApp as a topic
example but address RIM requirements more broadly as a refresher / reminder to all of CBP of the requirements and
implications of non-compliance with DHS/NARA/CBP RIM regulations, laws, and directives. Some of those implications
as we know are, OIG audits, NARA unauthorized destruction cases, Congressional inquiries, CREW lawsuits, FOIA
requests, etc. This communication to all of CBP is one of the requirements from the NARA Letter that we must
complete.

’

for manual retention. Please let me know your thoughts on this and who within ENTSD we should work with.
Thanks,

H i
1 (b)), ()(7NC)
I

| (b)(6), (B)(7)(C) | CBP Chief Records Officer

CHP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM
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5 {b)(6), {bI7)(C) i
RiM Website | Emait Us

Shine a Light
Suicide Prevendion and Awarsnesy

Nationsd Sulside Peovention Lifeline
BOD- 2T 5-BERE
LR Braployee Assistanse Program
BOO-TRS 002

From: (b)(6), (b)(7)(C) 5

Sent: Wednesday, December 15, 2021 2:15 PM

To:i (b)(6), (b)(7)(C)

Cc; (B)(®), (B)(7)(C)

Subject: Retention message for WhatsApp

As discussed on the call today, this is the message that went to all WhatsApp users.

. (b)(6), (b)(7)(C) :
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Work:i i

L 2

‘Mobiled (b)(6), (b)(7)(C)!

(b)(6), (b)(7)(C) ;

v

CBP FOIA NOV23 000085



Message

From: (b)(6), (b)(7)(C)

Sent: 2/7/2022 3:43:10 PM
To:

Subject: WICKR Federation
XD,

We are at a point where we can make the necessary changes to federate our WICKR ENTERPRISE (internal) with WICKR
PRO (external) but need to address the Security Policy that currently requires either an ISA or a waiver to enable us to
make this connection and provide the proof part of this Proof of Concept.

I the outside system using Wicky Pro is on another approved GSA ATO system, then answer techrdcally is yes; However,
CBP would still yoquire an IS4 with said entitics system verifying a secure conpection. Additionally, the Pro users
communications would have to adhere o CBPs cwrrent retention policy. { Managing and retaining commmnnications from
Wickr Enterprise out to Wickr Pro and Pro into Wiclky Enterprise) which we are not currently doing. Please see the 15A
pobicy below for review,

[.8 General CBP Secunty Policy

Connections between CBP mformation systems and any other systems or networks not under CBP authority are
unauthorized, wniless docomented by a formally approved

Interconnection Security Agreement (I5A}Y signed by the Dieputy Director, Office of Information and Technology
(OIT¥Cyber Security Directorate. [f the system or network not under CEP anthority is owned by another DHS component,
an I8A 13 still required. The non~-CHP system representatives must have the authority to represent their organization, when
defining seonrity requirements to be incladed 1 the ISA {Sce Attachment N, Preparation of Interconnection Security
Agreemernis),

5.4.3 Wetwork Connectivity

A system interconnection 19 the direct connection of two or more information systems for the purpose of sharing data and
other information rescurces by passing data between each other vin a divect system-to-systornm interface withowt buman
intervention. Any physical connection that allows other systems to share data {pass thra) also constitutes an interconnection,
sven 1f the two systems connected do not share data between them,

3.z CBP documents inferconnections between the CBP network and external (Non-THS) networks with an I8A for each

copnection.

Attachment N, Preparation of Interconnection Seourity Agresmonts:
“ELECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTABLISHED IN ACCORDANCE WITH NATIONAL
INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SPECIAL PUBLICATION (S 800-47, “SECURITY GUIDE FOR

INTERCONNECTING INFORMAT R)\ TECHMNOLOGY SYSTEMS.” AN I5A 1S REQUIRED WHENEVER THE

SECURITY POLICIES OF THE INTERCONNECTED SYSTEMS ARE NOT IDENTICAL AND THE SYSTEMS ARE

NOT ADMINISTERED BY THE 5 '&J’\i? Al EHURUEN(: OFFICIAL (A0}

T B)), (B)7IC){| DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)
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Message

From: (b)(6), (b)(7)(C)

Sent: 4/3/2022 5:31:49 PM

To:

CC:

Subject: RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

handled after working with OCC (legal) and OPA. They provided a response that pertained to CBP — but they can clarify
DAC will also research the additional background that CBP Records Officer, CISO etc. usually coordinate:

1. Ourregular records communications go through CBP RIM to DHS records. CBP RIM submitted an unauthorized
disposition report and corrective actions to DHS, who submitted the report to NARA 12/15 in response to the
letter. CBP RIM received response from NARA on 2/18/2022 and will need to provide quarterly updates on our
progress.

2. Also, any formal audit or other oversight responses go through our CISO audit team and shared with DHS audit

teams regularly.

Ad hoc OPA inquiries are looked at case-by-case within Legal/OPA.

4. We share our information regularly on all operational fronts.

w

Team will check if anything missing on item 3.

Please research and respond.

From: (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:50 PM

To: , “(B(8); TBY(7YC) !
(b)(6), (b)(7)(C)

e (B)(6), (BIC)

; (b)(6), (b)(7)(C) i
Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
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Hi folks,

My understanding is that CBP is continuing to pilot Wickr but has fully implemented technical controls that ensure
records retention, correct? Or has that changed since the last update | received in December?

If the CBP responses to this reporter came through you all for review, would have appreciated a heads up as I'm named
in the story.

Chief Information Officer & Senior Official Performing the Duties of the Deputy Under Secretary for Management
U.S. Department of Homeland Security

From; (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:31 PM

To: (b)(6), (b)(7)(C) ;

Cc:i (b)(6), (bX7)(C) P

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

wowoor flagging this. CBP issued a statement that inferred they no long er are using the app, but let us know if there is

further info that should be provided.

From:! (b)(6), (b)(7)C) E
Sent: Sunday, April 3, 2022 9:56 AM
To: PressTeam (b)(6), (b)(7)(C) :; OPA Strategic Communications < (b)(6), (b)(7)(C) E

Subject: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

i (b)(6), (b)(7)(C) i

In Octoberi._._._{b)8).{L)7)C)____ithe chief records officer of the National Archives and Records Administration, told officials
at U.S. Customs and Border Protection he was worried about how the agency was using an app called Wickr. The
Amazon-owned encrypted messaging platform is known for its ability to automatically delete messages.

“concerned about agencywide deployment of a messaging application that has this functionality without appropriate
policies and procedures governing its use.”

uploaded to the National Archives website, and its concerns had not been previously reported. The document offers a
rare insight into Customs and Border Patrol's use of Wickr, and highlights the broader worries that some officials and
watchdogs have about the growing use of messaging apps at all levels of the U.S. government.

Wickr was bought by Amazon’s cloud-computing division last June and has contracts with a number of government
agencies. Customs and Border Patrol (CBP), which has been criticized by human rights activists and immigration lawyers
over what they say are its secretive practices, has spent more than $1.6 million on Wickr since 2020, according to public
procurement records.

But little is known about how the agency has deployed the app, which is popular among security-minded people ranging
from journalists to criminals. Its auto-deletion feature has made the platform a cause of concern among government
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record keepers, as well as external watchdogs, who worry that Wickr and other similar apps are creating ways for
customs officials to sidestep government transparency requirements.

“CBP, like ICE and other agenaes DHS oversees, has an abysmal track record when it comes to complylng W|th record-
keeping laws,” o
nonprofit watchdog group, in a statement. “This has had real consequences for accountability by lmpedlng
investigations and oversight of the agency’s activities. The agency’s use of Wickr, a messaging app with ‘auto-delete’
features, certainly raises red flags.”

i (b)(6), (b)(7)(C) | a spokesperson for CBP, said the agency could not comment on pending litigation. “The
distribution/use of Wickr is currently under review,” she said in an email. Since 2019, she said, the agency has only used
the app in “several small-scale pilots.”

xe5aid that Customs and Border Patrol's contracts are for use of the Enterprise version of Wickr, which is designed
for business communications, and allows for organizations to appoint administrators who can control messaging settings
on the platform, including those regarding deletion. Theoretically, this feature could give CBP more control over how
individual employees use Wickr and prevent records from being scrapped, but the details of how the agency is using

Wickr also has another product called Wickr RAM, which is intended for the military — the company advertises it as
being accredited by the U.S. Department of Defense. It’'s not clear how its features and capability differ from the
Enterprise version of the app used by CBP.

Advertising materials for both of Wickr’s professional products say they can be used in ways that allow for record-
keeping compliance. But both also let users delete their messages, according to Wickr’s website. In a Wickr RAM training
presentation from 2021, the company even touted a feature it called the “Secure Shredder.”

“To reduce the risk of deleted Wickr data being recovered, the Secure Shredder runs whenever your Wickr app is
running,” the training read. “The goal is to ‘sanitize’ or overwrite deleted Wickr data, on a best-effort basis.”

Amazon did not respond to two requests for comment about Wickr’s various products and government contracts.

Other public officials, including Maryland Gov. Larry Hogan have been criticized for using Wickr’s self- destructing

unsuccessfully sued the White House in 2017, claiming it was violating the Presidential Records Act after The
Washington Post reported that staff members had been using another app called Confide, which similarly lets users
automatically delete messages.

U.S. Court of Appeals Judge David Tatel wrote in his opinion that while “Richard Nixon could only have dreamed of the
technology at issue in this case,” the court “would have no jurisdiction to order the correction of any defects in the
White House’s day-to-day compliance” with records rules.

training gu1del|nes and other resources the agency had established “to mitigate the records management risk assoaated
with the improper use of Wickr” and similar apps.

quarterly updates to the agency on its progress. But CBP has still not divulged all the lnformatlon requested of it. The
case associated with the letter remains open, according to the National Archives website.
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A spokesperson for the National Archives declined to comment.

Customs and Border Patrol has run into problems in the past with its record disclosures. In September, the Department
of Homeland Security’s Office of the Inspector General (OIG) released a report that found CBP had failed to consistently
save WhatsApp messages between U.S. and Mexican officials. The report said that it wasn’t clear whether the agency
was allowed to use the app for official business in the first place.

The WhatsApp messages dated to 2018, when a group of migrants from Central America began traveling to the U.S.
border in Tijuana, Mexico. Journalists and other U.S. citizens who accompanied the caravan said they had been
subjected to intensive screenings and interviews, leading Democratic lawmakers to call for an investigation.

The OIG report found that CBP officials in a number of instances failed to keep WhatsApp messages about the caravan,
likely in violation of the agency’s record-keeping policies.

“Numerous CBP officials, across various offices, regularly used WhatsApp to communicate both with individuals and in
various WhatsApp groups, some of which contained up to hundreds ofU.S. and Mexican officials,” the report said. “Yet,
these officials did not consistently retain their. WhatsApp messages or copy or forward them to their official CBP
accounts.”

The Inspector General recommended that CBP either end its use of WhatsApp or ensure it was in compliance with
record-keeping laws. CBP responded by saying that it was “currently piloting a managed messaging platform to replace
WhatsApp.”

spokesperson for the OIG told NBC News that its recommendation was still open.
“We will close this recommendation when CBP provides documentation showing the results of its pilot to replace

WhatsApp and to ensure that messages are retained in compliance with legal and policy requirements including records
retention schedules,” the report from the Office of the Inspector General said.
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Message

From: (b)(6), (b)(7)(C)

Sent: 4/3/2022 5:35:53 PM

(b)(6), (b)(7)(C)

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Sirs,

the NBC news reporter. | will provide that if and when | get a response.

Thank you,

CBP Records and Information Management Program {RIM}
DHS/CBR/OIT/RIM

i (b)(8), (b)(7)(C) E
HiM Website | Emait Us

Suicide Provertion and Swareness
Mationad Sulcide Brovention Lifeline
ROD-FIL-8255

CEE Ernploves Axsistanse Program
BOCGCTRETO0E

From:i (b)(6), (b)(7)(C) i
Sent: Sunday, April 3, 2022 12:57 PM
To:! (b)(8), (b)(7)(C) :

(b)(6), (b)(7)(C)

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

FYSA - was there a response or heads up to DHS?

Get Qutlook for iOS

CBP FOIA NOV23 000092



From:; (b)(6), (b)(7)(C) i
Sent: Sunday, April 3, 2022 12:50 PM

To: (b)(6), (b)(7)(C) j
(b)(6), (b)(7)(C)
Cci (b)(6), (b)(7)(C) i

i (b)(6), (b)(7)(C)

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Hi folks,

My understanding is that CBP is continuing to pilot Wickr but has fully implemented technical controls that ensure
records retention, correct? Or has that changed since the last update | received in December?

If the CBP responses to this reporter came through you all for review, would have appreciated a heads up as I’'m named
in the story.

Chief Information Officer & Senior Official Performing the Duties of the Deputy Under Secretary for Management
U.5. Department of Homeland Security

 (b)(6), (b)(7)(C) :

From:} (b)(6), (b)(T)(C) 3

Sent: Sunday, April 3, 2022 12:31 PM

To: (b){6), (b)(7)(C) i

Cc:! (b)(6), (b)(7)(C) >

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

further info that should be provided.

From:; (b)(6), (b)(7)(C)
Sent: Sunday, April 3, 2022 9:56 AM _
To: PressTeam i (b)(6), (b)(7)(C)_____>; OPA Strategic Communications (b)(6), (b)(7)(C) 5

Subject: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
Ben Goggin and Louise Matsakis

In October, Laurence Brewer, the chief records officer of the National Archives and Records Administration, told officials
at U.S. Customs and Border Protection he was worried about how the agency was using an app called Wickr. The
Amazon-owned encrypted messaging platform is known for its ability to automatically delete messages.

Brewer, who is responsible for ensuring that government officials handle records correctly, wrote in a letter that he was
“concerned about agencywide deployment of a messaging application that has this functionality without appropriate

policies and procedures governing its use.”

Brewer addressed his letter to Eric Hysen, the chief information officer of the Department of Homeland Security. It was
uploaded to the National Archives website, and its concerns had not been previously reported. The document offers a
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rare insight into Customs and Border Patrol's use of Wickr, and highlights the broader worries that some officials and
watchdogs have about the growing use of messaging apps at all levels of the U.S. government.

Wickr was bought by Amazon’s cloud-computing division last June and has contracts with a number of government
agencies. Customs and Border Patrol (CBP), which has been criticized by human rights activists and immigration lawyers
over what they say are its secretive practices, has spent more than $1.6 million on Wickr since 2020, according to public
procurement records.

But little is known about how the agency has deployed the app, which is popular among security-minded people ranging
from journalists to criminals. Its auto-deletion feature has made the platform a cause of concern among government
record keepers, as well as external watchdogs, who worry that Wickr and other similar apps are creating ways for
customs officials to sidestep government transparency requirements.

“CBP, like ICE and other agencies DHS oversees, has an abysmal track record when it comes to complying with record-
keeping laws,” said Nikhel Sus, senior counsel for Citizens for Responsibility and Ethics in Washington (CREW), a
nonprofit watchdog group, in a statement. “This has had real consequences for accountability by impeding
investigations and oversight of the agency’s activities. The agency’s use of Wickr, a messaging app with ‘auto-delete’
features, certainly raises red flags.”

CREW filed a lawsuit against CBPI fast month after it failed to respond to a Freedom of Information Act request the
nonprofit filed seeking records about its implementation of Wickr. CREW is asking CBP to “fully and promptly process
CREW’s FOIA request and produce all non-exempt documents immediately.”

Tammy T. Melvin, a spokesperson for CBP, said the agency could not comment on pending litigation. “The
distribution/use of Wickr is currently under review,” she said in an email. Since 2019, she said, the agency has only used
the app in “several small-scale pilots.”

Melvin said that Customs and Border Patrol's contracts are for use of the Enterprise version of Wickr, which is designed
for business communications, and allows for organizations to appoint administrators who can control messaging settings
on the platform, including those regarding deletion. Theoretically, this feature could give CBP more control over how
individual employees use Wickr, and prevent records from being scrapped, but the details of how the agency is using
Wickr remain unclear, and Melvin declined to specify them.

Wickr also has another product called Wickr RAM, which is intended for the military — the company advertises it as
being accredited by the U.S. Department of Defense. It’'s not clear how its features and capability differ from the
Enterprise version of the app used by CBP.

Advertising materials for both of Wickr’s professional products say they can be used in ways that allow for record-
keeping compliance. But both also let users delete their messages, according to Wickr’'s website. In a Wickr RAM training
presentation from 2021, the company even touted a feature it called the “Secure Shredder.”

“To reduce the risk of deleted Wickr data being recovered, the Secure Shredder runs whenever your Wickr app is
running,” the training read. “The goal is to ‘sanitize’ or overwrite deleted Wickr data, on a best-effort basis.”

Amazon did not respond to two requests for comment about Wickr’s various products and government contracts.

Other public officials, including Maryland Gov. Larry Hogan, have been criticized for using Wickr’s self-destructing
feature (Hogan defended its use as “common practice” and said it was the same as making a phone call). CREW also
unsuccessfully sued the White House in 2017, claiming it was violating the Presidential Records Act after The
Washington Post reported that staff members had been using another app called Confide, which similarly lets users
automatically delete messages.
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U.S. Court of Appeals Judge David Tatel wrote in his opinion that while “Richard Nixon could only have dreamed of the
technology at issue in this case,” the court “would have no jurisdiction to order the correction of any defects in the
White House’s day-to-day compliance” with records rules.

In his letter, Brewer gave Customs and Border Protection 30 days to respond with documentation about its policies,
training guidelines and other resources the agency had established “to mitigate the records management risk associated
with the improper use of Wickr” and similar apps.

Melvin said Customs and Border Patrol provided an initial response to the letter in December, and had been providing
quarterly updates to the agency on its progress. But CBP has still not divulged all the information requested of it. The
case associated with the letter remains open, according to the National Archives website.

A spokesperson for the National Archives declined to comment.

Customs and Border Patrol has run into problems in the past with its record disclosures. In September, the Department
of Homeland Security’s Office of the Inspector General (OIG) released a report that found CBP had failed to consistently
save WhatsApp messages between U.S. and Mexican officials. The report said that it wasn’t clear whether the agency
was allowed to use the app for official business in the first place.

The WhatsApp messages dated to 2018, when a group of migrants from Central America began traveling to the U.S.
border in Tijuana, Mexico. Journalists and other U.S. citizens who accompanied the caravan said they had been
subjected to intensive screenings and interviews, leading Democratic lawmakers to call for an investigation.

The OIG report found that CBP officials in a number of instances failed to keep WhatsApp messages about the caravan,
likely in violation of the agency’s record-keeping policies.

“Numerous CBP officials, across various offices, regularly used WhatsApp to communicate both with individuals and in
various WhatsApp groups, some of which contained up to hundreds ofU.S. and Mexican officials,” the report said. “Yet,
these officials did not consistently retain their. WhatsApp messages or copy or forward them to their official CBP
accounts.”

The Inspector General recommended that CBP either end its use of WhatsApp or ensure it was in compliance with
record-keeping laws. CBP responded by saying that it was “currently piloting a managed messaging platform to replace
WhatsApp.”

In response to questions about what platform was being referred to in the report, Melvin, the CBP spokesperson, said
that the agency had been conducting pilots of Wickr for more than two years.

But so far, CBP hasn’t shared the findings of those pilots with the Office of the Inspector General, according to Melvin. A
spokesperson for the OIG told NBC News that its recommendation was still open.

“We will close this recommendation when CBP provides documentation showing the results of its pilot to replace

WhatsApp and to ensure that messages are retained in compliance with legal and policy requirements including records
retention schedules,” the report from the Office of the Inspector General said.
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Message

(b)(6), (b)(7)(C)

Sent: 4/3/2022 7:37:19 PM

To:
Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
s

How close are you on the draft? Honestly, | just got back from my hike. | have had my cocoa — son ready for anything

you send.

Vr/s

From:! (b)(6), (b)(7)(C) ;

Sent: Sunday, April 3, 2022 2:22 PM

To: (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

No rush! Enjoy your walk in the woods...@ B

Get Qutlook for iOS

Fromi (b)(8), (b)(7)(C) ;
Sent: Sunday, April 3, 2022 1:59:08 PM
To:i (b)(8), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
Ok, will do. Thanks!

Get Qutlook for i0S

From:| (b)(6), (b)(7)(C)
Sent: Sunday, April 3, 2022 1:58:41 PM
To:i (b)(6), (b)(7)(C)

oy

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

ex
i

_lsle_a:se ePrepare the response and send to DHS OCIO directly.
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You can let him know that while everything else worked in our process, in the future you all will give COS and me a
RTS text to send to DHS OCIO as a heads up (which we normally do) but unaware this time as unaware he was
mentioned.

Get Qutlook for iOS

From: (b)(6), (b)(7)(C) ;
Sent: Sunday, April 3, 2022 1:36 PM
To:i (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

. i
H| T@e). XN
[ |

The NBC News inquiry came into the CBP Public Affairs office. Recall we were asked to help OPA formulate their
response. To my knowledge we did not give DHS a heads up on the NBC News story/inquiry.

The reference to the DHS CIO is because the letter from NARA that we helped respond to came from NARA to the DHS
ClO. RIM led the effort to provide a draft response that did go through the DHS CIO’s office before it was sent to NARA,

so he is aware of that.

Unfortunately, we did not give him a heads up on the NBC News story.

L. (b)6), (b)7)C) __ i
Executive Director
Enterprise Infrastructure and Operations Directorate (EIOD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(b)(6), (b)(7)(C)

To schedule an appointment, please contacti (b)(6), (b)(7)(C)

From:: (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:57:10 PM

To: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
FYSA - was there a response or heads up to DHS?

Get Qutlook for iOS
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From:; (b)(6), (bX7)(C)
Sent: Sunday, April 3, 2022 12:50 PM

To:: (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)
-cC;g ()(6), (b)(7)(C) 5

5 (b)(6), (b)(7)(C) 5

'Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Hi folks,

My understanding is that CBP is continuing to pilot Wickr but has fully implemented technical controls that ensure
records retention, correct? Or has that changed since the last update | received in December?

If the CBP responses to this reporter came through you all for review, would have appreciated a heads up as I’'m named
in the story.

i
i
(R A A Tt A A bt &

Chief Information Officer & Senior Official Performing the Duties of the Deputy Under Secretary for Management
U.5. Department of Homeland Security

:_(b)(6), (b)(7)(C) i

From:; (b)(6), (b)(7)(C) i

Sent: Sunday, April 3, 2022 12:31 PM

To: (b)(8), (b)(7)(C) H

Cc:i (b)(6), (b)(7)(C)

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

- flagging this. CBP issued a statement that inferred they no long er are using the app, but let us know if there is
further info that should be provided.

From: (b)(6), (b)(7)(C) i
Sent: Sunday, April 3, 2022 9:56 AM
To: PressTeam ¢ {b)(6), (b}7)(C) »; OPA Strategic Communications i (b)(6), (b)(7)(C)

Subject: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
Ben Goggin and Louise Matsakis

In October, Laurence Brewer, the chief records officer of the National Archives and Records Administration, told officials
at U.S. Customs and Border Protection he was worried about how the agency was using an app called Wickr. The
Amazon-owned encrypted messaging platform is known for its ability to automatically delete messages.

Brewer, who is responsible for ensuring that government officials handle records correctly, wrote in a letter that he was
“concerned about agencywide deployment of a messaging application that has this functionality without appropriate

policies and procedures governing its use.”

Brewer addressed his letter to Eric Hysen, the chief information officer of the Department of Homeland Security. It was
uploaded to the National Archives website, and its concerns had not been previously reported. The document offers a
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rare insight into Customs and Border Patrol's use of Wickr, and highlights the broader worries that some officials and
watchdogs have about the growing use of messaging apps at all levels of the U.S. government.

Wickr was bought by Amazon’s cloud-computing division last June and has contracts with a number of government
agencies. Customs and Border Patrol (CBP), which has been criticized by human rights activists and immigration lawyers
over what they say are its secretive practices, has spent more than $1.6 million on Wickr since 2020, according to public
procurement records.

But little is known about how the agency has deployed the app, which is popular among security-minded people ranging
from journalists to criminals. Its auto-deletion feature has made the platform a cause of concern among government
record keepers, as well as external watchdogs, who worry that Wickr and other similar apps are creating ways for
customs officials to sidestep government transparency requirements.

“CBP, like ICE and other agencies DHS oversees, has an abysmal track record when it comes to complying with record-
keeping laws,” said Nikhel Sus, senior counsel for Citizens for Responsibility and Ethics in Washington (CREW), a
nonprofit watchdog group, in a statement. “This has had real consequences for accountability by impeding
investigations and oversight of the agency’s activities. The agency’s use of Wickr, a messaging app with ‘auto-delete’
features, certainly raises red flags.”

CREW filed a lawsuit against CBPI last month after it failed to respond to a Freedom of Information Act request the
nonprofit filed seeking records about its implementation of Wickr. CREW is asking CBP to “fully and promptly process
CREW’s FOIA request and produce all non-exempt documents immediately.”

Tammy T. Melvin, a spokesperson for CBP, said the agency could not comment on pending litigation. “The
distribution/use of Wickr is currently under review,” she said in an email. Since 2019, she said, the agency has only used
the app in “several small-scale pilots.”

Melvin said that Customs and Border Patrol's contracts are for use of the Enterprise version of Wickr, which is designed
for business communications, and allows for organizations to appoint administrators who can control messaging settings
on the platform, including those regarding deletion. Theoretically, this feature could give CBP more control over how
individual employees use Wickr, and prevent records from being scrapped, but the details of how the agency is using
Wickr remain unclear, and Melvin declined to specify them.

Wickr also has another product called Wickr RAM, which is intended for the military — the company advertises it as
being accredited by the U.S. Department of Defense. It’'s not clear how its features and capability differ from the
Enterprise version of the app used by CBP.

Advertising materials for both of Wickr’s professional products say they can be used in ways that allow for record-
keeping compliance. But both also let users delete their messages, according to Wickr’'s website. In a Wickr RAM training
presentation from 2021, the company even touted a feature it called the “Secure Shredder.”

“To reduce the risk of deleted Wickr data being recovered, the Secure Shredder runs whenever your Wickr app is
running,” the training read. “The goal is to ‘sanitize’ or overwrite deleted Wickr data, on a best-effort basis.”

Amazon did not respond to two requests for comment about Wickr’s various products and government contracts.

Other public officials, including Maryland Gov. Larry Hogan, have been criticized for using Wickr’s self-destructing
feature (Hogan defended its use as “common practice” and said it was the same as making a phone call). CREW also
unsuccessfully sued the White House in 2017, claiming it was violating the Presidential Records Act after The
Washington Post reported that staff members had been using another app called Confide, which similarly lets users
automatically delete messages.
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U.S. Court of Appeals Judge David Tatel wrote in his opinion that while “Richard Nixon could only have dreamed of the
technology at issue in this case,” the court “would have no jurisdiction to order the correction of any defects in the
White House’s day-to-day compliance” with records rules.

In his letter, Brewer gave Customs and Border Protection 30 days to respond with documentation about its policies,
training guidelines and other resources the agency had established “to mitigate the records management risk associated
with the improper use of Wickr” and similar apps.

Melvin said Customs and Border Patrol provided an initial response to the letter in December, and had been providing
quarterly updates to the agency on its progress. But CBP has still not divulged all the information requested of it. The
case associated with the letter remains open, according to the National Archives website.

A spokesperson for the National Archives declined to comment.

Customs and Border Patrol has run into problems in the past with its record disclosures. In September, the Department
of Homeland Security’s Office of the Inspector General (OIG) released a report that found CBP had failed to consistently
save WhatsApp messages between U.S. and Mexican officials. The report said that it wasn’t clear whether the agency
was allowed to use the app for official business in the first place.

The WhatsApp messages dated to 2018, when a group of migrants from Central America began traveling to the U.S.
border in Tijuana, Mexico. Journalists and other U.S. citizens who accompanied the caravan said they had been
subjected to intensive screenings and interviews, leading Democratic lawmakers to call for an investigation.

The OIG report found that CBP officials in a number of instances failed to keep WhatsApp messages about the caravan,
likely in violation of the agency’s record-keeping policies.

“Numerous CBP officials, across various offices, regularly used WhatsApp to communicate both with individuals and in
various WhatsApp groups, some of which contained up to hundreds ofU.S. and Mexican officials,” the report said. “Yet,
these officials did not consistently retain their. WhatsApp messages or copy or forward them to their official CBP
accounts.”

The Inspector General recommended that CBP either end its use of WhatsApp or ensure it was in compliance with
record-keeping laws. CBP responded by saying that it was “currently piloting a managed messaging platform to replace
WhatsApp.”

In response to questions about what platform was being referred to in the report, Melvin, the CBP spokesperson, said
that the agency had been conducting pilots of Wickr for more than two years.

But so far, CBP hasn’t shared the findings of those pilots with the Office of the Inspector General, according to Melvin. A
spokesperson for the OIG told NBC News that its recommendation was still open.

“We will close this recommendation when CBP provides documentation showing the results of its pilot to replace

WhatsApp and to ensure that messages are retained in compliance with legal and policy requirements including records
retention schedules,” the report from the Office of the Inspector General said.
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Message

From (b)(6), (b)(7)(C)

Sent: 4/3/2022 9:16:41 PM
’ ( ) ( ) ( ) ( ) ( )
Subject: RE: 2nd draft of text - RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

I made some modifications and sent to AC. I'll get his feedback before moving forward — this is a sensitive relationship
with DHS.

vr/s

From: (b)(6), (b}(7)(C)

Sent: Sunday, April 3, 2022 4:59 PM

To: (b)(6), (b)(7)(C) 5

Subject: 2nd draft of text - RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

My apologies for a second response but | shortened the yellow text a bit and added the text in g
consideration. Please let me know if you have any questions or need additional clarification.

Iso for your

To provide background, OPA received a short suspense notification of a pending NBC News story on USBP's use of the
Wickr messaging application. The news story was related to the September 2021 OIG audit report 01G-21-62 and the

NARA Unauthorized Disposition Letter dated 26 Oct 2021 from Laurence Brewer Chief Records Officer for the U.S.
Government that was sent directly to yourself as DHS CIO.

OPA staffed the NBC News request through Office of Chief Counsel (OCC), Privacy and Diversity Office(PDO]J, and
OIT/RIM. The reporter inquired about DHS/CBP’s response to the QIG Audit and the NARA Unauthorized Disposition
Letter for inclusion in his story. CBP RIM informed OPA and OCC that CBP should not release DHS/CBP’s respanse to the
NARA Letter unless legally required to do so and that if DHS/CBP’s response were to be provided, the DHS OCIO should
be informed beforehand. The ultimate decision made was to not provide the reporter with details related to DHS/CBP’s
response to the OIG or NARA letter which meant the reporter would rely on information that was already publicly
available.

H i
E (b)(6), (B}7HC)!
Lommimemimmn 4
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(b)(6), (b)(7)(C)

RiM Websie | Emait Us

Shine a Light
Suicide Prevention and dwareness

National Sulchde Provention Lifeline
BORM-27 58255
LEP Braployes Asslstanse Program
BOG-IEEPO02

From: (

b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 4:46 PM

To:

(b)(6), (b)(7)(C)

Subject: RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

 (b)(6), (b)(7)(C);

I think this is good. | can work with this ...

Vrfs

From:

(b)(6), (b}7)(C) i

Sent: Sunday, April 3, 2022 3:51 PM

To

(b)(6), (b)(7)(C)

Subject: RE: NBC News:

Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Sir,
We regret that you learned of the NBC News report after it was published. To provide a time

{OPA) received a short s
application. The news st

uspense notification of a pending NBC News story on USBP’s use of th

ine, Office of Public Affairs
e Wickr messaging

ory was related to the September 2021 OIG audit report 01G-21-62 a

nd the NARA Unauthorized
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Disposition Letter dated 26 Oct 2021 fromi (b)(6), (b)(7)(C) i Chief Records Officer for the U.S. Government that was sent
directly to yourself as DHS ClO.

OPA staffed the NBC News request through Office of Chief Counsel {OCC), Privacy and Diversity Office(PDO}, and Office
of Information and Technology / CBP Records and Information Management (OIT/RIM). The reporter inquired about
DHS/CBP’s response to the OIG Audit and the NARA Unauthorized Disposition Letter for inclusion in his story. CBP RIM
informed OPA and OCC that CBP should not release DHS/CBP’s response to the NARA Letter unless legally required to do
so and that if DHS/CBP’s response were to be provided, the DHS CIO should be informed beforehand. The ultimate
decision made was to not provide the reporter with details related to DHS/CBP’s response to the OIG or NARA Letter
which meant the reporter would rely on information that was already publicly available and subsequently your office
was not notified about the upcoming news report.

For reference, the timeline:
Based on the email trail between Monday 3/28/22 — Thursday 3/31/22:
e Monday 3/28/22 — NBC News Reporteri___(b)(6),(b)7)(C) i reached out to CBP | __(b)(8), (b)(T)(C) __} Media Division,
Office of Public Affairs with notice that he was publishing a news report regarding CBP’s use of Wickr.
o The reporter cited the OIG audit report 01G-21-62 and the NARA letter dated 26 Oct 2021 from | X6, ®X7)c) |

e Tuesday, 3/29/22 -{ (b)(6), (b)(7)(C) | Office of Innovation (INVNT) reached out to OCC for guidance on how to
respond to nine (9) specific questions from the reporter.; (b)(6), (b)(7)(C) i Office of Innovation (INVNT)
provided preliminary responses to the questions.

o Wednesday, 3/30/22 — CBP RIM provided the date that CBP/DHS responded to the open NARA Letter which was
12/15/21 in response to the letter. CBP RIM received acknowledgement from NARA on 2/18/2022 and will need
to provide quarterly updates on our progress.

e Thursday, 3/31/22 — CBP RIM informed OPA and OCC that CBP should not release DHS/CBP’s response to the
NARA Letter unless legally required to do so and that if the report were to be released then the DHS CIO should
be informed beforehand.

e Since the report was not released it appears ClIO Hysen was not made aware of the situation that information

was to be provided to a reporter.

(b)(6), (b)T)(C) i CBP Chief Records Officer

CBP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM

(b)(6), (b)(7)(C)

RiM Website | Emait Us

Suicide Proverdion and Swareness

Nationsd Sulolde Provention Lifeline
BOG- 58855
LRE Braployes Ssslstante Program
BOG-TRS P02
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From: (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 3:37 PM

To (b)(6), (b)(7)(C) :

Cc: (b)(6), (b)(7)(C) i

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

! i
i &6, GO |

[, -

How close are you on the draft? Honestly, | just got back from my hike. | have had my cocoa — son ready for anything
you send.

Vr/s

From: (b)(8), (b)(7)(C)

Sent: Sunday, April 3, 2022 2:22 PM

To: (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

No rush! Enjoy your walk in the woods...é}\ )

Get Qutlook for iOS

From: (b)(6), (b)(7)(C) ;
Sent: Sunday, April 3, 2022 1:59:08 PM .
Toi (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Ok, will do. Thanks!

Get Qutlook for iOS

From:i (b)(6), (b)(7)(C) 5
Sent: Sunday, April 3, 2022 1:58:41 PM
To:: (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
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DAC
Please ePrepare the response and send to DHS OCIO directly.

You can let him know that while everything else worked in our process, in the future you all will give COS and me a
RTS text to send to DHS OCIO as a heads up (which we normally do) but unaware this time as unaware he was
mentioned.

Get Outlook for iOS

From:! (b)(8), (b)7)(C)
Sent: Sunday, April 3, 2022 1:36 PM
To:| (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Hi AC,
The NBC News inquiry came into the CBP Public Affairs office. Recall we were asked to help OPA formulate their
response. To my knowledge we did not give DHS a heads up on the NBC News story/inquiry.

The reference to the DHS CIO is because the letter from NARA that we helped respond to came from NARA to the DHS
ClO. RIM led the effort to provide a draft response that did go through the DHS CIO’s office before it was sent to NARA,

so he is aware of that.

Unfortunately, we did not give him a heads up on the NBC News story.

: (b)(6), (b)(7)(C) :

Executive Director

Enterprise Infrastructure and Operations Directorate (EIOD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(b)(8), (b)(7)(C)

To schedule an appointment, please contacti (b)(6), (b)(7)(C) v

From; (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:57:10 PM

To:! (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
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FYSA - was there a response or heads up to DHS?

Get Outlook for iOS

From: (b)(6), (b)(7)(C) E
Sent: Sunday, April 3, 2022 12:50 PM
Toi (b)(6), (b)(7)(C) ;
(b)(6), (b)(7)(C)
_ Cci (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
Hi folks,

My understanding is that CBP is continuing to pilot Wickr but has fully implemented technical controls that ensure
records retention, correct? Or has that changed since the last update | received in December?

if the CBP responses to this reporter came through you all for review, would have appreciated a heads up as I’'m named
in the story.

(bYE), (bXTHCH :

{66, B)7C)

Chief Information Officer & Senior Official Performing the Duties of the Deputy Under Secretary for Management
U.S. Department of Homeland Security

| (b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:31 PM

Toi (b)(6), (b)(7)(C)

Cc:i (b)(6), (b)(7)(C)

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

weenet flagging this. CBP issued a statement that inferred they no long er are using the app, but let us know if there is

further info that should be provided.

From; (b)(6), (b)(7)(C) :‘
Sent: Sunday, April 3, 2022 9:56 AM '
To: PressTeami  (b)(6), (b)(7)(C) i; OPA Strategic Communications: (b)(6), (b)(7)(C) :

Subject: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny
Ben Goggin and Louise Matsakis

In October, Laurence Brewer, the chief records officer of the National Archives and Records Administration, told officials
at U.S. Customs and Border Protection he was worried about how the agency was using an app called Wickr. The
Amazon-owned encrypted messaging platform is known for its ability to automatically delete messages.

Brewer, who is responsible for ensuring that government officials handle records correctly, wrote in a letter that he was

“concerned about agencywide deployment of a messaging application that has this functionality without appropriate
policies and procedures governing its use.”
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Brewer addressed his letter to Eric Hysen, the chief information officer of the Department of Homeland Security. It was
uploaded to the National Archives website, and its concerns had not been previously reported. The document offers a
rare insight into Customs and Border Patrol's use of Wickr, and highlights the broader worries that some officials and
watchdogs have about the growing use of messaging apps at all levels of the U.S. government.

Wickr was bought by Amazon’s cloud-computing division last June and has contracts with a number of government
agencies. Customs and Border Patrol (CBP), which has been criticized by human rights activists and immigration lawyers
over what they say are its secretive practices, has spent more than $1.6 million on Wickr since 2020, according to public
procurement records.

But little is known about how the agency has deployed the app, which is popular among security-minded people ranging
from journalists to criminals. Its auto-deletion feature has made the platform a cause of concern among government
record keepers, as well as external watchdogs, who worry that Wickr and other similar apps are creating ways for
customs officials to sidestep government transparency requirements.

“CBP, like ICE and other agencies DHS oversees, has an abysmal track record when it comes to complying with record-
keeping laws,” said Nikhel Sus, senior counsel for Citizens for Responsibility and Ethics in Washington (CREW), a
nonprofit watchdog group, in a statement. “This has had real consequences for accountability by impeding
investigations and oversight of the agency’s activities. The agency’s use of Wickr, a messaging app with ‘auto-delete’
features, certainly raises red flags.”

CREW filed a lawsuit against CBPI last month after it failed to respond to a Freedom of Information Act request the
nonprofit filed seeking records about its implementation of Wickr. CREW is asking CBP to “fully and promptly process
CREW'’s FOIA request and produce all non-exempt documents immediately.”

Tammy T. Melvin, a spokesperson for CBP, said the agency could not comment on pending litigation. “The
distribution/use of Wickr is currently under review,” she said in an email. Since 2019, she said, the agency has only used
the app in “several small-scale pilots.”

Melvin said that Customs and Border Patrol's contracts are for use of the Enterprise version of Wickr, which is designed
for business communications, and allows for organizations to appoint administrators who can control messaging settings
on the platform, including those regarding deletion. Theoretically, this feature could give CBP more control over how
individual employees use Wickr, and prevent records from being scrapped, but the details of how the agency is using
Wickr remain unclear, and Melvin declined to specify them.

Wickr also has another product called Wickr RAM, which is intended for the military — the company advertises it as
being accredited by the U.S. Department of Defense. It’s not clear how its features and capability differ from the
Enterprise version of the app used by CBP.

Advertising materials for both of Wickr’s professional products say they can be used in ways that allow for record-
keeping compliance. But both also let users delete their messages, according to Wickr’s website. In a Wickr RAM training

presentation from 2021, the company even touted a feature it called the “Secure Shredder.”

“To reduce the risk of deleted Wickr data being recovered, the Secure Shredder runs whenever your Wickr app is
running,” the training read. “The goal is to ‘sanitize’ or overwrite deleted Wickr data, on a best-effort basis.”

Amazon did not respond to two requests for comment about Wickr’s various products and government contracts.
Other public officials, including Maryland Gov. Larry Hogan, have been criticized for using Wickr’s self-destructing

feature (Hogan defended its use as “common practice” and said it was the same as making a phone call). CREW also
unsuccessfully sued the White House in 2017, claiming it was violating the Presidential Records Act after The
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Washington Post reported that staff members had been using another app called Confide, which similarly lets users
automatically delete messages.

U.S. Court of Appeals Judge David Tatel wrote in his opinion that while “Richard Nixon could only have dreamed of the
technology at issue in this case,” the court “would have no jurisdiction to order the correction of any defects in the
White House’s day-to-day compliance” with records rules.

In his letter, Brewer gave Customs and Border Protection 30 days to respond with documentation about its policies,
training guidelines and other resources the agency had established “to mitigate the records management risk associated
with the improper use of Wickr” and similar apps.

Melvin said Customs and Border Patrol provided an initial response to the letter in December, and had been providing
quarterly updates to the agency on its progress. But CBP has still not divulged all the information requested of it. The
case associated with the letter remains open, according to the National Archives website.

A spokesperson for the National Archives declined to comment.

Customs and Border Patrol has run into problems in the past with its record disclosures. In September, the Department
of Homeland Security’s Office of the Inspector General (OIG) released a report that found CBP had failed to consistently
save WhatsApp messages between U.S. and Mexican officials. The report said that it wasn’t clear whether the agency
was allowed to use the app for official business in the first place.

The WhatsApp messages dated to 2018, when a group of migrants from Central America began traveling to the U.S.
border in Tijuana, Mexico. Journalists and other U.S. citizens who accompanied the caravan said they had been
subjected to intensive screenings and interviews, leading Democratic lawmakers to call for an investigation.

The OIG report found that CBP officials in a number of instances failed to keep WhatsApp messages about the caravan,
likely in violation of the agency’s record-keeping policies.

“Numerous CBP officials, across various offices, regularly used WhatsApp to communicate both with individuals and in
various WhatsApp groups, some of which contained up to hundreds ofU.S. and Mexican officials,” the report said. “Yet,
these officials did not consistently retain their. WhatsApp messages or copy or forward them to their official CBP
accounts.”

The Inspector General recommended that CBP either end its use of WhatsApp or ensure it was in compliance with
record-keeping laws. CBP responded by saying that it was “currently piloting a managed messaging platform to replace
WhatsApp.”

In response to questions about what platform was being referred to in the report, Melvin, the CBP spokesperson, said
that the agency had been conducting pilots of Wickr for more than two years.

But so far, CBP hasn’t shared the findings of those pilots with the Office of the Inspector General, according to Melvin. A
spokesperson for the OIG told NBC News that its recommendation was still open.

“We will close this recommendation when CBP provides documentation showing the results of its pilot to replace

WhatsApp and to ensure that messages are retained in compliance with legal and policy requirements including records
retention schedules,” the report from the Office of the Inspector General said.
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Message

o (b)(6), (b)(7)(C)

Sent: 4/3/2022 8:59:19 PM

(b)(6), (b)(7)(C)

Subject: 2nd draft of text - RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

My apologies for a second response but | shortened the yellow text a bit and added the textin g
consideration. Please let me know if you have any questions or need additional clarification.

Iso for your

To provide background, OPA received a short suspense notification of a pending NBC News story on USBP’s use of the
Wickr messaging application. The news story was related to the September 2021 OIG audit report OIG-21-62 and the

NARA Unauthorized Disposition Letter dated 26 Oct 2021 froni (b)(6), (b)(7)(C)__iChief Records Officer for the U.S.

Government that was sent directly to yourself as DHS CIO.

OPA staffed the NBC News request through Office of Chief Counsel (OCC), Privacy and Diversity Office(PDQ), and
OIT/RIM. The reporter inquired about DHS/CBP’s response to the 0OIG Audit and the NARA Unauthorized Disposition
Letter for inclusion in his story. CBP RIM informed OPA and OCC that CBP should not release DHS/CBP's response to the
NARA Letter unless legally required to do so and that if DHS/CBP's response were to be provided, the DHS OCIO should
be informed beforehand. The ultimate decision made was to not provide the reporter with details related to DHS/CBP’s
response to the OIG or NARA lLetter which meant the reporter would rely on information that was already publicly
available.

CBP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM

{CH_(b)6), (b)T)C) |
(b)(6), (b)(7)(C)

RiM Websiie | Email Us
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Shine a Light

Suicicle Provention angd Swareness

atioossl Sulcide Broverstion Lifeling
BT RE3R5
CRP Braploves Sssistaros Program
BOOPRE P00

From:; (b)(6), (bX7)(C)
Sent: Sunday, April 3, 2022 4:46 PM
To: (b)(6), (b)(7)(C) ;

Subject: RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

(b)(6), (b)(7)(C) _:

I think this is good. | can work with this ...

Vr/s

From: (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 3:51 PM

To:i (b)(6), (b)(7)(C) i

Subject: RE: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Below are a couple of paragraphs for consideration. Not sure if this is along the lines of what you are looking
for... please let me know if you have questions or would like further clarification or elaboration.

Sir,

We regret that you learned of the NBC News report after it was published. To provide a timeline, Office of Public Affairs
(OPA) received a short suspense notification of a pending NBC News story on USBP’s use of the Wickr messaging
application. The news story was related to the September 2021 OIG audit report 01G-21-62 and the NARA Unautharized
Disposition Letter dated 26 Oct 2021 from Laurence Brewer Chief Records Officer for the U.S. Government that was sent
directly to yourself as DHS ClO.

OPA staffed the NBC News request through Office of Chief Counsel {(OCC), Privacy and Diversity Office(PDO}, and Office
of Information and Technology / CBP Records and Information Management (OIT/RIM). The reporter inquired about
DHS/CBP’s response to the OIG Audit and the NARA Unauthorized Disposition Letter for inclusion in his story. CBP RIM
informed OPA and OCC that CBP should not release DHS/CBP’s response to the NARA Letter unless legally required to do
so and that if DHS/CBP’s response were to be provided, the DHS CIO should be informed beforehand. The ultimate
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decision made was to not provide the reporter with details related to DHS/CBP’s response to the OIG or NARA Letter
which meant the reporter would rely on information that was already publicly available and subsequently your office
was not notified about the upcoming news report.

For reference, the timeline:
Based on the email trail between Monday 3/28/22 — Thursday 3/31/22:
e Monday 3/28/22 — NBC News Reporteri _ (b)(6), (b)7)(C) __ireached out to CBPi___ (b)), b)7)C)___ i, Media Division,
Office of Public Affairs with notice that he was publishing a news report regarding CBP’s use of Wickr.
o The reporter cited the OIG audit report 01G-21-62 and the NARA letter dated 26 Oct 2021 from: ®)e, &Xnc) !

e Tuesday, 3/29/22 -1 (b)(6), (b)(7)(C)_: Office of Innovation (INVNT) reached out to OCC for guidance on how to
respond to nine (9) specific questions from the reporter. i __(b)(6), (b)(7)(C) i Office of Innovation (INVNT)
provided preliminary responses to the questions.

o  Wednesday, 3/30/22 — CBP RIM provided the date that CBP/DHS responded to the open NARA Letter which was
12/15/21 in response to the letter. CBP RIM received acknowledgement from NARA on 2/18/2022 and will need
to provide quarterly updates on our progress.

e Thursday, 3/31/22 — CBP RIM informed OPA and OCC that CBP should not release DHS/CBP’s response to the
NARA Letter unless legally required to do so and that if the report were to be released then the DHS CIO should

be informed beforehand.

i (b)(6), (b)7)(C) i CBP Chief Records Officer

CHP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM

(b)(6), (b)(7)(C) ;

RiM Website | Emait Us

Sutolde Provention ared Swvareness

Matioral Sulside Provengion Lifeling
BO0-FTE-HIE5
LEP Enplayes Sssdstancs Program

From:: (b)(6), (b)(7)(C)
Sent: Sunday, April 3, 2022 3:37 PM
To:; (b)(6), (b)(7)(C)
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Ce:! (b)(6), (b)(7)(C)
Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

i
Lemememememd

How close are you on the draft? Honestly, | just got back from my hike. | have had my cocoa — son ready for anything
you send.

Vr/s

From:! (b)(6), (b)(7)(C) b

Sent: Sunday, April 3, 2022 2:22 PM

To: (b)(6), (b)(7)(C) 5

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

No rush! Enjoy your walk in the woods... £ B

Get Qutlook for iOS

From: (b)(6), (b)(7)(C)
Sent: Sunday, April 3, 2022 1:59:08 PM
To:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Ok, will do. Thanks!

Get Qutlook for iOS

From:: (b)(6), (b)(7)(C) i
Sent: Sunday, April 3, 2022 1:58:41 PM
To: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

DAC
Please ePrepare the response and send to DHS OCIO directly.

You can let him know that while everything else worked in our process, in the future you all will give COS and me a
RTS text to send to DHS OCIO as a heads up (which we normally do) but unaware this time as unaware he was
mentioned.

Thanks

i i
i (b)(6), (B)(7)(C) §
Lo i

Get Qutlook for iOS
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From:i (b)(6), (b)(7)(C)
Sent: Sunday, April 3, 2022 1:36 PM
To:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Re: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

e

The NBC News inquiry came into the CBP Public Affairs office. Recall we were asked to help OPA formulate their
response. To my knowledge we did not give DHS a heads up on the NBC News story/inquiry.

The reference to the DHS ClO is because the letter from NARA that we helped respond to came from NARA to the DHS
ClO. RIM led the effort to provide a draft response that did go through the DHS CIO’s office before it was sent to NARA,

so he is aware of that.

Unfortunately, we did not give him a heads up on the NBC News story.

(b)(6), (b)(7)(C) :

Executive Director

Enterprise Infrastructure and Operations Directorate (EIOD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

[ (b)(8).(b)(T)(C)_i(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contactE (b)(6), (b)(7)(C)

From:: (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:57:10 PM

To: (b)(6), (b)(7)(C) E

(b)(6), (b)(7)(C)

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

FYSA - was there a response or heads up to DHS?

Get Qutlook for iOS

From; (b)(6), (b)(7)(C)

Sent: Sunday, April 3, 2022 12:50 PM

To:! (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C) i

; (b)(6), (b)(7)(C) i

Cc:! (b)(6), (b)(7)(C) i
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E (b)(6), (b)(7)(C) 5

Subject: Fwd: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

Hi folks,

My understanding is that CBP is continuing to pilot Wickr but has fully implemented technical controls that ensure
records retention, correct? Or has that changed since the last update | received in December?

If the CBP responses to this reporter came through you all for review, would have appreciated a heads up as I’'m named
in the story.

Chief Information Officer & Senior Official Performing the Duties of the Deputy Under Secretary for Management
U.S. Department of Homeland Security

From:: (b)(6), (b)(7)(C) >

Sent: Sunday, April 3, 2022 12:31 PM

To: (b)(6), (b)(7)(C) i

Cci (b)(6), (b)(7)(C) e

Subject: FW: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

meerot flagging this. CBP issued a statement that inferred they no long er are using the app, but let us know if there is

further info that should be provided.

From:i (b)(6), (b)(7)(C) 5
Sent: Sunday, April 3, 2022 9:56 AM
To: PressTeam < {0)(6), (D)) i; OPA Strategic Communications ¢ (b)(6), (b)(7)(C) >

Subject: NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

NBC News: Border Patrol's use of Amazon's Wickr messaging app draws scrutiny

(b)(6), (b)(7)(C)

in October; (b)(6), (b)(7)(C) i the chief records officer of the National Archives and Records Administration, told officials
at U.S. Customs and Border Protection he was worried about how the agency was using an app called Wickr. The
Amazon-owned encrypted messaging platform is known for its ability to automatically delete messages.

Brewer, who is responsible for ensuring that government officials handle records correctly, wrote in a letter that he was
“concerned about agencywide deployment of a messaging application that has this functionality without appropriate
policies and procedures governing its use.”

uploaded to the National Archives website, and its concerns had not been previously reported. The document offers a
rare insight into Customs and Border Patrol's use of Wickr, and highlights the broader worries that some officials and
watchdogs have about the growing use of messaging apps at all levels of the U.S. government.

Wickr was bought by Amazon’s cloud-computing division last June and has contracts with a number of government
agencies. Customs and Border Patrol (CBP), which has been criticized by human rights activists and immigration lawyers
over what they say are its secretive practices, has spent more than $1.6 million on Wickr since 2020, according to public
procurement records.
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But little is known about how the agency has deployed the app, which is popular among security-minded people ranging
from journalists to criminals. Its auto-deletion feature has made the platform a cause of concern among government
record keepers, as well as external watchdogs, who worry that Wickr and other similar apps are creating ways for
customs officials to sidestep government transparency requirements.

“CBP, like ICE and other agencies DHS oversees, has an abysmal track record when it comes to complying with record-
keeping laws,” said Nikhel Sus, senior counsel for Citizens for Responsibility and Ethics in Washington (CREW), a
nonprofit watchdog group, in a statement. “This has had real consequences for accountability by impeding
investigations and oversight of the agency’s activities. The agency’s use of Wickr, a messaging app with ‘auto-delete’
features, certainly raises red flags.”

CREW filed a lawsuit against CBPI last month after it failed to respond to a Freedom of Information Act request the
nonprofit filed seeking records about its implementation of Wickr. CREW is asking CBP to “fully and promptly process
CREW’s FOIA request and produce all non-exempt documents immediately.”

i __(b)(6), (b)(7)(C) _ a spokesperson for CBP, said the agency could not comment on pending litigation. “The
distribution/use of Wickr is currently under review,” she said in an email. Since 2019, she said, the agency has only used
the app in “several small-scale pilots.”

i said that Customs and Border Patrol's contracts are for use of the Enterprise version of Wickr, which is designed
for business communications, and allows for organizations to appoint administrators who can control messaging settings
on the platform, including those regarding deletion. Theoretically, this feature could give CBP more control over how
individual employees use Wickr, and prevent records from being scrapped, but the details of how the agency is using
Wickr remain unclear, and Melvin declined to specify them.

Wickr also has another product called Wickr RAM, which is intended for the military — the company advertises it as
being accredited by the U.S. Department of Defense. It’'s not clear how its features and capability differ from the
Enterprise version of the app used by CBP.

Advertising materials for both of Wickr’s professional products say they can be used in ways that allow for record-
keeping compliance. But both also let users delete their messages, according to Wickr’'s website. In a Wickr RAM training
presentation from 2021, the company even touted a feature it called the “Secure Shredder.”

“To reduce the risk of deleted Wickr data being recovered, the Secure Shredder runs whenever your Wickr app is
running,” the training read. “The goal is to ‘sanitize’ or overwrite deleted Wickr data, on a best-effort basis.”

Amazon did not respond to two requests for comment about Wickr’s various products and government contracts.

Other public officials, including Maryland Gov. Larry Hogan, have been criticized for using Wickr’s self-destructing
feature (Hogan defended its use as “common practice” and said it was the same as making a phone call). CREW also
unsuccessfully sued the White House in 2017, claiming it was violating the Presidential Records Act after The
Washington Post reported that staff members had been using another app called Confide, which similarly lets users
automatically delete messages.

U.S. Court of Appeals Judge David Tatel wrote in his opinion that while “Richard Nixon could only have dreamed of the
technology at issue in this case,” the court “would have no jurisdiction to order the correction of any defects in the
White House’s day-to-day compliance” with records rules.

training guidelines and other resources the agency had established “to mitigate the records management risk associated
with the improper use of Wickr” and similar apps.
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quarterly updates to the agency on its progress. But CBP has still not divulged all the information requested of it. The
case associated with the letter remains open, according to the National Archives website.

A spokesperson for the National Archives declined to comment.

Customs and Border Patrol has run into problems in the past with its record disclosures. In September, the Department
of Homeland Security’s Office of the Inspector General (OIG) released a report that found CBP had failed to consistently
save WhatsApp messages between U.S. and Mexican officials. The report said that it wasn’t clear whether the agency
was allowed to use the app for official business in the first place.

The WhatsApp messages dated to 2018, when a group of migrants from Central America began traveling to the U.S.
border in Tijuana, Mexico. Journalists and other U.S. citizens who accompanied the caravan said they had been
subjected to intensive screenings and interviews, leading Democratic lawmakers to call for an investigation.

The OIG report found that CBP officials in a number of instances failed to keep WhatsApp messages about the caravan,
likely in violation of the agency’s record-keeping policies.

“Numerous CBP officials, across various offices, regularly used WhatsApp to communicate both with individuals and in
various WhatsApp groups, some of which contained up to hundreds ofU.S. and Mexican officials,” the report said. “Yet,
these officials did not consistently retain their. WhatsApp messages or copy or forward them to their official CBP
accounts.”

The Inspector General recommended that CBP either end its use of WhatsApp or ensure it was in compliance with
record-keeping laws. CBP responded by saying that it was “currently piloting a managed messaging platform to replace
WhatsApp.”

that the agency had been conducting pilots of Wickr for more than two years.

;
b)(6), (BYTHC) .
Lo, o] A

But so far, CBP hasn’t shared the findings of those pilots with the Office of the Inspector General, according to
spokesperson for the OIG told NBC News that its recommendation was still open.

“We will close this recommendation when CBP provides documentation showing the results of its pilot to replace

WhatsApp and to ensure that messages are retained in compliance with legal and policy requirements including records
retention schedules,” the report from the Office of the Inspector General said.

CBP FOIA NOV23 000116



Message

From: (b)(6), (b)(7)(C)

Sent: I5/20/2021 3:51:12 PM
b)(6), (b)(7)(C
Subject: FW: Discuss CBP Chat Applications

I have a meeting with records management tomorrow and one of the items is going to be WICKR and retention.

please send me the current list of what needs to be done along with the dates it's expected to be completed

From: (b)(6), (b)(7)(C)
Sent: Tuesday, April 13, 2021 10:24 AM
To:! (b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

So with the Enterprise package, are all messages currently stored on a CBP Server?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
RiM Website | Reguest RiIM Bervice! | Emait Us

Fromi (b)(6), (b)(7)(C)
Sent: Thursday, April 8, 2021 2:09 PM
To: (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

We have Wickr Enterprise Package. We will have access to the upcoming compliance tool which is in development and
is to be ready in the next 6 months.

From:| (b)(6), (b}(7)}(C)
Sent: Thursday, April 8, 2021 3:04 PM
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To:! ___(b)(®), (b)(7)(C) 5
(b)(6), (b)(7)(C) 5
Subject: RE: Discuss CBP Chat Applications

I was looking up the different service plans for Wickr and was wondering which plan was in use as CBP. Does CBP have
the version which includes the “Compliance, unlimited data retention, and eDiscovery capabilities”?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
RiM Websie | Regquest RiM Service! | Emall Us
Ce“i(b)(ﬁ), (b)7)C) §

From:i (b)(6), (b)(7)(C)
Sent: Thursday, April 8, 2021 12:37 PM
To:i (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

As discussed on the call re Webex...

Users can choose cloud recording or local MP4:

Recorder

Record in cdoud

Becord in cloud

. Record on my computer

') Share {2} Record &
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Admin can set retention days, currently 2600 days (7.1 years)

3 Dupeort Becording Auts- Deletios Poloy W : rponnding

TCreRes yiruy afioationt

Users do have the ability to delete a recording:

Belate Recoding

Is there a way to limit recording options for only cloud versus having the option of choosing MP4 prior to clicking

L )
record ?
e |sthere a way to retain recordings made by users even if they delete them?
(b)(6), (b)(T)(C) i

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Work: (b)(8), (b)(7)(C)

Mobile: | _(b)6), (B)T)C)

(b)(6), (b)(7)(C) |
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From: (b)(8), (b)(7)(C)
Sent: Monday, April 5, 2021 9:34 AM
To: (b)(8), (b)(7)(C) ;

Cec:i___ (b)(6),(b)(7)C)___ |

Subject: Discuss CBP Chat Applications

When: Thursday, April 8, 2021 11:00 AM-11:30 AM (UTC-06:00) Central Time (US & Canada).
Where: Microsoft Teams Meeting

Wanted to discuss CBP’s use of non-Microsoft chat and collaboration applications and is the content from those
applications is stored and retained.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to ioin the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Message

. (b)(6), (b)(7)(C)
" (b)), (b)(7)(C)

Attachments: RIM Chat Application Briefing.pptx

Pages six and seven on the attached is what | need to provide an update on

Sent: Thursday, May 20, 2021 11:51 AM
To:; (b)(6), (b)(7)(C)

é (b)(6), (b)(7)(C)
Subject: FW: Discuss CBP Chat Applications

I have a meeting with records management tomorrow and one of the items is going to be WICKR and retention.

please send me the current list of what needs to be done along with the dates it's expected to be completed

From: (b)(6), (b)(7)(C)
Sent: Tuesday, April 13, 2021 10:24 AM
To:! (b)(6), (b)(7)(C) i

Subject: RE: Discuss CBP Chat Applications

So with the Enterprise package, are all messages currently stored on a CBP Server?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
RiM Website | Reguest RIM Service! | Emait Us
Cell :
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From: (b)(8), (b)(7)(C) i
Sent: Thursday, April 8, 2021 2:09 PM

To:! {b){e), (b)(7){C)

T 7.

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

We have Wickr Enterprise Package. We will have access to the upcoming compliance tool which is in development and

is to be ready in the next 6 months.

From:! (b)(6), (b)(7)(C)

Sent: Thursday, April 8, 2021 3:04 PM

To: (b)(6), (b)(7)(C)

: (b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

I was looking up the different service plans for Wickr and was wondering which plan was in use as CBP. Does CBP have
the version which includes the “Compliance, unlimited data retention, and eDiscovery capabilities”?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
2hsi Requast RIM Service! | Enail Us

From:; (b)(6), (b)(7)(C) %
Sent: Thursday, April 8, 2021 12:37 PM
To: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications
As discussed on the call re Webex...

Users can choose cloud recording or local MP4:
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Recorder

Record in cloud

Record in cloud

Record on my cornputer

Admin can set retention days, currently 2600 days (7.1 years)

3 Becoiding fato- Dot g & eseordings videy

Users do have the ability to delete a recording:

Delote Recording
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Questions to Cisco have been asked (cisco case £ ___(b)(7(E) __ &

e |sthere a way to limit recording options for only cloud versus having the option of choosing MP4 prior to clicking
record ?

e |sthere a way to retain recordings made by users even if they delete them?

(b)(86), (b)(7)(C)

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Mobilei  (bY(7(E) |

(b)(6), (b)(7)(C)

————— Original Appointment-----

From:| (b)(6), (bX7)(C)
Sent: Monday, April 5, 2021 9:34 AM
To: (b)(6), (b)(7)(C) 5

Cci___(b)6), (bXT)C)___ !

Subject: Discuss CBP Chat Applications

When: Thursday, April 8, 2021 11:00 AM-11:30 AM (UTC-06:00) Central Time (US & Canada).
Where: Microsoft Teams Meeting

Wanted to discuss CBP’s use of non-Microsoft chat and collaboration applications and is the content from those
applications is stored and retained.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to loin the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting ontions
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Message
— R T

Sent: 10/28/2021 9:47:10 PM
To:
Subject: RE: Discovered Messaging Applications & Wickr Federation Project Briefing

Maximum retention timeframe is yet to be defined. Unlimited until we run out of space.

i ___(b)(6), (b)(7)(C) i

Mobility Architect

1S, Customs & Border Protection (CBP)
Department of Homeland Security (DHS)

(b)(6), (b)(7)(C) a
- Work
(b)(6), (b)(7)(C) ¢ Cell

PLEASE NOTE: This message, including any attschments, may include priviloged, confidential anddor intarnal information. Any
distribution or nse of this communication by anyene other than the intended reciptont @ stricly prohibued and may be wnlawinl If vou
are not the infended recipiont, please notify the sonder by replying to s muossage and delete the Information from yow systom
immediately,

———————— Original message ~=------

From: (b)(8), (b)(7)(C)

Date: 10/28/21 3:31 PM (GMT-05:00)

To: { (b){8), BI7IC) i

Cc: ! (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: RE: Discovered Messaging Applications & Wickr Federation Project Briefing
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Message

From: (b)(6), (b)(7)(C)

Sent: 3/9/2022 7:51:54 PM
To:
Subject: RE: Disabling iMessage on iOS devices

Yes. This was from a conversation on our bi-weekly Messaging Apps Policy Working Group. I’'m not trying to create
more work so we don’t necessarily need to add it to our backlog.

This centers around the use of WICKR or TeleMessage/WhatsApp and Records Retention policies. We know that
iMessage uses an encryption that we can’t “break” so we cannot retain conversations unless it is done via screenshots —
which may not be admissible in court or in legal proceedings. The questions were around can we disable iMessage and
only use the SMS capabilities on iOS devices but those conversations are NOT encrypted. So, no need to spend a great
deal of time on this.

One question would be if iMessage is disabled does that affect Apple Appstore? Facetime? And other Apple-centric
capabilities?

Thanks,

. (b)(6), (b)(7)(C) | DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)

From:! (b)(6), (b)(7)(C)

Sent: Wednesday, March 9, 2022 2:47 PM

To: (b)(6), (b)(7)(C)

_(b)(6), (b)(7)(C)
Cc: (b)(8), (b)(7)(C) i

Subject: Re: Disabling iMessage on iOS devices
importance: High

This is a loaded request that requires details such as the technical feasibility, impact on existing users, data loss and
historical context on why this effort has failed twice at CBP.

Would you be ok to move this into Sprint 03 since the areas to cover require testing and research.
The Jira board is loaded with excellent work for Sprint 02 that is directly aligned with our top priorities.

Thoughts?
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il will further define the scope of this request

when applicable)

: (b)(6), (b)AT)C) i

Mobility Architect

LLS. Customs & Border Protection {CBP}
Department of Homeland Security {DHS)

: (b)(6), (b)7)(C) E

E - Work
i L Cell

delete the information from yaour s

From: | (b)(6), (b)(7)(C)

Date: Wednesday, March 9, 2022 at 2:11 PM

To: (b)(6), (b)(7)(C) ;
4 (b)(8), (b)(7)(C) i

Subject: Disabling iMessage on iOS devices

What are all the ugly and pain points in disabling iMessage on iOS devices. | wanna hear all the ugliness that could be

encountered

Thanks,

| (b)(6), (b)(7)(C) :DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)
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Message

. (b)(6), (b)(7)(C)
- (b)(6), (b)(7)(C)

Importance: High

Need this list of folks enabled for WhatsApp soonest.

Thanks,

 (b)(6), (b)(7)(C) | DHS | CBP | ES | OIT | ENTSD |} (b)(6), (b)(7)(C) é

From:i (b)(6), (b)(7)(C) ;
Sent: Thursday, January 20, 2022 7:10 AM
To:! (b)(6), (b)(7)(C)

: (b)(6), (b)(7)(C) i
Subject: RE: WhatsApp

Good morning.

Following is the list of names of OT staff who are requesting to have WhatsApp installed:

(b)(6), (b)(7)(C)

What are the next steps?

Thanks again for your help.
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Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection
(b){(6), (b)(7)(C) i
(MS Teams Phone)
(b)(6), (b)(7)(C): (National Place Office)

(Mobile)
From: (b)(6), (b)(7)(C)
Sent: Thursday, January 13, 2022 7:44 AM
To:: (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)

Subject: RE: WhatsApp

Need a list of users that you want added.

(b)(6), (b)(7)(C)
Executive Director, on detail supporting
Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security

(b)(6), (b)7)(C) | (dESK)
(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contact! (b)(6), (b)(7)(C)
From:: (b)(6), (b)(7)(C)

Sent: Thursday, January 13, 2022 7:37 AM

To:: (b)(6), (b)(7)(C)

i (b)(6), (b)(7)(C) :
Subject: RE: WhatsApp

What would next steps be?

Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection

(b)(6), (b)(7)(C)
(MS Teams Phone)
(b)(6), (b)(7)(C) | (National Place Office)
(Mobile)
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From:; (b)(6), (b)(7)(C)

Sent: Tuesday, January 11, 2022 1:50 PM

To:i (B)(8), BH7NCY i
(b)(6), (b)(7)(C)

Subject: RE: WhatsApp

Hi XD,

We can certainly permit a few more folks to use WhatsApp.

Keep in mind there are manual steps that each user is required to take/perform to ensure the retention policies are met
when using the messaging app (we provide those when granting access for its use).

As you probably know, we’ve been hit by an OIG audit as well as NARA over our lack of retention of such messages, and
at this time we are dependent on the end-user to ensure compliance.

Depending on who they need to communicate with/amongst, we could also offer the WICKR messaging app, for which
we have some retention capabilities and policies already built in.

{___(b)(6), (B)(7)C) i

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

desk
(b)), ()7)(c) | 4=SK)
(cell)
(b)(6), (b)(7)(C)
To schedule an appointment, please contacti (b)(6), (b)(7)(C) i
From:! (b)(6), (b)(7)(C) b
Sent: Wednesday, January 5, 2022 7:31 AM
To:i (b)(6), (b)(7)(C) ;

Subject: RE: WhatsApp

Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection

(b)(6), (b)(7)(C) :
(National Place Office)
(b)(6), (b)(7)(C) | (Beauregard Office)
(Mobile)
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Fromi (b)(8), (B)(7)(C)
Sent: Tuesday, January 4, 2022 10:15 AM

To: (b)(6), (b)(7)(C)
' (b)(6), (b)(7)(C)

I Subject: Re: WhatsApp

Good Morning XD

Thanks,
gtbn tmtcvj

{name " _(b)(6), (b)(7)(C) i,

gitle  : "Chief Technology Officer 7,

office : "Customs & Border Protection”,

phone :1(b)(6), (B}7)(C) ],

email 4 (b)(8), (b)(7)(C) {

message of the day : “01001001 01110100 00100000 01101001 01110011 00100000 01100001 01101100 01101100
00100000 01100001 01100010 01101111 01110101 01110100 00100000 01100011 01101111 01100100 011001017 }

To schedule an calendar appointment, please contact:

(b)(6), (b)(7)(C)

From:i (b)(6), (b)(7)(C)
Date: Tuesday, January 4, 2022 at 9:24 AM

To: (b)(6), (b)(7)(C)

Subject: WhatsApp

Hii==o= Happy New Year!
Hey, we’ve got a group in OT asking about the possibility of getting WhatsApp installed. Is that something that is
available within CBP? Looks like they need something they can use to collaborate with external parties...who don’t seem
to use Teams.

i i
e o
[

LB
Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection
: (b)(8), {b)(7)({C) !
(National Place Office)
(b)(6), (b)(7)(C) | (Beauregard Office)
(Mobile)
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Message

From (b)(6), (b)(7)(C)
Sent: 1/20/2022 5:06:29 PM
. (b)(6), (b)(7)(C)

...........

| (b)(6), (b)(7)(C) § DHS | CBP | ES | OIT | ENTSD |! (b)(6), (b)(7)(C) i

From:i (b)(6), (b)(7)(C) i

Sent: Thursday, January 20, 2022 11:49 AM

To: (b)(6), (b)(7)(C) i
! (b)(6), (b)7)(C) i

Cc: (b)(6), (b)(7)(C)

Subject: Re: WhatsApp
Confirming we are still waiting on a list of users requesting WhatsApp.

Thanks,

L, {B){6), (B)(T)(C) i

Project Manager

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division {NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

(b)(6), (b)(7)(C)

From:! (b)(6), (b)(7)(C)

Sent: Thursday, January 20, 2022 8:55:42 AM

To: (b)(8), (b)(7)(C)

Ce: (b)(6), (b)(7)(C)
Subject: FW: WhatsApp
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Need this list of folks enabled for WhatsApp soonest.

 (b)(6), (b)(7)(C) | DHS | CBP | ES | OIT | ENTSD (b)(8), (b)(7)(C)

From:: (b)(8), (b)(7)(C)
Sent: Thursday, January 20, 2022 7:10 AM
To:! (b)(6), (b)(7)(C) |

: (b)(6), (b)(7)(C) i
Subject: RE: WhatsApp

Good morning.

Following is the list of names of OT staff who are requesting to have WhatsApp installed:

(b)(8), (b)(7)(C)

What are the next steps?

Thanks again for your help.

Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection
i (b)(6), (b)(T)(C)
(MS Teams Phone)
(b)(6), (bX7)(C) {(National Place Office)
(Mobile)

From; (b)(6), (b)(7)(C)
Sent: Thursday, January 13, 2022 7:44 AM
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To:! (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
Subject: RE: WhatsApp

-

Need a list of users that you want added.

(b)(6), (L)(7)(C)
Executive Director, on detail supporting
Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security

(b)(6), BN7Y(C) {9eSK)
_ (cell) _
(b)(6), (b)(7)(C)
To schedule an appointment, please contact; (b)(6), (bBX7)}C)
From:: (b)(6), (b)(7)(C) i
Sent: Thursday, January 13, 2022 7:37 AM

To:! (b)(6), (b)(7)(C)
i (b)(6), (b)(7)(C)

Subject: RE: WhatsApp

Executive Director, Trade Transformation Office
Office of Trade

U.S. Customs and Border Protection

(b)(6), (b)(7)(C)

(MS Teams Phone)

(b)(6), (b)(7)(C) | (National Place Office)

(Mobile)
From:! (b)(6), (b)(7)(C) i
Sent: Tuesday, January 11, 2022 1:50 PM
_To:§ _ (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C) >

Subject: RE: WhatsApp

Hi XD,

We can certainly permit a few more folks to use WhatsApp.

Keep in mind there are manual steps that each user is required to take/perform to ensure the retention policies are met
when using the messaging app (we provide those when granting access for its use).
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As you probably know, we’ve been hit by an OIG audit as well as NARA over our lack of retention of such messages, and
at this time we are dependent on the end-user to ensure compliance.

Depending on who they need to communicate with/amongst, we could also offer the WICKR messaging app, for which
we have some retention capabilities and policies already built in.

L____(b)6), (b)T)NC). i

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(b)(6), (7)) (deK)

(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contact (b)(6), (b)(7)(C)

From:: (b)(8), (b)(7)(C)

Sent: Wednesday, January 5, 2022 7:31 AM

To: (b)(6), (b)(7)(C) :

Subject: RE: WhatsApp

Thanks for your help.

| ®)6), lbi(7|lC|

Executcve Dlrector, Trade Transformation Office
Office of Trade

U.S. Customs and Border Protection

] {b)(6), (b)(7)(C) i

(National Place Office)

(b)(6), (b)(7)(C) | (Beauregard Office)

(Mobile)
From:; (b)(6), (b)7)(C)
Sent: Tuesday, January 4, 2022 10:15 AM
To:i (b)(6), (b)(7)(C)

5 (b)(6), (b)(7)(C)

Subject: Re: WhatsApp
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{ name : ___(b)(6),(B)(7)C) i

fitle  :"Chief Technology Officer ",

office : "Customs & Border Protection”,

phone :1_(0)E),®NNE) 1,

email 11 (b)(6), (b)(7)(C)

message of the day : "01001001 01110100 00100000 01101001 01110011 00100000 01100001 01101100 01101100
00100000 1100007 01100010 01101111 01110101 01110100 00100000 (1100011 01101121 01100100 ¢1100101" 3

To schedule an calendar appointment, please contact:

(b)(6), (b)(7)(C)

From:| (b)(6), (B)(7)(C)
Date: Tuesday, January 4, 2022 at 9:24 AM

To: | (b)(6), (b)(7)(C)

Subject: WhatsApp

Hey, we've got a group in OT asking about the possibility of getting WhatsApp installed. Is that something that is
available within CBP? Looks like they need something they can use to collaborate with external parties...who don’t seem
to use Teams.

Thanks.

Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection

(b)(6), (b)(7)(C) :

(National Place Office)

(b)(6), (b)(7)(C) | (Beauregard Office)

(Mobile)
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Message

From: (b)(6), (b)(7)(C)

Sent: 1/20/2022 5:06:45 PM

To:

. (b)(6), (b)(7)(C)

Subject: Re: WhatsApp

Thank you!

Thanks,

(b)(6), (b)(7)(C)
Project Manager
Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD
Mobile:{_(B)(6). (B)7)C)._
(b)(6), (b)(7)(C)
From: (b)(6), (bX(7)(C)
Sent: Thursday, January 20, 2022 12:06:29 PM
To (b)(6), (b)(7)(C)
L (b)(8), (b)(7)(C) |
Cc: (b)(6), (b)(7)(C)

Subject: RE: WhatsApp

{ (b)(6), (b)(7)(C) || DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)

Fromi (b)(6), (b)(7)(C)

Sent: Thursday, January 20, 2022 11:49 AM

To: (b)(6), (b)(7)(C)
: (b)(8), (b)(7)(C) >

Cc: (b)(6), (b)(7)(C)

Subject: Re: WhatsApp
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Confirming we are still waiting on a list of users requesting WhatsApp.

Thanks,

(b)(6), (b)(7)(C)

Project Manager

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

(b)(6), (b)(7)(C)

From:! (b)(6), (b)(7)(C)
Sent: Thursday, January 20, 2022 8:55:42 AM

To (b)(6), (b)(7)(C)

Cc: (b)(8), (b)(7)(C)

Subject: FW: WhatsApp
Need this list of folks enabled for WhatsApp soonest.

Thanks,

i 1
L b)(8), ()TN0
e vmemera

| (b)(6), (b)(7)(C) {| DHS | CBP | ES | OIT | ENTSD | (B)(), (BITH(C)

From:; (b)(6), (b)(7)(C) ;

Sent: Thursday, January 20, 2022 7:10 AM
To! (b)(6), (b)(7)(C)
i (b)(6), (b)(7)(C) é

Subject: RE: WhatsApp

Good morning.

Following is the list of names of OT staff who are requesting to have WhatsApp installed:

(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)

What are the next steps?

Thanks again for your help.

Executive Director, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection

(b)(6), (b)(7)(C)

(MS Teams Phone)
(b)(6), (b)(7)(C) : (National Place Office)

(Mobile)
From:i (b)(6), (b)(7)(C)
Sent: Thursday, January 13, 2022 7:44 AM
To (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)

'Subject: RE: WhatsApp

Need a list of users that you want added.

(b)(6), (b)(7)(C)

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(b)(6), (b)7)(C) i 9ESK)

(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contact (b)(6), (b)(7)(C)
Froms (b)(6), (b)(7)(C)

Sent: Thursday, January 13, 2022 7:37 AM

To:: (b)(6), (b)(7)(C)

: (b)(8), (b)(7)(C)
Subject: RE: WhatsApp

V
i
L

(b)(8), (B)PC) :
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Executive Director, Trade Transformation Office
Office of Trade

U.S. Customs and Border Protection
: (b)(8), (b)(7)(C) i

(MS Teams Phone)
(b)(6), (b)(7)(C) i (National Place Office)

(Mobile)
From:: (b)(8), (b)(7)(C) i
Sent: Tuesday, January 11, 2022 1:50 PM
To: (b)(6), (b)(7)(C) :

-

(b)(6), (bX7)(C)
Subject: RE: WhatsApp

Hi XD,

We can certainly permit a few more folks to use WhatsApp.

Keep in mind there are manual steps that each user is required to take/perform to ensure the retention policies are met
when using the messaging app (we provide those when granting access for its use).

As you probably know, we’ve been hit by an OIG audit as well as NARA over our lack of retention of such messages, and
at this time we are dependent on the end-user to ensure compliance.

Depending on who they need to communicate with/amongst, we could also offer the WICKR messaging app, for which
we have some retention capabilities and policies already built in.

.___(b)(6), (b)(7)(C) __:

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(b)(6), y7)(c) | (45K
(cell)
(b)(6), (b)(7)(C) :
To schedule an appointment, please contact; (b)(6), (b}(7)(C)
From: (b)(8), (b)(7)(C) i
Sent: Wednesday, January 5, 2022 7:31 AM
To: (b)(6), (b)(7)(C)

Subject: RE: WhatsApp
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Executlve Dlrector, Trade Transformation Office
Office of Trade
U.S. Customs and Border Protection
(b)(6), (b)(7)(C)
(National Place Office)
(b)(6), (b)(7)(C): (Beauregard Office)

(Mobile)
From:; (b)(6), (b)(7)(C) i
Sent: Tuesday, January 4, 2022 10:15 AM .
Tos (b)(6), (b)(7)(C)

! (b)(8), (b)(7)(C)
Subject: Re: WhatsApp

<. Happy New Year. | am adding XDi (b)(6), (b)(7)(C) i

{ name : "__(b)6),(B)T)C)_ 7,
fitle  : "Chief Technology Officer 7,
office “%’:usmms & Em‘éer Protection”,

phone :1 (b)(6), (b)(7)(C)

email ‘2 (b)(6), (b)(7)(C)
message uf the day : “01001001 0110700 00100000 01101001 01110011 00100000 01100001 01101100 01101100
00100000 01100001 01100010 01101111 01110101 01110100 00100000 01100011 01101111 01100100 011001017 3

To schedule an calendar appointment, please contact:

(b)(6), (b)(7)(C)

From:; (b)(6), (b)(7)(C)
Date: Tuesday, January 4, 2022 at 9:24 AM

To; (b)(6), (b)(7)(C)

Subject: WhatsApp

' u XE), mvm(m'

.......... Happy New Year!

Hey, we’ve got a group in OT asking about the possibility of getting WhatsApp installed. Is that something that is
available within CBP? Looks like they need something they can use to collaborate with external parties...who don’t seem
to use Teams.

i
 (0)8), Y7HC) :
[E—— =
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Executive Director, Trade Transformation Office

Office of Trade

U.S. Customs and Border Protection

(b)), (R)TNC) |

(b)(8), (b)(7)(C)

(National Place Office)
(Beauregard Office)
(Mobile)
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Message

.::1 TTETETTY (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)
Subject:  RE:CSM (Wickr) Federation

Let’s pull together our security concerns about moving forward and/or the interpretation that our existing security
posture will not allow for it. | can take that information to the XD and allow him to determine if he wants to pursue an

Exception or Waiver to move forward. Will need this sooner rather than later. Bad news doesn’t get better with age

Thanks guys,

| (b)(6), (b)(7)(C) | DHS | CBP | ES | OIT | ENTSD |; (b)(6), (b)(7)(C)

From:! (b)(8), (b)(7)(C)
Sent: Sunday, February 6, 2022 9:08 AM
To: (b)(6), (b)(7)(C)

Subject: RE: CSM (Wickr) Federation
That is correct we are still in limbo.

Thanks,

(b)(6), (b)T)C)____:

Project Manager

A

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division {(NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

(b)(6), (b)(7)(C) :

From: (b)(6), (b)(7)(C) i
Sent: Friday, February 4, 2022 7:50 PM
To:i (b)(6), (b)(7)(C)

Subject: FW: CSM (Wickr) Federation

Nothing about this response suggests that we are approved to proceed.
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Thoughts?

(b)(6), (b)(7)(C)__:

Mobility Architect
LLS, Customns & Border Protection {CBP}
Department of Homeland Security (DHS)

(b)(6), (b)(7)(C)

Work
Cell

(b)(6), (b)(7)(C)

fy the sender

and may be uniawiull i yoe
aleiy.

From: ' (b)(6), (b)(7)(C)

Date: Friday, February 4, 2022 at 3:35 PM

To:! (b)(6), (b)(7)(C)

Ce: ! (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: RE: CSM (Wickr) Federation

I the outside svstom using Wicky Pro 15 on another approved GSA ATO systemn, then answer technically s yes;
However, CBP would still require an ISA with said entities system verifying a secure connection. Additionally,
the Pro users’ communications would have to adhere to CBPs current retention policy. { Managing and
retaining communications ﬁ'am Wickr Enterprise out to Wicky Pro and Pro into Wickr Enterprise} which we are
not currently doing. Please see the ISA policy below for review.

1.8 General CBP Security Policy

Connections between CBP information systems and any other systems or networks not under CBP authority are
unguthorized, unless documented by a formally approved

Interconnection Sceurity Agreement (ISA) signed by the Deputy Director, Office of Information and
Technology (OITYCyber Security Directorate. If the system or network not under CBP authority is owned by
another DHS component, an ISA is still required. The non-CBP system representatives must have the authority
to represent their organization, when defining security requirements to be included in the 1SA {See Attachment
N, Preparation of Interconnection Security Agrecments).

5.4.3 Network Conngetivity

A system interconnection is the direct connection of two or more information systems for the purpose of sharing
data and other information resources by passing data between each other via a divect system-fo-system interface
without human intervention. Any physical connection that allows other systems to share data {pass thru} also
constitutes an interconnection, even if the two systems connected do not share data between them.

S

Yy networks with an

2. CBP documents interconnections between the CBP network and external (Non-DHS
Y fm cach connection.
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Attachment N, Preparation of Interconnection Sccurity Agreements:

CELECTRONIC CONNECTIONS BETWEENIT SYSTEMS MUST BE ESTABLISHED IN ACCORDANCE
WITH NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SPECIAL
PUBLICATION (5P} §00-47, “SECURITY GUIDE FOR

INTERCONNECTING INFORMATION THCHNOGLOGY SYSTEMS.” AN I5A I8 REQUIRED

WHENEVER THE SECURITY POLICIES OF THE INTERCONNECTEDR SYSTEMS ARE NOT
HDENTICAL AND THE SYSTEMS ARE NOT ADMINISTERED BY THE SAME AUTHORIZING

Regards,
: _(b)(6), (b)(7)(C)
Information Systerms Security Othicer(ISSO)
Certification & Accreditation (C&AY Branch

DHSICBPESIOITIENTSDINGD
(b)(6), (b)(7)(C) W)

)
(b)(6), (b)}(7)(C)

ST

WA S SE e

On Change and innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From:! (b)(6), (b)(7)(C)

Sent: Thursday, February 3, 2022 3:34 PM

To: (b)(6), (b)(7)(C)

Ce:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: CSM (Wickr) Federation

eyl

[

Under the current ATO for CSM, is Wickr Enterprise approved to Federate with Wickr PRO? ENTSD Mobility is able to
make the changes to the backend but want to make sure the we are covered via the active ATO.

Thanks,

.. {b){E), (b)(7)(C)
Project Manager

/1

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
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Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS
Desk:TBD

(b)(6), (b)(7)(C)
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Message

:T s (b)(6), (b)(7)(C)
°' (b)(6), (B)(T)C) |
Subject:  RE: CSM (Wika) Federation

That is correct we are still in limbo.

Thanks,

CR— )] 11410 i

Project Manager
Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

Mobile:!_ (b)(6). (b)(7)(C)
L____(b)(6), (b)7)C) !

From:: (b)(6), (b)(7)(C)
Sent: Friday, February 4, 2022 7:50 PM
To:! (b)(6), (b)(7)(C)

Subject: FW: CSM (Wickr) Federation
Nothing about this response suggests that we are approved to proceed.

Thoughts?

i__(b)(6), (b)(7)(C) _

Mobility Architect

U.S. Customns & Border Protection {CBP}
Department of Homeland Securily {DHS}

(b)(6), (b)(7)(C) i

- Work

(b)(8), (BXTNO) | .,

wiae of this

W, piease notlly the sender

ar internal infarmation, Any di

wiil, i you are not the intend

From: " (b)(6), (b)(7)(C) !

Date: Friday, February 4, 2022 at 3:35 PM

To:! (b)(®), (b)(7)(C) N I

. it LA et A g
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(b)(6), (b)(7)(C)

Subject: RE: CSM (Wickr) Federation

Hil

If the outside system using Wicky Pro is on another approved GSA ATO system, then answer technically is yes;
However, CBP would still require an ISA with said entities systemn verifying a secure connection. Additionally,
the Pro users’ communications would have to adhere to CBPs current retention policy. { Managing and
retaining communications from Wickr Enterprise out to Wickr Pro and Pro mto Wickr Enterprise} which we are
not currently doing. Please see the ISA policy below for review.

1.8 General CBP Security Policy

Connections between CBP information systems and any other systems or networks not under CBP authority are
unauthorized, unless documented by a formally approved

Interconnection Security Agreement (ISA) signed by the Deputy Director, Office of Information and
Technology (OITYCyber Security Directorate. I the system or network not under CBP authority is owned by
another DHS component, an 1SA s still required. The non-CBP system representatives must have the authority
to represent their organization, when defining security requirements to be included in the ISA (See Attachment
N, Preparation of Interconnection Security Agreements),

5.4.3 Network Conneclivity

A system interconnection is the direct connection of two or more information systems for the purpose of sharing
data and other information resources by passing data between cach other via a direct system-to-system interface
without human intervention. Any physical connection that allows other systems to share data (pass thru) also
constitutes an interconnection, even if the two systems connected do not share data between them,

,E"} fk fm cach conmeutmn‘

Attachment N, Preparation of Interconnection Security Agreements:

“HLECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTARBLISHED IN ACCORDANCE
WITH NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SPHCIAL
PUBLICATION (5P) 800-47, "SECURITY GUIDE FOR

INTERCOMNNECTING INFORMATION TECHNOLOGY SYSTEMS.” AN ISA IS REQUIRED
WHENEVER THE SECURITY POLICIES OF THE INTERCONNECTED SYSTEMS ARE NOT
IDENTICAL AND THE SYSTEMS ARE NOT ADMINISTERED BY THE SAME AUTHORIZING
OFFICIAL (AO)L”

ceards,

(b)(6), (b)(7)(C)

Information Systems Security Officer(ISS0)
Certification & Accredutation (C&A) Branch

DHS|CBPES|OITIENTSDINGD
(b)(6), (b)(7)(C) (“&)
(L)
(b)(6), (b)(7)(C)
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W3 oo

On Change and Innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

ii?

Professionals built the Titanic

From:i (b)(6), (b)(7)(C) :

Sent: Thursday, February 3, 2022 3:34 PM

To! (b)(8), BYNE)

Cc:i (b)(6), (b)(7)(C) i

(b)(6), (b)(7)(C)

Subject: CSM (Wickr) Federation

Under the current ATO for CSM, is Wickr Enterprise approved to Federate with Wickr PRO? ENTSD Mobility is able to
make the changes to the backend but want to make sure the we are covered via the active ATO.

Thanks,

| (b)(6),(b)(7)C)

Project Manager

—

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

Mobile:;_(b)€). (b)T)(C)._:
(b)(6), (b)(7)(C)
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Message

From:

(b)(6), (b)(7)(C)

Sent: 2/7/2022 9:42:21 PM

To:

- (b)(6), (b)(7)(C)

Subject: RE: WICKR Federation

Have we identified 3 potential outside Wicks Pro User organization?

Regards,

(b)(6), (b)(7)(C)

Information Systems Secunty Officer(1SS4h)
Certification & Accreditation {C&A) Branch

DHSICBPIES|OITENTSDNOD

_______________________________ W)
b6,b7cl 3
(0)(), (YD) |

(b)(8), (b)(7)(C)

W3 e aiend

On Change and innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

L

From: (b)(6), (b)(7)(C)

Sent: Monday, February 7, 2022 2:46 PM

To: (b)(6), (b)(7)(C) i
Cc:! (b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)
Subject: RE: WICKR Federation

R \
i 16, GINC) |

Just to clarify. The federation that we're attempting to establish will be between CBP’s WICKR Enterprise instance and
an external (non-Government) WICKR Pro instance. It is understood that ordinarily these types of connections require
an ISA between entities, but this “proof of concept” is simply to show that federation between the two WICKR instances
CAN be achieved. It is also understood that we (CBP) will most likely only have the ability to retain the communication
record for the % of the conversation initiated by the CBP participant and not of the responses either returned by the
external user or initiated by the external user. Once we verify that this type of connection between systems can be
established, we will then defer to senior CBP/OIT {and possibly DHS) leadership to determine IF we should pursue this
solution as a viable option for records retention when using 3™ party messaging apps such as these.

explanation of what we’re trying to do, not whether or not it should (or will) be a long-term solution.

Thanks,

| (b)(6), (b)(7)(C) || DHS | CBP | ES | OIT | ENTSD { (b)(6), (b)(7)(C)

From:; (b)(6), (P)(7)(C)

Sent: Monday, February 7, 2022 12:46 PM

To:i (b)(6), (b)(7)(C)
Ce:! (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: WICKR Federation
Gents,

Please keep in mind that although its technically possible to have CSM communicate with other outside entities using
WICKr Pro, that those entities need to meet certain criteria:

ISA agreements

Outside entity communication devices must be on GSA equipment with an ATO for WICKr pro/ Federated
Secure communications between each outside entity’s networks (No visibility into the CBP network)

Must meet the CBP’s CBP RIM Directive 2110-0410 Policy to ensure that all CBP) Secure Messaging outgoing and
incoming communications from WICKr Pro users can be captured and saved per CBP Policy which WICKr Pro
cannot currently support per WICKr during our last meeting on 2/2/22.

See link below for review.

6. We need to somehow ensure the that gap between Technical and Security policy; that this important Policy is
accounted for during the ATT/ATO process.

el .

bl

(b)(7)E)

Regards,
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(b)(8), (b)(7)(C)

Information Systers Security Othicer(ISS0)
Certification & Accreditation (C&A) Branch
DHSICBPES|OITENTSDINGD
(b)(8), (b)(7)(C) (W}

(C)
(b)(6), (b)(7)(C)

Syri

W3 Gt

On Change and innovation:
“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From:: (b)(6), (b)(7)(C)

Sent: Monday, February 7, 2022 10:59 AM

To: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Cc:i (b)(8), (b)(7)(C) ;

Subject: Fwd: WICKR Federation

1)6), BNC)|
[Rhan e

Get Outlook for 105

From:! (b)(6), (b)(7)(C)

Sent: Monday, February 7, 2022 10:57:00 AM

To:: (b)(6), (b)(7)(C)
’ (b)(6), (b)(7)(C) ;

Subject: Fwd: WICKR Federation

From:| (b)(6), (b)(7)(C)

Sent: Monday, February 7, 2022 10:53:31 AM

To: (b)(6), (b)(7)(C)

Cc: (b)(6), (b)(7)(C)
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é (b)(6), (b)(7)(C)

‘Subject: RE: WICKR Federation

t___(b)(6), (B)(T)(C)

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)

Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security
desk
16, G794k

(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contac

(b)(8), (b)(7)(C)

-

From:i (b)(6), (b)(7)(C) |
Sent: Monday, February 7, 2022 10:43 AM

To:i (b)(6), (b)7)(C) -
Cc (b)(6), (b)(7)(C) |

Subject: WICKR Federation

XD,

We are at a point where we can make the necessary changes to federate our WICKR ENTERPRISE (internal) with WICKR
PRO (external) but need to address the Security Policy that currently requires either an ISA or a waiver to enable us to

make this connection and provide the proof part of this Proof of Concept.

If the outside system using Wicks Pro is on another approved GSA ATO systen, then answer technically is ves; However,
CBP would still require an ISA with said entities system verifying a secure conpection. Additionally, the Pro users

compnnnications would have to adbere to CBPs current retention policy, { Managing and refaining commumic

ations from

Wickr Enterprise out to Wicky Pro and Pro into Wicky Enterprise) which we are not currently domng. Please see the I8A

pobicy below for review.

{8 General CBP Security Policy

Conncctions boetween CBP information systerms and any other systems or networks not under CBP authority are
vuauthorized, miess documented by a formally approved

P

Interconnection Secnrity Agrooment (JSA) signed by the Deputy Director, Office of Information and Techmology

{OITyCyber Security Directorate, If the s

stem or petwork not under UBP anthority is owned by another DHS component,

an [5A iy still required. The pon-CHEP system representatives must have the authority {o represent their organization, when
defining security requirements to be included in the ISA (See Attachment N, Preparation of Inferconnection Sccurity

Agreements),

5.4.3 Network Connectivity
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A svstem inferconnection is the direct conpection of two or more information systems for the porpose of sharing data and
other information resowrces by passing data betweon each other vig a diveot system-to-systom interface without human
intervention. Any physical connection that allows other systems to share data (pass thrn) also constitutes an fnterconpection,
even if the two systems connected do not share data between then,

5.4.3. 0 CBP docoments interconnections between the CBP network and external (Non-DHS) networks with an 184 for cach
connection.

Attachment N, Preparation of Interconnection Security Agreements:
SELECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTABLISHED IN ACCORDANCE WITH NATIONAL
INSTITUTE OF STANDARDS AND TECHNOLOGY (IST) SPECIAL PUBLICATION (8P 800-47, “SECURITY GUIDE FOR
INTERCONNECTING INFORMATION TECHNCOLOGY SYSTEMS” AN I5A I8 REQUIRED WHENEVER THE
SECURITY POLICIES OF THE INTERCONNECTED SYSTEMS ARE NOT IDENTICAL AND THE SYSTEMS ARE
WOT ADMINISTERED BY THE SAME AUTHORIZING OFFICIAL (AD)”

: (b)(6), (b)(7)(C) | DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C) ;'

i
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Message

From: (b)(6), (b)(7)(C)

Sent: 2/7/2022 9:53:38 PM
To:
(b)(6), (b)(7)(C)
Subject: FW: WICKr Enterprise to WICKr Pro Communications with Qutside Entities
Regards,

(b)(®), (B)(7)(C) 7
Information Systems Security Officer(ISS0)

Certification & Accreditation ({T&A) Branch

DHS|CBPES|OITIENTSDINOD

(W)

b)(6), (b)(7)(C)i* .

()()()()()(L}

(b)(6), (b)(7)(C)

FTIL

Y Choriitiest

On Change and Innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From::____(b)(6), (B)(7)(C) __ !

Sent: Friday, February 4, 2022 3:52 PM

To:i (b)(6), (b)(T)(C) i

Cci (b)(8), (b)(7)(C) i

Subject: WICKr Enterprise £o WICKr Pro Communications with Outside Entities

it the outside system using Wickr Pro is on another approved GSA ATO systern, then answer technically s ves;
However, CBP would still require an ISA with said entities system verifying a secure connection. Additionally,
the Pro users” compnunications would have to adhere to CBPs current retention policy. { Managing and
retaining communications from Wicky Enterprise out to Wickr Pro and Pro into Wicky Enterprise} which we are
not currently doing. Please sec the ISA policy below for review.

1.8 General CBP Security Policy

Connections between CBP information systems and any other systems or networks not under CBP authority are
unauthorized, unless documented by a formally approved

Interconmection Security Agreement (I5A) signed by the Deputy Divector, Ofice of Information and
Technology (OITYCyber Security Dhrectorate. I the system or network not under CBP authority is owned by
another DHS component, an ISA is still required. The non-CBP system representatives must have the authority
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o represent their organization, when defining seourity requivements to be included 1n the 15A {See Attachment
N, Preparation of Interconnection Security Agreements),

5.4.3 Network Connectivity

A system interconnection 15 the direct connection of two or more information systems for the purpose of sharing
data and other information resources by passing data between cach other via a direct system-to-system interface
without human intervention. Any physical connection that allows other systems to share data {pass thru) also
constitutes an interconnection, even if the two systems connected do not share data between them.

5.4.3.¢: CBP documents interconnections between the CBP network and external (Non-DHS) networks with an
ISA for each connection,

Attachment N, Preparation of Interconnection Security Agreements:

“HLECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTARBLISHED IN ACCORDANCE
WITH NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SPECIAL
PUBLICATION (SPy 800-47, “SECURITY GUIDE FOR

INTERCONNECTING INFORMATION TECHNOL UGY %‘1’ STEMS” AN ISA I8 REQUIRED
WHENEVER THE SECURITY POLICIES OF THE B INNE 3 SYSTEMS ARE NOT
IDENTICAL AND TH 1H SAME AUTHORIZING
OFFICIAL (AO)”

ESYSTEMS ARE NOT AL

Regards,
i (b)(6), (b)(7)(C)
Information Sy sterns Securit ty {}mwrﬂ%‘w{}}
Certification & Accreditation {C&A) Branch
DHSICBPESIGITIENTSDINGD

=

(b)(6), (b)(7)(C) W)

(C)

(b)(6), (b)(7)(C)

W3 Peorssing

On Change and Innovation:

“Never be afraid to fry something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”
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Message

(b)(6), (B7I(C)
Sent: 2/8/2022 11:44:31 AM
- (b)(6), (b)(7)(C)

Thanks for the clartfication vegarding WICKr Pro’s functionality, Your second statement which identifics
WICKy Pro as a global entity, allowing unknown/unlimited users from any email address gives me serious
pause for concern from a security standpoint. The potential exposure to our internal network from unknown
users, bad actors who conld send harmful files ransomware ¢to. is a serious concern that needs to be considered.

Can you put together a technical presentation on how the flow of communication would look in a diagram so
that we may identify the pros and cons?

Regards,
s (B)(8), BY7)(C)

Information Systemns Securtty Officer(ISSO)

Certification & Accreditation (C&A) Branch

DHSICBPESIOITENTSDNOD

(b)(6), (b)(7)(C) (‘Wp
()

S ETIL

W3 Peorssing

On Change and Innovation:
“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From: (b)(8), (b)(7)(C) ;
Sent: Monday, February 7, 2022 5:26 PM
To:i (b)(6), (b)(7)(C) E

(b)(6), (b)(7)(C)
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o (b)(6), (b)(7)(C) |
Subject: RE: WICKR Federation

There is no user organization or sub section of users in Wickr Pro.

Wickr Pro is a global entity which has an unknown amount of users. All are welcome to engage with CBP as long as they
have an email address for the recipient who is being contacted.

Post Federation you may restrict a select group of users from CBP Wickr Enterprise (e.g. 5 users using any number of
GFE devices) to communicate with any public Wickr Pro User. However, as a resultant, ANY amount of Wickr Pro user(s)

from their global directory can then engage with the select group of authorized CBP Wickr Enterprise users.

Hope this helps.

i ___(b)8), (bY7)C)_
Mobillity Architect
LLS, Customs & Border Protection {CBP)
Department of Homeland Security {DHS)

: (b)(8), (b)(7)(C)
- Work
(b)(6), (b)(7)(C): cell

PLEAXE NOTE: This messags, including any attachments, may indude privileged, confidential andfor internal information. Any
distribulion or use of this communication by anvone other than the intended recipient s strictly prohibited and may be unfawful I
yoid are not the intended reciplent, pleass notify the sender by repiving to this message and delete the nformation from your
sysiem immediately,

-------- Original message --------

From:! (b)(6), (b)(7)(C)
Date: 2/7/22 4:42 PM (GMT-05:00)
Toi (b)(6), (b)(7)(C) E
(b)(6), (b)(f),.(_.s_.:_._.)_.
& BICABIGIC) E
(b)(6), (b)(7)(C)

Subject: RE: WICKR Federation

Thanks for the clarification. Pl work with the team to move this forward,

(b)(6), (b)(7)(C)

Have we identified s potential outside Wickr Pro User organization?

Regards,
E (b)(6), (b)(7)(C)

Information Systems Security Officer(IS5(h)
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Certification & Accreditation {C&A) Branch
DHSICBP ESIOITENTSDINOD

W)
(b)(6). (b)(7)(C) f( - }}

(b)(6), (b)(7)(C)

ot

s Gornnan
On Change and Innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From:: (b)(6), (b)(7)(C) !
Sent: Monday, February 7, 2022 2:46 PM
To: (b)(6), (b)(7)(C)

>
(b)(6), (b)(7)(C)
(b)(6), (b)(7)(C)

Just to clarify. The federation that we're attempting to establish will be between CBP’s WICKR Enterprise instance and
an external (non-Government) WICKR Pro instance. It is understood that ordinarily these types of connections require
an ISA between entities, but this “proof of concept” is simply to show that federation between the two WICKR instances
CAN be achieved. It is also understood that we (CBP) will most likely only have the ability to retain the communication
record for the % of the conversation initiated by the CBP participant and not of the responses either returned by the
external user or initiated by the external user. Once we verify that this type of connection between systems can be
established, we will then defer to senior CBP/OIT (and possibly DHS) leadership to determine IF we should pursue this
solution as a viable option for records retention when using 3™ party messaging apps such as these.

I've added: (b)(6), (b)(7)(C) i for awareness and to fill any gaps. My intention in this response was to provide a high-level

explanation of what we’re trying to do, not whether or not it should {(or will) be a long-term solution.

Thanks,

(b)(6 b)(7)(C) i| DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C) ;

Sent: Monday, February 7, 2022 12:46 PM

TOL. . e NE), (O)7)(C) 5
Cc: (b)(6), (b)(7)(C) i
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(b)(6), (b)(7)(C)
Subject: RE: WICKR Federation

Gents,

Please keep in mind that although its technically possible to have CSM communicate with other outside entities using
WICKr Pro, that those entities need to meet certain criteria:

1. ISA agreements

2. Outside entity communication devices must be on GSA equipment with an ATO for WICKr pro/ Federated

3. Secure communications between each outside entity’s networks (No visibility into the CBP network)

4. Must meet the CBP’s CBP RIM Directive 2110-0410 Policy to ensure that all CBP) Secure Messaging outgoing and
incoming communications from WICKr Pro users can be captured and saved per CBP Policy which WICKr Pro
cannot currently support per WICKr during our last meeting on 2/2/22.

5. See link below for review.

6. We need to somehow ensure the that gap between Technical and Security policy; that this important Policy is
accounted for during the ATT/ATO process.

(b)(6), (b)(7)(C)

Regards,
‘ (b)(6), (b)(7)(C)
Information Systems Security Officer(IS5(h
Certification & Accreditation (C&A) Branch
DHSICBPESIOITIENTSDINGD

(W)

b)(6), (b)(7)(C :

(b)(6), (b)(7)(C) (C)
(b)(8), (b)(7)(C)

On Change and innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From:! (b)(6), (b)(7)(C) :

Sent: Monday, February 7, 2022 10:59 AM .
To: (b)(8), (b)(7)(C) :
P (B)8), (B)7TIC) |

Cc: (b)(6), (b)(7)(C) ;

Subject: Fwd: WICKR Federation

Thanks,
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Get (Qutlook for 05

From:: (b)(6), (b)7)(C) ;
Sent: Monday, February 7, 2022 10:57:00 AM

To:: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C) >

Subject: Fwd: WICKR Federation

Thanks

il(bl(sl, (b)7)C)

From:! (b)(86), (b)(7)(C) >

Sent: Monday, February 7,2022 10:53:31 AM

To:| (b)(6), (b)(7)(C) i

Cc:l (b)(6), (b)(7)(C)
5 (b)(6), (b)(7)(C) |

Subject: RE: WICKR Federation

(b)(6), (b)(7)(C) :
Executive Director, on detail supporting
Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)
U.S. Customs and Border Protection

(desk)
S (cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contact (b)(6), (b)(7)(C)

i

From: (b)(6), (b)(7)(C) <
Sent: Monday, February 7, 2022 10:43 AM

To: (b)(6), (b)(7)(C)
Ce (b)(6), (b)(7)(C) |

Subject: WICKR Federation

XD,

We are at a point where we can make the necessary changes to federate our WICKR ENTERPRISE (internal) with WICKR
PRO (external) but need to address the Security Policy that currently requires either an ISA or a waiver to enable us to

make this connection and provide the proof part of this Proof of Concept.
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i i
1{R)(E), ()TN
Licimimimemid

If the sutside system using Wickr Pro is on another approved GSA ATO aysten, then answer technically is ves; However,
CBP would still require an IBA with said entities system verifying a secure connsetion. Additiopally, the Pro users’
conurmmications would have to adbere to CBPs current reteation policy. { Managing and retaining communications from
Wicks Foterprise out to Wickr Pro and Pro inte Wickr Enterprise) which we are not corrently doing.  Please seo the ISA
policy below for review,

1.8 General CBY Secunity Policy

Copnections between CBP information systems and any other systems or networks not under UBP authority are
unauthorized, unless documented by a fornmally approved

Interconnection Security Agreament (3545 signed by the Deputy Director, Office of Information and Technology
{GITyCyber Security Dircctorate, If the system or notwork not under UBP authority is owned by another DHS component,
an ISA i3 still required. The non-CBP system representatives must bave the authority 1o represent their organtzation, when
defining security reguirements to be included in the ISA (See Attachiment N, Preparation of Interconnection Security
Agresments),

§.4.3 Network Connectivity

A system interconnection is the direct connection of two or wore information systems for the pwrpose of sharing data and
other inforrmation rescurces by passing data between cach other via a divect system-to-system interface without human
intervention. Any physical connection that allows other systems o share data {pass thru) also constitites an intercomnection,
even if the two systams connected do not share data between them.

5.4.3. ¢ CBP docoments itercomnnections between the CBP network and external (Non-DIHS) networks with an ISA for each
connection,

Attachment N, Preparation of Interconnection Security Agreements:
“ELECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTABLISHED IN ACCORDANCE WITH NATIONAL
INSTITUTE OF STANDARDS AND TECHNCLOGY (NISTy SPECIAL PUBLICATION (8P 800-47, “SECURITY GUIDE FOR
INTERCOMNNECTING INFORMATION TECHNOLOGY SYSTEMS.” AN ISA 1S REQUIRED WHENEVER THE
SECURITY POLICIES OF THE INTERCONNECTED SYSTEMS ARE NOT IDENTICAL AND THE SYSTEMS ARE

NOT ADMINISTERED BY THE SAME AUTHORIZING OFFICIAL (A}
Vick B. Navangul | DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)
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Message

From: (b)(6), (b)(7)(C)

Sent: 1/11/2022 9:07:52 PM
To:
(b)(6), (b)(7)(C)
Subject: FW: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

Importance: High

I'm looking for the answers to the same questions Dawn outlined below for the update to the Corrective Action Plan for
the audit. 1| will plug the information into the CAP form and insert dates tbd with completion dates estimated by your

team. Thanks.

ENTSD Audit Liaison
(b)(6), (b)(7)(C)
Enterprise Networks & Technology Support Directorate
U.S. Customs and Border Protection

SEND ALL RESPONSES TO THE ENTS-Audit mailbox

(b)(6), (b)(7)(C)

From: (b)(6), (b}(7)(C) i

Sent: Tuesday, January 11, 2022 2:33 PM

To: (b)(6), (b)(7)(C) 5

Cc; (b)(8), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

Are you also the POC for the other inquiry below that | sent on Friday, 1/7/22 to discuss remediation status / solutions
for the effort with WhatsApp / Wickr and the associated communication that was discussed to be sent from the C1?

1. As part of responding to the NARA Unauthorized Disposition Letter, CBP RIM is compiling a communication
regarding RIM compliance from a broader RIM perspective but it makes sense that we include any specific
‘messaging app’ communication that ENTSD wants the C1 to disseminate since we are likely only going to get
the C1 to engage once.

2. As part of responding to the NARA Unauthorized Disposition Letter, over the next couple weeks CBP RIM will
owe NARA a ‘status’ with regard to progress on the findings in their letter and our subsequent response. i.e:

a. What is status of identifying a solution for WhatsApp to retain records other than the manual retention
instruction that Jack sent out?
b. What is status of creating and implementing a process to cover receiving, reviewing, approving, and
tracking the users that are asking for and receiving approval to load WhatsApp on their devices?
-and team identified and were tracking?

d. What is status of enterprise level Wickr pilot?

e. Etc...
Can we schedule time in the next week to review these items so CBP RIM can begin compiling our interim status to

NARA?
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Thanks

llbilsi ®)7NC) i |

[ i

CBP Remrds and Enﬁ"ormataan Managemen‘ﬂ: Program {RiM)}
DHS/CBP/OIT/RE M

()i (b)(6), (b)T)C);

(b)(6), (b)(7)(C) 5

RIM Website | Email Us

Shine a Light

Suivids Provpntion andg Swareness

Nations! Sulcide Provention Lifeline
BOD-2TE-BI8E
LEP Braployes Assistanse Program
SOG- ISR

From:

(b)(6), (b)(7)(C) ;

Sent Tuesday, January 11, 2022 1:47 PM

(b)(6), (b)(7)(C) i

(B)(6); BIT(C)

(b)(6), (b)(7)(C)

Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

Referencing the 2" CBP RIM Response:

CBP RIM Response: CBP is piloting an enterprise instance of the WICKR messaging application. The Enterprise
version of WICKR captures all messages to and from CBP personnel and stores them in a CBP

controlled repository. This version captures and retains all texts/messages from WICKR even if they have been
configured by the user for immediate deletion. The repository contains compliance functionality, allowing
retention periods to be configured for messages. This is currently the WICKR version in use at CBP and all
messages are retained indefinitely until CBP implements a NARA-approved retention schedule. At this time,
services for WICKR have been temporarily disabled pending delivery of a security patch to address the LOG4J
vulnerability in the existing code and underlying systems. Currently, the vendor is awaiting release of that
security patch which will then be tested and validated in their non-production environment, prior deployment in
the production environment at reestablishing functionality.
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Additionally for the 3" CBP RIM Response:

CBP RIM Response: CBP is taking steps to ensure messages are automatically preserved regardless of content.
in the meantime, users have received instructions on how to manually preserve content, and have been made
aware of consequences for noncompliance according to 44 USC/36 CFR. CBP will configure and implement
WICKR in such a manner that regardless of the users’ settings for text/message deletion, CBP will retain those
messages indefinitely or in accordance with a future NARA-approved retention schedule.

Thanks,

i _(b)(6), (b)(7)(C)_;| DHS | CBP | EA | OIT | ENTSD (b)(6), (b)7)(C)

Fromi , (b)), (b)(7)(C)

Sent: Tuesday, January 11, 2022 7:56 AM

To: (b)(6), (b)(T)(C) i
(b)(6), (b)(7)(C) E

ccl (b)(6), (B)(7)(C)

i (b)(6), (b)(7)(C)

'Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp
Request response by COB 1/12/22.

Thanks,

{ (b)(6), (b)(7)(C) ICBP Chief Records Officer

[

CBP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM

(I B)E),B)NE) !

(b)(6), (b)(7)(C)

RIM Website | Email Us

Shine a Light

Suticide Provention ang Awareness
Matiorsd Suivide Provention Lifeling
SO0FTLRREE

LRP BEmpleyes Soslstancs Program

B IRE-T003
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From:! (b)(6), (b)(7)(C)
Sent: Tuesday, January 11, 2022 7:54 AM

To:i (b)(6), (b)(7)(C) ;
| (b)(6), (b)(7)(C)

Cci (b)(6), (b)(7)(C) :
(b)(6), (b)(7)(C)
Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

When do you need a response byi__;bx

(b)(6), (b)(7)(C)
Executive Director, on detail supporting
Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security
e, BT | oS
’ (cell)

(b)(6), (b)(7)C) ;

To schedule an appointment, please contac (b)(6), (b)(7)(C) i

From:! (b)(6), (b)(7)(C) E

Sent: Monday, January 10, 2022 8:32 PM

To: (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Cc (b)(8), (b)(7)(C) i

g (b)(8), (B)(7)(C) g
(b)(6), (b)(7)(C)

Subject: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp
Importance: High

Hi all,
In addition to coordination and insight into remediation progress from the OIG Audit and NARA Open Letter of

Unauthorized Disposition (see email below from 1/7/22), CBP RIM is responding to a list of questions from the S1/AC1
NGO engagement on 11/19. The below question is from Citizens for Responsible and Ethics in Washington (CREW) and
references the OIG report and NARA Open Letter. CBP RIM parsed the questions into the table below and provided the

CBP RIM response for each.

please review the CBP RIM Responses in the table below and let us know if the response is accurate
nt ENTSD progress to address the OIG findings.
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F ull paragraph w1th questlonS'

have revealed a troubhng pa‘mm of CBP ofhcmlb llegally dcictzng recor db that may prov:dc cvuimcc of
misconduct or criminal behavior. An OIG report issued last month found that CBP officials improperly deleted
sensitive communications with their Mexican counterparts carried out via unofficial WhatsApp accounts. There
is no indication disciplinary action or criminal referrals were made following this report. More recently, current
CBP leadership have approved agencywide deployment of Wickr, an encrypted messaging app that includes an
auto-delete feature. Some of these issues are addressed in a letter sent by the National Archives in October:
https://www.archives.gov/Tiles/records-momt/resources/ud-2022-080 1 -dhschp-open-letter pdf - what steps is

CBP taking to ensure employees don't delete evidence of misconduct and to appropriately discipline employees
who do?

Questions parsed into a table with CBP RIM response:
Q: i (0)(6), d)7)(C) i{Citizens for Responsible and Ethics in CBP RIM Response: This is outside CBP RIM
Washington) - On the issue of transparency: reports have scope of responsibility- uncertain whom within
revealed a troubling pattern of CBP officials illegally deleting CBP is responsible for any disciplinary action

- evrd T £ e IR that may be required
records that may provide evidence of misconduct or criminal
behavior. An OIG report 1ssued last month found that CBP
officials improperly deleted sensitive communications with their
Mexican counterparts carried out via unofficial WhatsApp
accounts. There is no indication disciplinary action or criminal
referrals were made following this report.

More recently, current CBP leadership have approved CBP RIM Response: CBP
agencywide deployment of Wickr, an encrypted messaging app is piloting an enterprise instance of the
that includes an auto-delete feature. Wickr messaging application. The

Enterprise version of Wickr captures all
messages to and from CBP personnel and
stores them in a CBP
controlled repository. This version captures
messages from Wickr even if they have
been configured for immediate
deletion. The repository contains
compliance functionality, allowing retention
periods to be configured for messages. This
is currently the Wickr version in use at CBP
and all messages are retained
indefinitely until CBP implements a NARA-
approved retention schedule.
Some of these 1ssues are addressed in a letter sent by the National | CBP RIM Response: CBP is taking steps to
Archives in October: httns://www. archives. pov/filey/records- ensure messages are automatically preserved
memt/resources/ud-2022-0001 -dhscho-open-letter.pdf - what regardless of content. In the meantime, users
T : : Tom : i : have received instructions on how to manually
steps is CBP taking to ensure employees don't delete evidence of

: . Lo preserve content, and have been made aware of
i a4 i atelty o o . 2 - A
misconduct and to appropriately discipline employees who do? conseguences for noncompliance according to

44 USC/36 CFR.

Some of these issues are addressed in a letter sent by the National | CBP RIM Response: This is outside CBP RIM
Archives in October: httpa://www archives oov/files/records- scope of responsibility- uncertain whom within
memt/resources/ud-2022-000 1 -dhschp-open-letter. pdf - what CBP is responsible for any disciplinary action

; e i e : R ~ | that may be required.
steps is CBP taking to ensure employees don't delete evidence of
misconduct and to appropriately discipline employees who do?
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1. Review the CBP RIM Responses for the S1 Questions in the table above and let us know if the response is
accurate based on current ENTSD progress to address the OIG findings

2. (from email below) Provide ENTSD POC that CBP RIM can work with to obtain and maintain insight into what
OIT/ENTSD is doing to address findings in the OIG report so that CBP RIM can provide NARA with status based on
CBP’s response to the Open Letter of Unauthorized Disposition.

Please let me know if you have any questions or need additional clarification on what is needed.

Thank you,
T (b)(6), (B)7)C).L CBP Chief Records Officer

CBP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM

(b)(6), (b)(7)(C)
RIM Website | Email Us

Shine a Light

Sustcide Broverntion and Awareness
Hathona! Subside Posverntion Lifaline

RO FTRR2RA

SEP Empdoneen Asslstance Prograr
BOGTREIO0R

From: (b)(6), (b)(7)(C) i

Sent: Friday, January 7, 2022 1:39 PM

To: . (b)(6), (b)(7)(C) . i i

(b)(6), (b)(7)(C)
Ceil ) (b)(6), (BY(7)(C) i

(b)(6), (b)(7)(C)

Subject: C1 CBP RIM communication - FW: Retention message for WhatsApp

Hi all and Happy New Year,

First, | am inquiring as to the new ENTSD POC that is working on solutions to address the OIG audit findings and the
NARA Letter findings... CBP RIM is required to provide a status back to NARA over the next couple weeks based on our
response but | am not certain who picked up the activity that Jack was doing... | would like to schedule a meeting over
the next couple weeks to capture progress we can include in the NARA status.
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Secondly, CBP RIM received the green light from the aDAC to create a communication message regarding CBP RIM
requirements that will be distributed via C1. ~But™ | am hoping we can leverage the proposed action that was floated
to create a message from C1 regarding Records retention for WhatsApp. The message will include WhatsApp as a topic
example but address RIM requirements more broadly as a refresher / reminder to all of CBP of the requirements and
implications of non-compliance with DHS/NARA/CBP RIM regulations, laws, and directives. Some of those implications
as we know are, OIG audits, NARA unauthorized destruction cases, Congressional inquiries, CREW lawsuits, FOIA
requests, etc. This communication to all of CBP is one of the requirements from the NARA Letter that we must
complete.

for manual retention. Please let me know your thoughts on this and who within ENTSD we should work with.
Thanks,

CBP Records and Information Management Program {RIM])
DHS/CRP/OIT/RIM

. {C} (b)(6), (b)(7)(C) | .
E (b)(6), (b)(7)C) ;
RIM Website | Emal Us

Shine a Light
Suttolde Provention srgl Sywareness

Matiors! Sulckde Proventgion Lifeling
BO-PTL-HIEE
LHEP Bnpleyes Sudstanes Program
BRI

From:: (b)(6), (b}7)(C) i

Sent: Wednesday, December 15, 2021 2:15 PM

Ta (b)(8), (b)(7)(C) i

Cc: (b)(6), (b)(7)(C)

Subject: Retention message for WhatsApp

As discussed on the call today, this is the message that went to all WhatsApp users.

i__(b)(6), (b)(7)(C)_ i
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Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Worki " (b)(6),(b)7)C)__ |

Mobilei_(b)(6), (b)(7)(C)_:

(b)(6), (b)(7)(C)
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Message

From: (b)(6), (b)(7)(C)

Sent: 1/13/2022 1:49:52 PM

To:

(b)(6), (b)(7)(C)
Subject: RE: Response due 1/12/22 - WhatsApp CAP 22 Remediation

Totally understood. | have submitted the information you forwarded as the update for the pre-brief with DAC
(Quarterly Pre-Brief: Quarterly Outstanding GAO/OIG Audit Recommendations and On-going Audits) to OIT ALT. You
should have received an invite for tomorrow to discuss along with DXD and XD. | have also informed them we are still
working milestone updates. Thanks

ENTSD Audit Liaison
: (b)(6), (b)(7)(C) ;
Enterprise Networks & Technology Support Directorate
U.S. Customs and Border Protection
SEND ALL RESPONSES TO THE ENTS-Audit maiibox

(b)(6), (b)(7)(C)

Fromi (b)(6), (b)(7)(C)
Sent: Thursday, January 13, 2022 8:35 AM

To: (b)(6), (b)(7)(C) i
Cc: ENTS-AUDIT! {b)(6), (bX7)(C) :

Subject: RE: Response due 1/12/22 - WhatsApp CAP 22 Remediation

I (b)(6), (b)(7)(C) {| DHS | CBP | EA | OIT | ENTSD | {B)i8), B)N(C) !.

From: (b)(6), (b)(7)(C) :
Sent: Thursday, January 13, 2022 8:31 AM

To:i (b)(6), (b)(7)(C)

Cc: ENTS-AUDIT < (b)(6), (b)(7)(C) ;

Subject: Response due 1/12/22 - WhatsApp CAP 22 Remediation
importance: High
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request for ENTSD is to update the attached Corrective Action Plan. Please see my
Questions below in purple concerning the attached plan and verification of next steps in remediation to be reported

up.

Milestone M00093 Manual archiving will be required until a solution such as Smarsh or TeleMessage is in

place. Airwatch team provided access to CBP SOC to manage the AD Security Group on 11/16/21. New WhatsApp
requests are now only managed via the Active Directory security group SG-ENTS-AW-SOC. As new requests come in for
WhatsApp access the SOC can now manage the installs automatically using this Security Group. See attached for

artifact (i0S_WhatsAppBackup.pptx & Android_WhatsAppBackup.pptx). XDiew.eme
memo which will be sent to all current WhatsApp users by 11/30/21. Verify date complieted This memo may be sent
from OIT AC or potentially or CBP C1. This initial measure will require the end user to archive the messages and it will be
detailed in the memo that goes out. A longer term measure will be to implement a product which will automatically

archive messages and will be retrievable by e-Discovery team (this is already a milestone with date of 9/30/22).

Milestone M00094 CBP SOC can provide statistics of who has been added to the Active Directory Security
Group. The periodic reports will show proof of remediation efforts. This milestons is past due. Wil the S0C st be
involved and provide report? If so, we will need a sample report to submit as objective evidence,

Milestone M00096 All future access justification to WhatsApp will be granted/approved by SOC. Completed
11/18/21. ®is verify modification: If no longer true we will need to have this milestone removed and replaced with
update. OIT Executive Leadership is expected to make a decision about the permanent approval process by 1/33/2%. In
the interim, any requests for WhatsApp are being routed to ENTSD Alrwatch and approvals are being done by X0 Wurst
on g case by case basis and once approved users are sent instructions on how to manually archive WhatsApp

messages. Or since the milestons has already been closed should we just add an additional milestones 1 1o state
change, and 2™ milestone to state when permanent approval process to be decided?

Milestone M00097 The pricing for Smarsh has been received and pricing has been requested from an alternative
vendor, TeleMessage. This would need to be approved... Shouid we modify this and input your CBP RIM Response pt 1
instead?

ENTSD Audit Liaison

: (b)(8), (b)(7)(C) ;

Enterprise Networks & Technology Support Directorate
U.S. Customs and Border Protection

SEND ALL RESPONSES TC THE ENTS-Audit mailbox

(b)(6), (b)(7)(C)
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From: (b)(6), (b)(7)(C) ;

Sent: Tuesday, January 11, 2022 1:47 PM

To:! (b)(6), (b)(7)(C) >

Cc: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

ISubject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

. (b)(8), (b)7)(C) !

Referencing the 2™ CBP RIM Response:

CBP RIM Response: CBP is piloting an enterprise instance of the WICKR messaging application. The Enterprise
version of WICKR captures all messages to and from CBP personnel and stores them in a CBP

controlled repository. This version captures and retains all texts/messages from WICKR even if they have been
configured by the user for immediate deletion. The repository contains compliance functionality, allowing
retention periods to be configured for messages. This is currently the WICKR version in use at CBP and all
messages are retained indefinitely until CBP implements a NARA-approved retention schedule. At this time,
services for WICKR have been temporarily disabled pending delivery of a security patch to address the LOG4J
vulnerability in the existing code and underlying systems. Currently, the vendor is awaiting release of that
security patch which will then be tested and validated in their non-production environment, prior deployment in
the production environment at reestablishing functionality.

Additionally for the 3™ CBP RIM Response:

CBP RIM Response: CBP is taking steps to ensure messages are automatically preserved regardless of content.
In the meantime, users have received instructions on how to manually preserve content, and have been made
aware of consequences for noncompliance according to 44 USC/36 CFR. CBP will configure and implement
WICKR in such a manner that regardless of the users’ settings for text/message deletion, CBP will retain those
messages indefinitely or in accordance with a future NARA-approved retention schedule.

Thanks,

| (b)(6), (b)(7)(C) || DHS | CBP | EA | OIT | ENTSD i (b)(6), (b}7)(C)

From: (b)(8), (b)(7)(C)

Sent: Tuesday, January 11, 2022 7:56 AM

To: (b)(6), (b)(7)(C) :

(b)(6), (b)(7)(C)
Cc: (b)(6), (b)(7)(C) v

g (b)(6), (B)(7)(C)
Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

Request response by COB 1/12/22.

Thanks,
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CBP Records and Information Management Program {RIM]}
DHS/CBP/OIT/RIM

(b)(6), (b)(7)(C) i

RiM Websie | Emait Us

Shine a Light
Suicide Brovention and Awareness

Mool Suicide Provergion LUleling
BODCFTRHINA
LEP Brployes Ssslstancs Program
B IRE- P00

From; (b)(6), (b)(7)(C)

Sent: Tuesday, January 11, 2022 7:54 AM

To:! (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C) :

Cc:i (b)(6), (b)(7)(C)

i (b)(6), (b)(7)(C) i
Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

When do you need a response byiwe.omo!

(b)(6), (b)(7)(C)

Executive Director, on detail supporting

Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(b)(6), b)7y(C); {desk)
(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contactE (b)(6), (b)(7)(C)

From (b)(6), (b)(7)(C) s
Sent: Monday, January 10, 2022 8:32 PM
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Toi , (B)(6), BYTI(C) , i
(b)(6), (BX7)(C)
Cc: (b)(6), (b)(7)(C) 5

(b)(6), (b)(7)(C)

Subject: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp
Importance: High

Hi all,

In addition to coordination and insight into remediation progress from the OIG Audit and NARA Open Letter of
Unauthorized Disposition (see email below from 1/7/22), CBP RIM is responding to a list of questions from the S1/AC1
NGO engagement on 11/19. The below question is from Citizens for Responsible and Ethics in Washington (CREW) and
references the OIG report and NARA Open Letter. CBP RIM parsed the questions into the table below and provided the
CBP RIM response for each.

/ - please review the CBP RIM Responses in the table below and let us know if the response is accurate
based on current ENTSD progress to address the OIG findings.

Full paragraph with questions:

Q: L)(b)(7)(c) t{Citizens for Responsible and Ethics in Washington) - On the issue of transparency: reports
have revealed a troubling pattern of CBP officials iliegally deleting records that may provide evidence of
misconduct or criminal behavior. An OIG report issued last month found that CBP officials improperly deleted
sensitive communications with their Mexican counterparts carried out via unofficial WhatsApp accounts. There
1s no indication disciplinary action or criminal referrals were made following this report. More recently, current
CBP lcadership have approved agencywide deployment of Wickry, an encrypted messaging app that includes an
auto-delete feature. Some of these issues are addressed in a letter sent by the National Archives in October:
https/Swww.archives.gov/fles/records-ment/resources/ud-2022-000 1 ~dhscbp-open-letier. pdf - what steps is
CBP taking to ensure employees don't delete evidence of misconduct and to appropriately discipline employees
who do?

Questions parsed into a table with CBP RIM response:
(3:1 ©)E). )7)C) (Citizens for Responsible and Kthics in CBP RIM Response: This is outside CBP RIM
Washington) - On the issue of transparency: reports have scope of responsibility- uncertain whom within
revealed a troubling pattern of CBP officials iliegally deleting CBP is responsible for any disciplinary action

] , ;- 5y e s that may be required
records that may provide evidence of misconduct or criminal
behavior. An OIG report 1ssued last month found that CBP
officials improperly deleted sensitive communications with their
Mexican counterparts carried out via unofficial WhatsApp
accounts. There is no indication disciplinary action or criminal
referrals were made following this report.

More recently, current CBP leadership have approved CBP RIM Response: CBP
agencywide deployment of Wickr, an encrypted messaging app is piloting an enterprise instance of the
that includes an aute-delete feature. Wickr messaging application. The

Enterprise version of Wickr captures all
messages to and from CBP personnel and
stores them in a CBP

controlled repository. This version captures
messages from Wickr even if they have
been configured for immediate

deletion. The repository contains
compliance functionality, allowing retention
periods to be configured for messages. This
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is currently the Wickr version in use at CBP
and all messages are retained
indefinitely until CBP implements a NARA-
approved retention schedule.
Some of these issues are addressed in a letter sent by the National | CBP RIM Response: CBP is taking steps to
Archives in October: https://www archives. gov/fles/records- ensure messages are automatically preserved
memi/resources/ud-2022-0001 -dhschp-open-letier. pdf - what regardless of content. In the meantime, users

: s i , ey i i > have received instructions on how to manually
steps is CBP taking to ensure employees don't delete evidence of

. . o preserve content, and have been made aware of
4 and 1o anprontately dise o emnlavees 2 ) .
misconduct and to appropriately discipline employees who do? consequences for noncompliance according to

44 USC/36 CFR.

Some of these issues are addressed in a letter sent by the National | CBP RIM Response: This is outside CBP RIM

Archives in October: hitps:/'www.archives.pov/files/records- scope of responsibility- uncertain whom within
mgmt/resources/ud-2022-000 1 -dhschp-open-letter.pdf - what CBP is responsible for any disciplinary action

: . . -~ | that may be required.
steps 18 CBP taking to ensure employees don't delete evidence of y a

misconduct and to appropriately discipline employees who do?

1. Review the CBP RIM Responses for the S1 Questions in the table above and let us know if the response is
accurate based on current ENTSD progress to address the OIG findings

2. (from email below) Provide ENTSD POC that CBP RIM can work with to obtain and maintain insight into what
OIT/ENTSD is doing to address findings in the OIG report so that CBP RiM can provide NARA with status based on
CBP’s response to the Open Letter of Unauthorized Disposition.

Please let me know if you have any questions or need additional clarification on what is needed.

Thank you,

CHP Records and Information Management Program (RIM)
DHS/CRP/OIT/RIM

{CE._(b)e),BN(C). !

(b)(6), (b)(7)(C)

RIM Website | Email Us

Shine a Light

Lustoldle Provertion aryd Swareness
Matiorsd Sulcide Brovention Lifcling
BODFTL-RIRS

CRP Braploves Susistancs Program
PO PRS- P00
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From:! (b)(6), (b)(7)(C) ;
Sent: Friday, January 7, 2022 1:39 PM

To: (b)(6), (b)(7)(C) E .
(b)(8), (b)(7)(C)
Cce (b)(6), (B}(7)(C] :

(b)(6), (b)(7)(C)

ISubject: C1 CBP RIM communication - FW: Retention message for WhatsApp

Hi all and Happy New Year,

First, | am inquiring as to the new ENTSD POC that is working on solutions to address the OIG audit findings and the
NARA Letter findings... CBP RIM is required to provide a status back to NARA over the next couple weeks based on our

1 ; . . . . § H i
XD ivsemoe Not sure if this status meeting should include XDs i (b)), (ox7)c) | andiltbns',(bnmc"

Secondly, CBP RIM received the green light from the aDAC to create a communication message regarding CBP RIM
requirements that will be distributed via C1. ~But™ | am hoping we can leverage the proposed action that was floated
to create a message from C1 regarding Records retention for WhatsApp. The message will include WhatsApp as a topic
example but address RIM requirements more broadly as a refresher / reminder to all of CBP of the requirements and
implications of non-compliance with DHS/NARA/CBP RIM regulations, laws, and directives. Some of those implications
as we know are, OIG audits, NARA unauthorized destruction cases, Congressional inquiries, CREW lawsuits, FOIA
requests, etc. This communication to all of CBP is one of the requirements from the NARA Letter that we must
complete.

CBP RIM will draft the C1 message building on what Jack sent to the specific users but it will not include the ‘instruction’
for manual retention. Please let me know your thoughts on this and who within ENTSD we should work with.

Thanks,

Dawn

CBP Records and Information Management Program (RIM)
DHS/CBP/OIT/RIM

(b)(6), (b)(7)(C)

RIM Website | Email Us
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Shine a Light

Suicicle Provention angd Swareness

atioossl Sulcide Broverstion Lifeling
BT RE3R5
CRP Braploves Sssistaros Program
BOOPRE P00

From:| (b)(6), (b)(7)(C)

Sent: Wednesday, December 15, 2021 2:15 PM

To: (b)(6), (b}7)(C) i

Cc:; (b)(6), (b)(7)(C)

Suﬁject: Retention message for WhatsApp

As discussed on the call today, this is the message that went to all WhatsApp users.

i ___ (b)), (b)7)C).

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Work:”” (b)e), (b)7)(C)

. Mobile: (b)(6). (bY(7)(C) :

(b)(6), (b)(7)(C)
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Message

(b)(6), (b)(7)(C)

Sent: 1/13/2022 1:31:24 PM
To:
(b)(6), (b)(7)(C)
CC: ENTS-AUDIT! (b)(6), (b)(7)(C) :
(b)(6), (b)(7)(C) i
Subject: Response due 1/12/22 - WhatsApp CAP 22 Remediation

Attachments: CAP-0022 7737 ENTSD.pdf

Importance: High

...........

request for ENTSD is to update the attached Corrective Action Plan. Please see my
Questions below in purple concerning the attached plan and verification of next steps in remediation to be reported

up.

Milestone M00093 Manual archiving will be required until a solution such as Smarsh or TeleMessage is in

place. Airwatch team provided access to CBP SOC to manage the AD Security Group on 11/16/21. New WhatsApp
requests are now only managed via the Active Directory security group SG-ENTS-AW-SOC. As new requests come in for
WhatsApp access the SOC can now manage the installs automatically using this Security Group. See attached for

memo which will be sent to all current WhatsApp users by 11/30/21. ¥Yerify date compieted This memo may be sent
from OIT AC or potentially or CBP C1. This initial measure will require the end user to archive the messages and it will be
detailed in the memo that goes out. A longer term measure will be to implement a product which will automatically
archive messages and will be retrievable by e-Discovery team (this is already a milestone with date of 9/30/22).

Milestone M00094 CBP SOC can provide statistics of who has been added to the Active Directory Security
Group. The periodic reports will show proof of remediation efforts. This milgstone is past due. Will the S0C still be
involved and provide report? If so, we will need a sample report to submit as ohjective evidence.

Milestone M00096 All future access justification to WhatsApp will be granted/approved by SOC. Completed
11/18/21. Pis verify modification: If no longer true we will need to have this milestone removed and replaced with
update. OIT Executive Leadership is expected to make a decision about the permanent approval process by 1/33/22. In

on a case by case basis and once approved users are sent instructions on how to manually archive WhatsApp
messages. Or since the milestone has already been closed should we just add an additional milestones 1 to state
change, and 2™ milestone to state when permanent approval process to be decided?

Milestone M00097 The pricing for Smarsh has been received and pricing has been requested from an alternative
vendor, TeleMessage. This would need to be approved... Shouid we modify this and input your CBP RIM Responsa pt 1
instead?

ENTSD Audit Liaison
(b)(8), (b)7)(C) i
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Enterprise Networks & Technology Support Directorate
U.S. Customs and Border Protection
SEND ALL RESPONSES TO THE ENTS-Audit mailbox

(b)), (b)7)(C) i

From:i (b)(6), (b)(7)(C)

Sent: Tuesday, January 11, 2022 1:47 PM

To! {b)(6), (b)(7)(C) :

Cci (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

{ (b)(6), (b)(T)(C) |

Referencing the 2"¢ CBP RIM Response:

CBP RIM Response: CBP is piloting an enterprise instance of the WICKR messaging application. The Enterprise
version of WICKR captures all messages to and from CBP personnel and stores them in a CBP

controlled repository. This version captures and retains all texts/messages from WICKR even if they have been
configured by the user for immediate deletion. The repository contains compliance functionality, allowing
retention periods to be configured for messages. This is currently the WICKR version in use at CBP and all
messages are retained indefinitely until CBP implements a NARA-approved retention schedule. At this time,
services for WICKR have been temporarily disabled pending delivery of a security patch to address the LOG4/J
vulnerability in the existing code and underlying systems. Currently, the vendor is awaiting release of that
security patch which will then be tested and validated in their non-production environment, prior deployment in
the production environment at reestablishing functionality.

Additionally for the 3™ CBP RIM Response:

CBP RIM Response: CBP s taking steps to ensure messages are automatically preserved regardless of content.
In the meantime, users have received instructions on how to manually preserve content, and have been made
aware of consequences for noncompliance according to 44 USC/36 CFR. CBP will configure and implement
WICKR in such a manner that regardless of the users’ settings for text/message deletion, CBP will retain those
messages indefinitely or in accordance with a future NARA-approved retention schedule.

Thanks,

! (b)(6), (b)(7)(C) || DHS | CBP | EA | OIT | ENTSD | (b)(6), (b)(7)(C)
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From| (b)(6), (b)(7)(C)
Sent: Tuesday, January 11, 2022 7:56 AM

Toi (b)(6), (b)(7)(C)
(b)(6), (b)(7)(C) i
Cc: (b)(6), (b)(7)(C)

i (b)(6), (b)(7)(C) i
Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

Request response by COB 1/12/22.

Thanks,

LSF’ Recmds and Information Management Program {RIM)
DH%/&“SP/O?T/REM

: (b)(8), (b)(7)(C) ;
RiM Websita | Ermait Us

Shine a Light

Sutcide Provention and Awareness
bations! Sulvide Proverdion Lifoling
OGRS

LB Bmpleees Asshutance Progrom
BODPES 008

From:; (b)(6), (b)(7)(C)

Sent: Tuesday, January 11, 2022 7:54 AM

To: (b)(6), (b)(7)(C) ;
i (b)(6), (b)(7)(C) i

Cc:i (b)(6), (b)(7)(C)

5 (b)(6), (b)(7)(C) i
Subject: RE: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp

. (b)(6), (b)(7)(C) &
Executive Director, on detail supporting
Enterprise Networks & Technology Support (ENTSD)

CBP FOIA NOV23 000182



Office of Information and Technology (OIT)
U.S. Customs and Border Protection
Department of Homeland Security

(b)(8), (byyc) | (desk)
(cell)

(b)(6), (b)(7)(C)

To schedule an appointment, please contacti (b)(6), (b)(7)(C)

From:| (B)(6), (b)(T)(C) é

Sent: Monday, January 10, 2022 8:32 PM

To: (b)(6), (b)(7)(C) |
(b)(8), (b)(7)(C)
Cci (b)(6), (b)(7)(C) ;

(b)(6), (b)(7)(C)

Subject: Response due 1/12/22 - RE: S1 CBP RIM communication - FW: Retention message for WhatsApp
Importance: High

Hi all,
In addition to coordination and insight into remediation progress from the OIG Audit and NARA Open Letter of
Unauthorized Disposition (see email below from 1/7/22), CBP RIM is responding to a list of questions from the S1/AC1

St Ssdii

references the OIG report and NARA Open Letter. CBP RIM parsed the questions into the table below and provided the
CBP RIM response for each.

lease review the CBP RIM Responses in the table below and let us know if the response is accurate
ased on current ENTSD progress to address the OIG findings.

Full paragraph with questions:

have revealed a troubling pattern of CBP officials illegally deleting records that may provide evidence of
misconduct or criminal behavior. An OIG report issued last month found that CBP officials improperly deleted
sensitive communications with their Mexican counterparts carried out via unofficial WhatsApp accounts. There
is no indication disciplinary action or criminal referrals were made following this report. More recently, current
CBP leadership have approved agencywide deployment of Wickr, an encrypted messaging app that includes an
auto-delete feature. Some of these 1ssues are addressed in a letter sent by the National Archives in October:
htps//www.grehives. gov/files/records-memtresources/ud-2022-0001 ~dhscbp-open-letter. pdf - what steps is
CBP taking to ensure employees don't delete evidence of misconduct and to appropriately discipline employees
who do?

Questions parsed into a table with CBP RIM response:
Q: (b)6), b)7)C) § { Citizens for Responsible and Ethics in CBP RIM Response: This is outside CBP RIM
Washington) - On the issue of transparency: reports have scope of responsibility- uncertain whom within
revealed a troubling pattern of CBP officials tllegally deleting CBP is responsible for any disciplinary action
records that may provide evidence of misconduct or criminal that may be required
behavior. An OIG report issued last month found that CBP
officials improperly deleted sensitive communications with their
Mexican counterparts carried out via unofficial WhatsApp
accounts. There 1s no indication disciplinary action or criminal
referrals were made following this report.
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More recently, current CBP leadership have approved
agencywide deployment of Wickr, an encrypted messaging app
that includes an auto-delete feature,

CBP RIM Response: CBP

is piloting an enterprise instance of the
Wickr messaging application. The
Enterprise version of Wickr captures all
messages to and from CBP personnel and
stores them in a CBP

controlled repository. This version captures
messages from Wickr even if they have
been configured for immediate

deletion. The repository contains
compliance functionality, allowing retention
periods to be configured for messages. This
is currently the Wickr version in use at CBP
and all messages are retained

indefinitely until CBP implements a NARA-
approved retention schedule.

Some of these issues are addressed in a letter sent by the National
Archives in October: httns/fwww archives. sov/files/records-
mgmi/resources/ud-2022-0001 -dhschp-open-letier. pdf - what
steps is CBP taking to ensure employees don't delete evidence of
misconduct and to appropriately discipline employees who do?

CBP RIM Response: CBP is taking steps to
ensure messages are automatically preserved
regardless of content. In the meantime, users
have received instructions on how to manually
preserve content, and have been made aware of
consequences for noncompliance according to
44 USC/36 CFR.

Some of these issues are addressed in a letter sent by the National
Archives in October: hitne://www archives sov/files/records-
mamt/resources/ud-2022-000 | -dhscbpeopen-letter. ndf - what
steps i1s CBP taking to ensure employees don't delete evidence of
misconduct and to appropriately discipline employees who do?

CBP RIM Response: This is outside CBP RIM
scope of responsibility- uncertain whom within
CBP is responsible for any disciplinary action
that may be required.

1. Review the CBP RIM Responses for the S1 Questions in the table above and let us know if the response is
accurate based on current ENTSD progress to address the OIG findings

2. (from email below) Provide ENTSD POC that CBP RIM can work with to obtain and maintain insight into what
OIT/ENTSD is doing to address findings in the OIG report so that CBP RIM can provide NARA with status based on

CBP’s response to the Open Letter of Unauthorized Disposition.

Please let me know if you have any questions or need additional clarification on what is needed.

Thank you,

C) ICBP Chief Records Officer

CBP Records and Information Management Program {RIM]}
DHS/CBP/OIT/RIM

{CE (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

RiM Website | Emait Us
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Shine a Light

- Lustciche Frovention angd Swareness

gl Sulelde Provention Lfeline
HITLBIRS
CRP Brapioyves fosistancs Program
BOOPRE P00

From; (b)(6), (b)(7)(C) ;

Sent: Friday, January 7, 2022 1:39 PM

To: (b)(6), (b)(7)(C)

i “B®), BN |
Cc! N (b)(®), (b)(7)(C) ] i

(b)(6), (b)(7)(C)

Subject: C1 CBP RIM communication - FW: Retention message for WhatsApp

Hi all and Happy New Year,

First, | am inquiring as to the new ENTSD POC that is working on solutions to address the OIG audit findings and the
NARA Letter findings... CBP RIM is required to provide a status back to NARA over the next couple weeks based on our

XDimeemai: Not sure if this status meeting should include XDs! (b)(6), (b)(7)(C) »

Secondly, CBP RIM received the green light from the aDAC to create a communication message regarding CBP RIM
requirements that will be distributed via C1. ~But™ | am hoping we can leverage the proposed action that was floated
to create a message from C1 regarding Records retention for WhatsApp. The message will include WhatsApp as a topic
example but address RIM requirements more broadly as a refresher / reminder to all of CBP of the requirements and
implications of non-compliance with DHS/NARA/CBP RIM regulations, laws, and directives. Some of those implications
requests, etc. This communication to all of CBP is one of the requirements from the NARA Letter that we must
complete.

...........

for manual retention. Please let me know your thoughts on this and who within ENTSD we should work with.
Thanks,

I _(b)(6). {(b){7HC)_i CBP Chief Records Officer
CHP Records and Information Management Program (RIM)
DHS/CBR/OIT/RIM
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(b)8), (b)(?)(C)

RiM Website | Emait Us

Shine a Light
Suicide Prevendion and Awarsnesy

Nationsd Sulside Peovention Lifeline
BOD- 2T 5-BERE
LR Braployee Assistanse Program
BOO-TRS 002

From:: (b)(6), (b)(7)(C)

Sent: Wednesday, December 15, 2021 2:15 PM

Toi (b)(6), (b)(7)(C) |

Ce (b)(6), (b)(7)(C) :

Subject: Retention message for WhatsApp

As discussed on the call today, this is the message that went to all WhatsApp users.

: (b}(6), (b}(7)C}) i
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT I ENTSD

Mobile: | (B)(6), (B)7)(C1]

(b)(6), (b)(7)(C)
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Message

From:
(b)(6), (b)(7)(C)
Sent: 1/26/2022 6:13:00 PM
To:
Subject: FW: 7737YB Allegations that CBP Targeted Journalists, Advocates, and Others Associated with the Migrant Caravan -
CAP-0022/Milestones due
Importance: High

Good Afternooniessos
We are still in need of an update to the Milestones below for CAP 22. Please provide update by 2/4. Thanks!

Milestone M00093 Manual archiving will be required until a solution such as Smarsh or TeleMessage is in

place. Airwatch team provided access to CBP SOC to manage the AD Security Group on 11/16/21. New WhatsApp
requests are now only managed via the Active Directory security group SG-ENTS-AW-SOC. As new requests come in for
WhatsApp access the SOC can now manage the installs automatically using this Security Group. See attached for

memo which will be sent to all current WhatsApp users by 11/30/21. ¥arify date compieted This memo may be sent
from OIT AC or potentially or CBP C1. This initial measure will require the end user to archive the messages and it will be
detailed in the memo that goes out. A longer term measure will be to implement a product which will automatically
archive messages and will be retrievable by e-Discovery team (this is already a milestone with date of 9/30/22).

M-80083
Program Office OIT-ENTSD
Status Past Due
: (b)(7)(E) E 204
11022, 11:47 AM CAP-G022 ~ Salesforce - Uniimited Edition
Description Manual archiving will be required until a solution such as Smarsh or TeleMessage is in

Originat Estimated Compietion Date
Current Estimated Completion Date
Actual Completion Date

M-00084

place.
11/36/2021
11/36/2021

Program Office
Status
Description

Crriginatl Estimated Completion Date
Current Estimated Compiletion Date
Actual Compiletien Date

OCIT-ENTSD
Past Due

CBP S50C can provide statistics of who has been added to the Active Directory Security
Group. The periodic reports will show proof of remediation effort.

11/38/2021
11/30/2021

ENTSD Audit Liaison

(b)(6), (b)(7)(C) i

Enterprise Networks & Technolegy Support Directorate
U.S. Customs and Border Protection
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SEND ALL RESPONSES TO THE ENTS-Audit mailbox
: (b)(6), (bA7)(C) i

From:! (b)(6), (b)(7)(C)
Sent: Wednesday, January 26, 2022 8:52 AM

To (b)(6), (b)(7)(C) >
Cc: OIT Audit Liaison: (b)(6), (b)(7)(C) :

Subject: 7737YB Allegations that CBP Targeted Journalists, Advocates, and Others Associated with the Migrant Caravan -
CAP-0022/Milestones due

Good Morning,

Just a reminder it’s time for a CAP update and MS-00093/M-00094 are overdue as of 11/30. | know you had a SME
change. Please provide update by 2/4.

(b)(6), (b)(7)(C)

OIT Audit Liaison Team Lead
{1.S. Customs and Border Protection

...............................

From; (b)(6), (b)(7)(C) i

Sent: Thursday, January 13, 2022 8:43 AM

To:! (B)(6); TB)(7)(C)
Cc: ENTS-AUDIT 4 (B){8), (B)T)(C) | OIT Audit Liaison' (b)(6), (b)(7)(C)

Subject: RE: NEW DUE DATE: Quarterly Pre-Brief: Quarterly Outstanding GAO/OIG Audit Recommendations and On-
going Audits
Importance: High

Good Morning,

The below is the update for the brief. | am still awaiting some specifics from the SME concerning the milestones for CAP
22. Assoon as | have them, | will forward. We had some personnel changes so the previous SME providing input has
left CBP.

CBP is piloting an enterprise instance of the WICKR messaging application. The Enterprise version of WICKR
captures all messages to and from CBP personnel and stores them in a CBP controlled repository. This version
captures and retains all texts/messages from WICKR even if they have been configured by the user for immediate
deletion. The repository contains compliance functionality, allowing retention periods to be configured for
messages. This is currently the WICKR version in use at CBP and all messages are retained indefinitely until CBP
implements a NARA-approved retention schedule. At this time, services for WICKR have been temporarily
disabled pending delivery of a security patch to address the LOG4J vulnerability in the existing code and
underlying systems. Currently, the vendor is awaiting release of that security patch which will then be tested and
validated in their non-production environment, prior deployment in the production environment at reestablishing
functionality.

CBP is taking steps to ensure messages are automatically preserved regardless of content. In the meantime,

users have received instructions on how to manually preserve content, and have been made aware of
consequences for noncompliance according to 44 USC/36 CFR. CBP will configure and implement WICKR in such
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a manner that regardless of the users’ settings for text/message deletion, CBP will retain those messages
indefinitely or in accordance with a future NARA-approved retention schedule.

ENTSD Audit Liaison
(b)(6)..(0)(7)(C)

Enterprise Networks & Technology Support Directorate
U.S. Customs and Border Protection

SEND ALL RESPONSES TO THE ENTS-Audit maithox

: (b)(6), (b)(7)(C) E
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Message

e (b)(6), (b)(7)(C)

Sent: 10/27/2021 2:41:49 AM

To:

b)(6), (b)(7)(C
Subject: Discovered Messaging Applications & Wickr Federation Project Briefing

Attachments: Messaging Applications 102621 DRAFT - Production Managed Airwatch Devices .xIsx; Wickr Federation Pilot -
Process Briefing.pdf

Importance: High

Attached please find the following documents for your review

1. Messaging Applications 102621 DRAFT - Production Managed AirWatch Devices
a. Comprehensive list of managed and unmanaged messaging applications present on Production Mobile
Devices as of 102621

2. Wickr Federation Project — System Status & Non-DHS User Pilot Brief
a. Page 3 — Solution Engineering Request
b. Page 7 — Pilot Solution requested by Customer & Approved by ISSO
c. Page 10— Process for Non-DHS User Deployment Pilot
d. Page 11 - Ongoing Support Limitations during Pilot

Sincerely,

i __(b)(6), (b)(7)(C) __:
Mohility Architect
1.5, Customs & Border Protection {CBP)
Department of Homeland Security (DHS)

.____(b)(6), (b)(7)(C)

- Work
- Cell

(b)(6), (b)(7)(C)

rryation, Any o

> ot the inte

= sander
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Device Platform App Name

App Identifier

Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple i0S
Apple iOS
Apple iOS
Apple i0S
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple i0S
Apple i0S
Apple i0S
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Apple iOS
Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Message+
Salesforce
TextFree
Snapchat

Air Chat
Talkroute
ChatApp+

Chat
Rocket.Chat
WhatsPad Chat
TextNow

Polls
Messenger Kids
Kik

Safe Message
KakaoTalk
DingTalk

BE
Bridge4Ps
TextMe
WecChat
Talkatone
JusTalk

Secure Messaging
TickTalk
Facebook
Teams

Messenger for WhatsApp
Messenger for WhatsApp Web

Wickr Me

Wickr Pro
Messenger
Messenger
Teams

Wickr Enterprise
WhatsApp
Signal

Hangouts

TAK Chat
Messages
Message+
Snapchat

Textra

Talkroute

PS Messages
WhatsUp Messenger

com.verizon.vzmessages
com.salesforce.chatter
com.pinger.textfreeWithVoice
com.toyopagroup.picaboo
com.themediacorporation.airchat
com.talkroute.iosapp
com.watchapp.ios
com.google.Dynamite
chat.rocket.ios
com.WhatsPad.messenger
com.tinginteractive.usms
com.nearfuturespecialists.imessagepoll
com.facebook.talk

com.kik.chat
com.qagee.safemessage
com.iwilab.KakaoTalk
com.alibaba.dingtalklite
com.baidu.BaiduMobile
chat.rocket.m4ps.ios
com.textmeinc.textme2
com.tencent.xin

im.talkme.talkmeim
com.juphoon.JjusTalk
com.cirius.securemessaging
com.xdreamlic.ticktalk3
com.facebook.Facebook
com.microsoft.skype.teams
com.weza.Messenger-for-WhatsApp-Pro
com.HenriqueVelloso.MultiTabMessenger
com.mywickr.wickr
com.wickr.pro.prod
com.facebook.Messenger
app.whatsapp.ipad
com.microsoft.skype.teams
com.wickr.enterprise
net.whatsapp.WhatsApp
org.thoughtcrime.securesms
com.google.android.talk
com.atakmap.android.takchat.plugin
com.google.android.apps.messaging
com.verizon.messaging.vzmsgs
com.snapchat.android

com.textra

com.talkroute
com.playstation.mobilemessenger
com.moez.whatssms
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Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android
Android

Chat

Tapatalk

Nextplus

textPlus

ESChat

Chomp

Facebook

Facebook

Lite for Facebook
Teams

WhatsApp
WhatsApp Business
Guide For Whatsapp
Wickr Pro

Wickr Me
Messenger
WhatsMessenger App
Teams

Wickr Enterprise

com.google.android.apps.dynamite
com.quoord.tapatalkpro.activity
me.nextplus.smsfreetext.phonecalls

com.gogii.textplus

com.slacorp.eptt.android

com.pl.chompsms
com.facebook.katana

org.chromium.webapk.alfff8ebeb16b0c26_v2

com.galaxy2jan.fblite
com.microsoft.teams
com.whatsapp
com.whatsapp.w4b

com.whatsapp.guideforgalaxysamdung

com.wickr.pro
com.mywickr.wickr2
com.facebook.orca

com.mobicomkit.sample

com.microsoft.teams
com.wickr.enterprise
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SMS_Chat_app? Count

YES 8
YES 40
YES 3
YES 59
YES 2
YES 2
YES 1
YES 7
YES 2
YES 7
YES 4
POSSIBLE 2
YES 6
YES 7
YES 1
YES 2
YES 1
YES 1
YES 1
YES 1
YES 1
YES 1
YES 1
YES 1
YES 1
YES 404
YES 1
YES 1
YES 4
YES 13
YES 10
YES 291
YES 1
YES 15902
YES 96
YES 1619
YES 258
YES 12
YES 2
YES 24
YES 834
YES 10
YES 2
YES 1
YES 1
YES 1
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YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

I N ™ =

390

9138
67
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WICKR (CBP SM)

Solutions for Federating External (Non DHS) U

U.S. Customs & B



CBP Wickr Enterprise

¢ System Location - AWS 1 DMZ
» Networking
¢ Route 1 - CBP Users via AW Managed Devices leveraging Airw
¢ Route 2 - CBP Users via Managed Workstations leveragin %

» Route 3 - Non-DHS Users via Authenticated Public Endp
RESTRICTED by DHS to U.S. IP Address Range) =

¢ CBP Employees
¢ Enrolled - 46
e Active - 3 Daily / 24 Monthly

e Licensed - 4000



Solution Engineering Request

¢ Problem Statement

e Agency Users are forced to use Public (Untrusted)
WhatsApp) to communicate with External Counte

e Customer Requirement

* Engineer an easy to use Communica
the following groups of users

* Trusted External No

* Assigned (Dedicat



Product Options

Wickr ME

1 Messaging

+ 6 Day Message
Retentions

+ File Transfers of
(10MB)

PRO %

« 1:1 Messaging

" Group Messaging

+ 1:1 Voice & Video Calling

" Group Voice &

Video Calling

+* Screen Share

+ File Share (5 GB)

:1 Messaging
#" Group Messaging
+ 1:1 Voice & Video Calling

«" Group Voice &
Video Calling

« Screen Share

# Share My Location

+ Secure Voice Memos
# Unlimited Storage

+ Device Sync

+ File Share

(Configurable)

# Admin Controls

«" Share My Location
+ Secure Voice Memos
+ Unlimited Storage

« Device Sync

5+ 1 year Message retention

+" Self Hosted Deployment
Models

+ Compliance
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CBP/DHS Mission Controls

Identity of External user MUST be guaranteed

Data Leak Protection Controls MUST be demonstrable

If Approved by CSD System Risk MUST be restricted to Authorized .

CBP/DHS Internal Data MUST not be Accessible to UnAuthori

System Administration and Usage MUST be
e Auditable

* Owned and Operated by CBP - Subj:



Proposed Solution #1

e Option 1
e Dedicated Wickr Enterprise Solution for Personal Devices (Isol
* Pros
o Auditable
e Data Owned and Operated by CBP
e Shared Risk
» External User Accounts are operated by CB
e Cons

e Dedicated 24/7 Support Required
o External User Identities not verifia
o Data [eaks are still possible (equ

e Dependencies
 Authority to Operate m
e Legal Ramifications



Proposed Solution # 2

e Option 2
o Existing Wickr Enterprise Solution with Dedicated Networks
¢ Pros
e Auditable
» External User Accounts are operated by CBP
e Cons

Dedicated 24/7 Support Required

External User Identities may not be veri
High Risk for CBP Users - CSD Ap
Low Risk for External Non-DHS U
High Risk for Data Leaks

* Dependencies ,
e DHS Foreign IP Restricti

e External Identities mus
o CSD review Mandat:
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Customer Decision

e Customer opted for Option#2

e ISSO approved deployment



Non DHS User Federation Pilot

Current External Non-DHS Users by Group

» John Hopkins University Applied Physics Laboratory 3 users

* Ontario Provincial Police (OPP) 1 user
» Canada Border Services Agency 2 users

Current Internal Enrolled CBP Users

» CBP PROD CSSO
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Process For External User Deployment

tep 1:
An external user or group is identified by CBP Innovation for the purpose of federating with s

Step 2:
CBP Innovation completes a Wickr Enterprise Service Request Form provided by ENTS

Step 3:
CBP Innovation submits a ServiceNow ticket with the form appended to the ticket.
tep 4:
ENTSD Mobility Engineering will review the ServiceNow ticket request to de
ENTSD Mobility Engineering submits request for leadership review and app
tep 6:
Once approved ENTSD Mobility will manually create each extern
CBP users identified to federate with the requested external user

Step 7:

ENTSD Mobility will send an email to the external user ¢
combination of alphanumeric, special, and case-sensiti
upon initial log-in.
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SUPPORT LIMITATIONS:

* Every external group or individual user added will require a completely new
This requires: |

* Bi-directional federation to be configured in each security grou

* The creation and management of Wickr Compliance Bots fi
* Coordination with external users during planned or unplanned ou
* No process in place for vetting external user identity.
* No process in place for managing external user accounts.
* No support structure in place for external user network iss
* No mechanism available to enforce minimum applic
* No mechanism available to enforce device hardwar

* Resource constraint
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Questions?




Message

e (b)(6), (b)(7)(C)
Sent: 2/4/2022 8:35:06 PM

(b)(6), (b)(7)(C)
Subject: RE: CSM (Wickr) Federation

It the outside system using Wickr Pro 1s on another approved GSA ATO syster, then answer technically is ves;
However, CBP would still require an ISA with said entities system verifying a secure connection. Additionally,
the Pro users” communications would have to adhere to CBPs current retention policy. { Managing and
retaining communications from Wickr Enterprise out to Wickr Pro and Pro into Wicky Enterprise} which we are
not currently doing. Please see the 18A policy below for review.

1.8 Cieneral CBP Security Policy

Connections between CBP information systems and any other systems or networks not under CBP authority are
unauthorized, unless documented by a formally approved

Interconnection Security Agreement (ISA) signed by the Deputy Dhrector, Ofice of Information and
Technology (OITVCvber Security Drrectorate. If the system or network not under CBP authonity is owned by
another DHS component, an ISA is still required. The non-CBP system representatives must have the authority
1o represent their organization, when defining scourity requirements to be included i the ISA (See Attachment
M, Preparation of Interconnection Secunty Agreements}).

5.4.3 Network Connectivity

A system interconnection is the direct connection of two or more information systems for the purpose of sharing
data and other information resources by passing data between each other via a dirgct system-to-system interface
without human intervention. Any physical connection that allows other systems to share data (pass thru) also
constitutes an interconnection, even if the two systems connected do not share data between them.

ISA for each connection,

Attachment N, Preparation of Interconnection Security Agreements:

“ELECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTABLISHED IN ACCORDANCE
WITH NATIONAL INSTITUTE OF STANDARDS AND THCHNGLOGY (NIST) SPECIAL
PUBLICATION (8P) BOO-47, “SECURITY GUIDE FOR
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INTERCONNECTING INFORMATION TECHNOLOGY SYSTEMS.” AN ISA IS REQUIRED
WHENEVER THE SECURITY POLICIES OF THE INTERCONNECTED SYSTEMS ARE NOT
IDENTICAL AND THE SYSTEMS ARE NOT ADMINISTERED BY THE SAME AUTHORIZING
OFFICIAL {AO)”

Regards,

i (b)(6), (b)(7)(C)
Information Systems Security Officer(1550)
Certification & Accreditation {C&A) Branch
DHSICBP ES|OITENTSDINOD

(W)
(b)(6), (b)(7)(C) (C)Y

(b)(6), (b)(7)(C)

RryiEn OF RSV ——

On Change and Innovation:
“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanict”

From:i (b)(6), (b)(7)(C)

Sent: Thursday, February 3, 2022 3:34 PM

To: (b)(6), (b)(7)(C)

Cc:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: CSM (Wickr) Federation

Under the current ATO for CSM, is Wickr Enterprise approved to Federate with Wickr PRO? ENTSD Mobility is able to
make the changes to the backend but want to make sure the we are covered via the active ATO.

Thanks,

(b)(8), (b)(7)(C)

Project Manager

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

CBP FOIA NOV23 000208



(b)(6), (b)(7)(C)
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Message

From: (b)(6), (b)(7)(C)

Sent: 3/2/2022 5:39:50 PM
To:
Subject: RE: WICKR and the Path Forward

| (b)(6), (b)(7)(C) | DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C)

Sent: Wednesday, March 2, 2022 12:18 PM

Tod (b)(6), (b)(7)(C)

Ce:! (B)(6), (B)(7)(C) i

(b)(6), (b)(7)(C)

Subject: RE: WICKR and the Path Forward

Heyso e}

The team meet with Wickr yesterday to discuss and confirm step taken to Federate between CBP Wickr Enterprise (CSM)
and Wickr Pro. We reviewed the release notes provided by Wickr and discovered an issues that was not called out. Prior
to Federating Wickr must deleted all accounts created under Wickr PRO that have a CBP email address. The backend
system will not allow a user to Federate if the same username email was used to create and account in both CSM and
Wickr Pro.

Wickr is providing CBP with a list of enrolled accounts on Wickr PRO using “@cbp.dhs.gov” email. CBP will attempt to
notify users that their Wickr PRO accounts using CBP emails will be deleted. Once CSM is Federated with Wickr PRO, CBP
users coming in through CSM their usernames will be appended with their CBP email (new feature in Federation).

Timeline
Wickr PRO email accounts Wednesday 3/2 — Saturday 3/5
e  Wicker will provide a list of “@cbp.dhs.gov” email accounts created in Wickr Pro.
e  CBP will notify user and inform them that their accounts in WICKR PRO created with a CBP email will be deleted
by 3/5 on the public Wicker server.

SAT Federation Monday 3/7- Friday 3/11
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e SAT Federation between CBP Wickr Enterprise and Wickr PRO is scheduled with Wickr for Monday 3/7 (Pending
Vendor Confirmation).
o Implementation Steps:
= (Clean Conflicting Security Groups
= Cleanup Overlapping Federation {Enterprise)
= Isolate target Security Groups for minimum impact
= Enable Federation in replicated dashboard
= Super Admin enables Global Federation in Admin Restriction login area
= (Create Federation Key {provided it to WICKR PRO)
o  DNSSRVis created for SAT

e Enroll User in WICKRSAT CSSO to ensure claims for new user contain address Wednesday 3/9
o  Conduct Use Case Scenarios
o  Update Enroliment guides with new steps
o  Verify compliance server is collecting exchange content from CBP users

e Provide XD findings Thursday 3/10

e Backout (Turn off Federation) Friday 3/11
o Disable Federation in super admin restriction area
o Delete Key (with Wicker PRO)
o Disable global federation in replication dashboard

PROD Federation Monday 3/14- Friday 3/18
e Send COMMS to PROD users CBP Wickr Enterprise scheduled outage Friday 3/11

e SAT Federation between CBP Wickr Enterprise and Wickr PRO is scheduled with Wickr for Monday 3/14
(Pending Vendor Confirmation).
o Implementation Steps:
= Clean Conflicting Security Groups
= Cleanup Overlapping Federation {remove accounts with non CBP users)
= Isolate target Security Groups for minimum impact
= Enable Federation in replicated dashboard
= Super Admin enables Global Federation in Admin Restriction login area

= (Create Federation Key (provided it to WICKR PRO)
o DNS SRV is created for PROD

e Enroll User in WICKRPROD CSSO to ensure claims for new user contain address 3/16
o Conduct Use Case Scenarios
o Update Enroliment guides with new steps
o Verify compliance server is collecting exchange content from CBP users

e Backout (Turn off Federation) Friday 3/18
o Disable Federation in super admin restriction area
o Delete Key (with Wicker PRO)
o Disable global federation in replication dashboard

Thanks,

(b)(6), (b)(7HC) i

Project Manager

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
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ENTSD/OIT/CBP/DHS

Desk:TBD

Mobile:. (B)E), (B)T)(E)_}
(b)(6), (b)(7)(C)

From:! (b)(6), (b)(7)(C) i

Sent: Tuesday, March 1, 2022 10:46 AM

Toi (b)(8), (b)(7)(C)
(b)(6), (b)(7)(C) i

Cc:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
Subject: RE: WICKR and the Path Forward

Good Morning (b)), (b)(7)(C)

We're working an issue with DHS OneNet that seems to be affecting our VIPs so I'll be able to provide you a better
update tomorrow morning.

Yes, our initial testing would be just to validate federation between WICKR Enterprise (internal) and WICKR Pro

(external) and see what pieces of the conversation between a CBP user and a “Joe Schmoe” user out in the world can be
grabbed.

More to come, sir.

H !
ilbl(siv B)7NC) T

| (b)(6), (b)(7)(C) {| DHS | CBP | ES | OIT | ENTSD | (b)(6), (b)(7)(C)

g

From:i (b)(6), (b)(7)(C)

Sent: Monday, February 28, 2022 4:13 PM

To: (b)(6), (b)(7)(C) !

(b)(6), (b)(7)(C)

Cci (B)(B), BTN ;
5 (b)(6), (b)(7)(C)

Subject: RE: WICKR and the Path Forward

WICKR Enterprise and Public WICKR PRO (~week of 2/28/22)”. Is this just for the initial federation testing?

Upon completion, can we begin engaging on limited user testing as we discussed previously. We're getting a lot of
questions from front office on this one and the development for potentially using Wickr as a TAK plugin for chat. Happy
to catch up if you have a moment.
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From: (b)(6), (b)(7)(C) b

Sent: Friday, February 18, 2022 3:18 PM

To: (b)(6), (b)(7)(C) i
(b)(6), (b)(7)(C)

Cc: (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: WICKR and the Path Forward

Sorry for the late response, but wanted to get you a clear picture of where we are and where we’re going.

December 2021
¢  WICKR systems taken offline due to identified Log4J vulnerabilities

January 2022
e Logdl) remediation patch received from WICKR and tested/validated in CBP WICKR environment
¢  WICKR brought back online

February 2022
SSL certificates updated for WICKR environments (2/11/22)
Worked with DHS OneNet (via CR) to fix the broken VIPs in the WICKR SAT and PROD environments (2/14/22)
o System running on DC1, goal is to load-balance via DCAP1 but DHS OneNet is working an ongoing issue
with this environment
Update CBP WICKR backend allowing Federation with WICKR PRO (~week of 2/22/22)
Conduct use case testing between CBP WICKR Enterprise and Public WICKR PRO (~week of 2/28/22)

March 2022
¢ Present findings from use case testing to ENTSD Leadership/XDiwe.ema} (~3/1/22)
Post-Use Case Discussions
e Present findings to Records Management POCs to determine if the level of visibility we have in the WICKR
“conversations” meet their requirements for records retention.

Of course there is much more to do after the initial use case testing but hopefully this provides you some data for your
senior leadership discussion.

Thanks,

i ()6), (B)7(C) |
i i

| (b)(6), (b)(7)(C) {| DHS | CBP | ES | OIT | ENTSD { (b)(6), (b)(7)(C)
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From:! (b)(6), (b)(7)(C)

Sent: Friday, February 18,2022 10:25 AM

Toi

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Cci (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

'Subject: RE: WICKR and the Path Forward

Good Afternoon,

Thanks again for the meeting on the 25™. During that meeting there was mention of timelines for a federation POC. Do

we have a better idea of timing on that now?

| expect the topic to come up on the next INVNT update to the AC on the 28™ and just want to make sure we’re all

tracking the same targer.

From: (b)(6), (b)(7)(C)

Sent: Tuesday, January 25, 2022 11:52 AM

Toi

(b)(6), (b)(7)(C)

(b)®), (b)7)C).___i

Cc:: (b)(8), (b)(7)(C)

Subject: WICKR and the Path Forward

When: Tuesday, February 1, 2022 1:00 PM-2:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where: Microsoft Teams Meeting

Couple of key items to cover:
1. Status of bringing WICKR back online

2. Integrating/leveraging WICKR pro version to allow external partners to connect with us.

a. Process for how to do this

(with the logdj patch)

b. Process for how a CBP-user requests/does this with their external partner (if necessary)

c. Evaluating WICKR pro, and does it really meet the spirit of our retention policies

i. Are there considerations for advising any external party that all texts will be captured and

stored?

3. Further discussion on enhancing WICKR adoption
4. Status of testing/evaluating Telemessage for its ability to bring WhatsApp (and other test messaging services)

into retention policy compliance

a. e mmm-we can leverage your quad chart as a starting point for this.

operationally how we can/should move forward. We will owe NARA, DHS, and OIG regular updates and responses until

this is resolved.

(b)(6), (b)(7)(C) i

Executive Director, on detail supporting
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Enterprise Networks & Technology Support (ENTSD)
Office of Information and Technology (OIT)

U.S. Customs and Border Protection

Department of Homeland Security

(desk)
(b)(8), (b)(7)(C) (cell

(b)(6), (b)(7)(C)

Microsoft Teams meeting

Join on your computer or mobile app
Click here 1o foin the mesting

Or call in {(audio only)

(b)(6), (b)(7)(C) | United States, Arlington

Phone Conference IDi_(b)(6), (b)(7)(C) i
Find a logal number | Resst PIN

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Message

(b)(6), (b)(7)(C)

Sent: :4/5/2021 1:04:12 PM

" (b)(6), (b)(7)(C)
Subject: FW: Collaboration Apps at CBP

FYI

Thanks,

(b)(€), (b)T)(C)

Project Manager

Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

(b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C)
Sent: Friday, April 2, 2021 3:47 PM
Toi (b)(6), (b)(7)(C)

Subject: Fwd: Collaboration Apps at CBP

For Wickr, what is the retention, where is it stored and how would someone access it ?

(b)(6), (b)(7)(C)

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

(b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C)

Sent: Friday, April 2, 2021 3:45:46 PM

To:! (b)(6), (b)(7)(C)

Cc:i (b)(8), (b)(7)(C)

Subject: Re: Collaboration Apps at CBP

None of these are apps managed by CBP/Airwatch. CBP is not capturing any data from these apps and therefore no
retention.

(b)(6), (b)7)(C)
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD
Work: _(0)(6), (b)(7)(C) '
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_Mobile:! (b)), (BLX7)(C) |

(b)(6), (b)(7)(C)
From:; (b)(6), (b)(7)(C) :*
Sent: Friday, April 2, 2021 3:24:08 PM
To: (b)(6), (b)}7)(C) i
Cc:i (b)(6), (b)(7)(C)

Subject: Collaboration Apps at CBP

H i
1 tons), o) §
H ]

I'm working withi (b)), {b}(7)(C) iandL (b)), (b)(7)(C).ion compiling information about chat and other collaboration data sources
at CBP and your name was given to me as a contact for some of the applications. We’re looking for information on
applications like Smarsh, WhatsApp, Duo, Facetime, and others that may exist. Specifically, we’re trying to get
information on whether these apps are capturing records, what type of retention may be in place, and where the data is
being stored. Would you have some time next week for a meeting to discuss these topics?

Thanks.

P
1 (b6}, (by7CH !
[ !

Capitol Advisors on Technology

CBP Records and Information Management (RIM)
FIM Website | Reguest RIM Bevice! | Emall Us
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Message

From (b)(6), (b)(7)(C)

Sent: 5/21/2021 1:07:08 PM

To:

< (b)(6), (b)(7)(C)

Subject: Re: Discuss CBP Chat Applications

The user are re-enrolling into new network that will allow Federation (connect with non CBP GFE devices) and

allow audit log. Their previous messages will not transfer over.

Thanks,

(b)(6), (b)(7)(C)

Project Manager

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

................................

(b)(6), (b)(7)(C)

From; (b)(6), (b)(7)(C)
Sent: Thursday, May 20, 2021 6:52 PM
To: _ (b)(6), (b)(7)(C) !

Ce:! (b)(8), (b)(7)(C)
Subject: Re: Discuss CBP Chat Applications

Thanks. What is involved in re-enrolling? What happens to their old messages ?

(b)(6), (b)(7)(C)

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Work: (b)(6), (b)(7)(C)
Mobile:i... (0)(€), (b)7)(C) |

(b)(6), (b)(7)(C)
From: (b)(6), (b)(7)(C)
Sent: Thursday, May 20, 2021 5:39:49 PM
To (b)(6), (b)(7)(C) i
Cc: _ (b)(6), (b)(7)(C)

] (b)(6), (b)(7)(C) ;
Subject: Re: Discuss CBP Chat Applications
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The Compliance server is currently going through testing and verification in SAT. The team is expect to
complete testing Monday 5/24/21. Production will be update on 6/8/21. All current users will need to re-enroll
into PROD WICKR once the compliance server has been deployed. ENTSD Mobility will work with CBP

Innovation Team to notify OFO, and USBP users.

Thanks,

(b)(6), (b)(7)(C)
Project Manager
Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS
Desk:TBD

(b)(6), (b)(7)(C)

From:| (b)(6), (b)(7)(C)
Sent: Thursday, May 20, 2021 11:59:20 AM
To: (b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

Pages six and seven on the attached is what | need to provide an update on

Froms_(b)(6), (b)(7)(C) :
Sent: Thursday, May 20, 2021 11:51 AM

To (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C) ;

Subject: FW: Discuss CBP Chat Applications

I have a meeting with records management tomorrow and one of the items is going to be WICKR and retention.

please send me the current list of what needs to be done along with the dates it's expected to be completed

From: (b)(6), (b)(7)(C) 4

Sent: Tuesday, April 13, 2021 10:24 AM
To: (b)(6), (b)(7)(C)
Subject: RE: Discuss CBP Chat Applications

So with the Enterprise package, are all messages currently stored on a CBP Server?

Thanks.

Lo, i)
Lememamer)

Capstone Project Lead
Capitol Advisors on Technology
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CBP Records and Information Management (RIM)
RIM Wehsite | Heguest FIM Service! | Ernsl Us
;ell:i (b)(8), (b)(7)C)

Fromi (b)(6), (b)(7)(C)
Sent: Thursday, April 8, 2021 2:09 PM
To:i (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

We have Wickr Enterprise Package. We will have access to the upcoming compliance tool which is in development and
is to be ready in the next 6 months.

From:! (b)(6), (b)(7)(C) !

Sent: Thursday, April 8, 2021 3:04 PM

To: (b)(6), (b)(7)(C)
5 (b)(6), (b)(7)(C)

;Subject: RE: Discuss CBP Chat Applications

I was looking up the different service plans for Wickr and was wondering which plan was in use as CBP. Does CBP have
the version which includes the “Compliance, unlimited data retention, and eDiscovery capabilities”?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
RiM Websis | Reguest RIM Service! | Emait s
Ce” (b)(8), (b)(7)(C) |

From (b)(6), (b)(7)(C) i
Sent: Thursday, April 8, 2021 12:37 PM
To! (b)(6), (b)(7)(C)

(b)(8), (b)(7)(C)
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; (b)(8), (b)(7)(C) ;

Subject: RE: Discuss CBP Chat Applications

As discussed on the call re Webex...

Users can choose cloud recording or local MP4:

Admin can set retention days, currently 2600 days (7.1 years)

Cloud recording allotment: 10,240 GB, currently using 264.127 GB. Will auto delete after 7 years.

Users do have the ability to delete a recording:
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Questions to Cisco have been asked (cisco case #;._(_13.)_(§)_,__(.l_{)_(1)_(§)__§:
e Isthere a way to limit recording options for only cloud versus having the option of choosing MP4 prior to clicking
record ?

e Isthere a way to retain recordings made by users even if they delete them?

(b)(6), (b)(7)(C)

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Mobile:;, (b)(€), (B)T)C).

(b)(6), (b)(7)(C)

————— Orjginal Apnointment--z--

From:! (b)(6), (b)(7)(C)
Sent: Monday, April 5, 2021 9:34 AM
To:! (b)(6), (b)(7)(C)

Cc___(b)(8), (b)(7)(C) i

Subject: Discuss CBP Chat Applications

When: Thursday, April 8, 2021 11:00 AM-11:30 AM (UTC-06:00) Central Time (US & Canada).
Where: Microsoft Teams Meeting

Wanted to discuss CBP’s use of non-Microsoft chat and collaboration applications and is the content from those
applications is stored and retained.

Microsoft Teams meeting

Join on your computer or mobile app
Click here o ioin the mesting
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This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-

authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Message

(b)(6), (b)(7)(C)
Sent: 5/20/2021 3:54:14 PM
| "~ (b)(®), (b)(7)(C)

records?

Thanks,

. (b)(8), (b)(7)(C) |

Project Manager

Customs and Border Protection / Department of Homeland Security

Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)

ENTSD/OIT/CBP/DHS
Desk:TBD

L___(b)e), (b)7)C)

From:| (b)(6), (b)(7)(C)

Sent: Thursday, May 20, 2021 11:51:12 AM

To:i

(b)(6), (b)(7)(C)

Subject: FW: Discuss CBP Chat Applications

I have a meeting with records management tomorrow and one of the items is going to be WICKR and retention.

please send me the current list of what needs to be done along with the dates it's expected to be completed

From:! (b)(6), (b)(7)(C)

Sent: Tuesday, April 13, 2021 10:24 AM

Toi (b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

So with the Enterprise package, are all messages currently stored on a CBP Server?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)

RiM Website | Request RIM Sewvice! | Enalt Us

Celld _(0)(6). (b)7)C)_:
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From:! (b)(6), (b)(7)(C) 5
Sent: Thursday, April 8, 2021 2:09 PM
Toi (b)(6), (b)(7)(C) |

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

We have Wickr Enterprise Package. We will have access to the upcoming compliance tool which is in development and
is to be ready in the next 6 months.

From:i (b)(6), (b)(7)(C)
Sent: Thursday, April 8, 2021 3:04 PM
To: (b)(6), (b)(7)(C) i

(b)(8), (b)(7)(C)
Subject: RE: Discuss CBP Chat Applications

I was looking up the different service plans for Wickr and was wondering which plan was in use as CBP. Does CBP have
the version which includes the “Compliance, unlimited data retention, and eDiscovery capabilities”?

Thanks.

! (b)(6), (b)(7)(C) |

Capstone Project Lead

Capitol Advisors on Technology

CBP Records and Information Management (RIM)
PRIV Website | Reguest RIM Bervice! | Email Us
Celli._. (b6, bXTNC)._._}

From:i (b)(6), (b)(7)(C) i
Sent: Thursday, April 8, 2021 12:37 PM
To! (b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications
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As discussed on the call re Webex...

Users can choose cloud recording or local MP4:

Recorder

Record in doud ~

Record in cloud

Record on my computer

) Share {2} Record L e

Admin can set retention days, currently 2600 days (7.1 years)

“

#3 : Recordios Suto-Deletion P i ¥ eeordiags of i e §

Recayding

#3 Bord v

e

Users do have the ability to delete a recording:

Datats Racording
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e Isthere a way to limit recording options for only cloud versus having the option of choosing MP4 prior to clicking
record ?
e Isthere a way to retain recordings made by users even if they delete them?

(b)(6), (b)7)(C)

Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Work: (b)(6), (b)(7)(C) !
Mobilei (b)(6), (bB)(7)(C)

(b)(6), (b)(7)(C)

From: (b)(6), (b)(7)(C) >
Sent: Monday, April 5, 2021 9:34 AM
To! (b)(6), (b)(7)(C)

Cc:: (b)(6), (b)}7)(C)

Subject: Discuss CBP Chat Applications

When: Thursday, April 8, 2021 11:00 AM-11:30 AM (UTC-06:00) Central Time (US & Canada).
Where: Microsoft Teams Meeting

Wanted to discuss CBP’s use of non-Microsoft chat and collaboration applications and is the content from those
applications is stored and retained.

Microsoft Teams meeting

Join on your computer or mobile app
Click here fo {oin the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penatties.

Learn More | Mesting ontions
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Message

From: (b)(6), (b)(7)(C)

Sent: 5/20/2021 10:52:55 PM

To:

- (b)(6), (b)(7)(C)

Subject: Re: Discuss CBP Chat Applications

Thanks. What is involved in re-enrolling? What happens to their old messages ?

(b)(6), (b)(7)(C)
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD
Work: (b)(6), (b)(7)(C) :
Mobile: { (b)(6), (b)(7)(C) :
i (b)(6), (b)(7)(C)

From:: (b)(8), (b)(7)(C)

Sent: Thursday, May 20, 2021 5:39:49 PM

To:: (b)(6), (b)(7)(C) i
Cci (b)(8), (b)(7)(C)

(b)(6), (b)(7)(C)

Subject: Re: Discuss CBP Chat Applications

The Compliance server is currently going through testing and verification in SAT. The team is expect to
complete testing Monday 5/24/21. Production will be update on 6/8/21. All current users will need to re-enroll
into PROD WICKR once the compliance server has been deployed. ENTSD Mobility will work with CBP

Innovation Team to notify OFO, and USBP users.

Thanks,

(b}(6), (b)T)(C)
Project Manager
Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS
Desk:TBD

(b)(6), (b)(7)(C)

From (b)(8), (B)(7)(C)
Sent: Thursday, May 20, 2021 11:59:20 AM
To: (b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

Pages six and seven on the attached is what | need to provide an update on
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Sent: Thursday, May 20, 2021 11:51 AM

To:i (b)(6), (b)(7)(C)
: (b)(8), (b)(7)(C) i

Subject: FW: Discuss CBP Chat Applications

I have a meeting with records management tomorrow and one of the items is going to be WICKR and retention.

please send me the current list of what needs to be done along with the dates it's expected to be completed

From:: (b)(6), (b)(7)(C)
Sent: Tuesday, April 13, 2021 10:24 AM
Toi (b)(6), (b)(7)(C) :

Subject: RE: Discuss CBP Chat Applications

So with the Enterprise package, are all messages currently stored on a CBP Server?

Capstone Project Lead
Capitol Advisors on Technology
CBP Records and Information Management (RIM)

From:i (b)(6), (b)(7)(C) :
Sent: Thursday, April 8, 2021 2:09 PM
To:: (b)(6), (b)(7)(C) :

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

We have Wickr Enterprise Package. We will have access to the upcoming compliance tool which is in development and
is to be ready in the next 6 months.

From:: (b)(6), (b)(7)(C)
Sent: Thursday, April 8, 2021 3:04 PM
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To: (b)(6), (b)(7)(C) ;
(b)(6), (b)(7)(C) i
Subject: RE: Discuss CBP Chat Applications

I was looking up the different service plans for Wickr and was wondering which plan was in use as CBP. Does CBP have
the version which includes the “Compliance, unlimited data retention, and eDiscovery capabilities”?

Capstone Project Lead
Capitol Advisors on Technology

CBP Records and Information Management (RIM)
RiM Websie | Reguest RIM Service! | Emall Us

From:| (B)(8), (B)T)(C) :
Sent: Thursday, April 8, 2021 12:37 PM
To; (B)(8), B)(7)(C)

(b)(6), (b)(7)(C)

Subject: RE: Discuss CBP Chat Applications

As discussed on the call re Webex...

Users can choose cloud recording or local MP4:

Recorder

Record in cdoud

Becord in cloud

. Record on my computer

') Share {2} Record &
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Admin can set retention days, currently 2600 days (7.1 years)

3 Dupeort Becording Auts- Deletios Poloy W : rponnding

TCreRes yiruy afioationt

Users do have the ability to delete a recording:

Belate Recoding

¢ s there a way to limit recording options for only cloud versus having the option of choosing MP4 prior to clicking

record ?
¢ |sthere a way to retain recordings made by users even if they delete them?

L (0)B), (b)TNC)
Director, Mobility and Collaboration Branch (MCB)
DHS | CBP | ES | OIT | ENTSD

Work: (B)(6), B)7)C) ]

Mobile: i (b)(6), (b)(7)(C) |

(b)(6), (b)(7)(C)
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From:| (b)(6), (b)(7)(C)
Sent: Monday, April 5, 2021 9:34 AM
Toi (b)(6), (b)(7)(C)

Cc:i_(b)(6), (b)(7)(C)

Subject: Discuss CBP Chat Applications

When: Thursday, April 8, 2021 11:00 AM-11:30 AM (UTC-06:00) Central Time (US & Canada).
Where: Microsoft Teams Meeting

Wanted to discuss CBP’s use of non-Microsoft chat and collaboration applications and is the content from those
applications is stored and retained.

Microsoft Teams meeting

Join on your computer or mobile app
Click here to ioin the mesting

This Teams Meeting is hosted on a U.S. Government information system and is provided for U.S. Government-
authorized use only. Unauthorized or improper use or access of this system may result in disciplinary action as well
as civil and criminal penalties.

Learn More | Meeting options
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Message

(b)(6), (b)(7)(C)

T 6, (b))

To:
Subject: FW: CSM (Wickr) Federation

Nothing about this response suggests that we are approved to proceed.

Thoughts?

(b)(6), (b)(7)(C)
Mobility Architect
1.5, Customs & Berder Protection {CBP}
Department of Homeland Security {DHS)

(b)(6), (b)(7)(C) i

- Work

(b)(E), BITHCY -,

PLEASE RMOTE: This mess:
communication t

oty the sender

From:! (b)(6), (b)(7)(C)

Date: Friday, February 4, 2022 at 3:35 PM

To:! (B)(8); B7HiC) 5

Cc:! (b)(®), (b)(7)(C) i

~ (b)(6), (b)(7)(C)

Subject: RE: CSM (Wickr) Federation

It the outside system using Wickr Pro is on another approved GSA ATO system, then answer techmically 18 ves;
However, CBP would still require an ISA with said entities system wrifvmg a secure connection. Additionally,
the Pro users’ communications would have to adhere to CBPs current retention policy. (I%'Lmttyno and
retaining commmunications from Wicky Enterprise out to Wickr Pro and Pro into Wicky Enterprise} which we are
not currently doing. Please see the ISA policy below for review.

1.8 Cieneral CBP Security Policy

Connections between CBP information systems and any other systems or networks not under CBP authority are
unauthorized, unless documented by a formally approved

Interconmection Security Agreement (ISA) signed by the Deputy Director, OHfice of Information and
Technology (OITVCvber Security Drrectorate. If the system or network not under CBP authonity is owned by
another DHS component, an ISA is still required. The non-CBP system representatives must have the authority
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o represent their organization, when defining seourity requirements to be included in the ISA (See Attachment
M, Preparation of Inferconnection Security Agreements),

5.4.3 Network Connectivity

A systermn interconnection 15 the direct connection of two or more information systems for the purpose of sharing
data and other information resources by passing data between cach other via a direct system-to-system interface
without human intervention. Any physical connection that allows other systems to share data (pass thru) also
constitutes an interconnection, even if the two systems connected do not share data between them.

5.4.3.¢: CBP documents interconnections between the CBP network and external (Non-DHS) networks with an
ISA for each connection,

Attachment N, Preparation of Interconnection Security Agreements:

“HLECTRONIC CONNECTIONS BETWEEN IT SYSTEMS MUST BE ESTABLISHED IN ACCORDANCE
WITH NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) SPECIAL
PUBLICATION (SPy 800-47, “SECURITY GUIDE FOR

INTERCONNECTING INFORMATION TECHNOL UGY %‘1’ STEMS.” AN ISA IS REQUIRED
WHENEVER THE SECURITY POLICIES OF THE B INNE 3 SYSTEMS ARE NOT
IDENTICAL AND TH 1H SAME AUTHORIZING
OFFICIAL (AO)”

ESYSTEMS ARE NOT AL

Regards,
’ (b)(6), (b)(7)(C)

Information Systems Securtty Officer(ISS0)
Certification & Accreditation {C&A) Branch
DHSICBPES|CGITIENTSDINGD

(b)(6), (B)(7)(C) 2\?{,?}

(b)(6), (b)(7)(C)

RN

On Change and Innovation:

“Never be afraid to try something new,
Remember amateurs built the Ark,

Professionals built the Titanicl”

From:i (b)(6), (b)(7)(C)

Sent: Thursday, February 3, 2022 3:34 PM

To: . (b)(8), (b)(7)(C)

Ce: (b)(8), (B)(7)(C)

(b)(6), (b)(7)(C)

Subject: CSM (Wickr) Federation
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Under the current ATO for CSM, is Wickr Enterprise approved to Federate with Wickr PRO? ENTSD Mobility is able to
make the changes to the backend but want to make sure the we are covered via the active ATO.

Thanks,

E {b)(6), (bX7)(C) ;
Project Manager

17

Customs and Border Protection / Department of Homeland Security
Enterprise Networks & Technology Support Directorate (ENTSD)
Network Architecture & Engineering Division (NAED)
ENTSD/OIT/CBP/DHS

Desk:TBD

(b)(6), (b)(7)(C) |
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Message
— T R G A G C ;

(b)(6), (b)(7)(C)
Sent: 1072572021 7:35:38 PV

To:
CC:
Subject: FW: DHS/CBP Response to NARA Letter linked to OIG Audit Report

Attachments: 2021-10-26_UD-2022-0001_DHS-CBP_Open Letter-1301-1b.pdf

CBP RIM is working on a response to a NARA letter (see attached) referring to unauthorized destruction of records and
use and policy around WhatsApp, Wickr and other communication applications. The questions were raised by NARA
based on the recent OIG Audit report and responded to by CBP. The particular Audit Recommendation and Response
that CBP RIM is most interested in is Recommendation 6.

Recommendation 6: Take immediate action to end the use of WhatsApp for operational purposes or to ensure
that WhatsApp messages are retained in compliance with legal and policy requirements including records
retention schedules.

CBP Response to Recommendation 6: Concur. CBP’s Office of Information and Technology will explore the
viability of the continued operational use of WhatsApp, which will include looking for a replacement. Office of
Information and Technology is currently piloting a managed messaging platform to replace WhatsApp. CBP is
currently working on an operational pilot. CBP expects to complete these actions by December 31, 2021.

Can you provide available times early next week for a discussion on the activities that are being undertaken to respond
to the Audit recommendation? Information we need in order to properly respond to NARA includes:
a. The details about the interim action of “manual archiving” of messages until the final solution is put in
place and how that is to be communicated to the users
b. The long term solution for WhatsApp
Updates on the Wickr Enterprise deployment
d. Any documentation, policies, and training material that exists for WhatsApp, Wickr, or other
communication apps under your control.

o

We are on a tight timeline to put this response together so hopefully we’ll be able to find a time as early in the week as
possible. Please let us know if you have any questions.

Thanks.

Capstone Project Lead
Capitol Advisors on Technology
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CBP Records and Information Management (RIM)
’RiM_‘\Nﬁébsite | Erosit Us
Cell:i_(b)(6), (LUTIC)

From: (b)(8), (b)(7)(C) i On Behalf Of OIT TASKINGS
Sent: Thursday, October 28, 2021 12:36 PM
Subject: DHS/CBP Response to NARA Letter linked to OIG Audit Report

Good Afternoon XD’s and Directors,

Attached for review and action is a letter from:___(b)(6), (b)(7)(C) | Chief Records Officer for the US

............................

Records Management (SAORM), regarding CBP's planned deployment of WICKR and the
information that NARA received in the OIG report, "CBP Targeted Americans with the 2018-2019

lead for compiling the DHS/CBP response (due 11/12/21) that will go from CIO {moeme! to the

(b)(6), (B)7NC) i Chief Records Officer for the US Government.

To ensure a full and accurate response CBP RIM will reach out to OIT Offices that are addressing the
OIG audit findings (ENTDS) and others within CBP that can provide information for inclusion in the
DHS/CBP response. Per NARA's letter, the response will include records management corrective
actions being taken to address the OIG investigation. CBP RIM will be required to provide NARA
periodic status of those corrective actions.

The NARA letter cites the following specific OIG Audit Report Recommendation within their audit
report:

Recommendation 6: Take immediate action to end the use of WhatsApp for operational purposes or
to ensure that WhatsApp messages are retained in compliance with legal and policy requirements
including records retention schedules.

........................

Review NARA Letter to CIO Hysen and provide CBP Records and Information

Tasker Name Management (RIM) with POCs from involved OIT offices.

Lead Office CBP Records and Information Management (RIM)

Assigned Office(s) OIT XDs, CTO and Division Directors
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The Federal Records Act requires all federal agencies retain records for periods
of time authorized by NARA-Approved records retention schedules. Because
WhatsApp and Wickr do not retain messages consistent with NARA-approved
retention schedules, their use violates the Federal Records ACT and CBP and
DHS policy. This resulted in illegal and Unauthorized Destruction of important
federal records..

The National Archives and Records Administration (NARA) indicated in their
letter to the DHS ClO that they became aware, through multiple media reports
and the recent Office of Inspector General (OIG) report, “CBP Targeted
Americans with the 2018-2019 Migrant Caravan,” that the Customs and Border
Protection (CBP) has been using the messaging software WhatsApp and is
deploying the encrypted messaging application Wickr across all components of
the agency.

Background

NARA cites in their letter the OIG report which states: there are “instances of
CBP officers not documenting information they obtained during caravan-
related inspections” (page 12); that CBP officials did not retain communication
records (page 17); and that “the CBP officials failure to retain WhatsApp
messages likely violated DHS and CBP records retention policies because the
messages were information that CBP created or received in carrying out its
mission and contained substantive information that was necessary to
adequately and properly document the activities and functions of the CBP
officials” (page 28). This violation of policy resulted in what NARA identified as
unauthorized destruction of records caused by use of WhatApp and Wickr.

*** NARA instructed DHS/CBP to provide a response that addresses the
following (as contained in the attached letter):
1. Ensure that Records Management regulations are being adhered to
2. Ensure that the CBP is regulating the use of these messaging
applications consistent with NARA’s and the Department’s records
management policies
3. Ensure that CBP is communicating to all employees that they cannot use
these applications to circumvent their records management
Additional responsibilities and that all employees are aware that they must be
Instruction contained retaining all messages that are federal records in accordance with
within NARA’s letter: agency policy and all applicable NARA-approved records schedules
4. Include a complete description of the records with volume and dates if
known; description of the office maintaining the records; a statement of
the exact circumstances surrounding the removal, defacing, alteration,
or destruction of records; a statement of the safeguards established to
prevent further loss of documentation; and details of the actions taken
to salvage, retrieve, or reconstruct the records.
DHS/CBP’s response must also include Records Management corrective actions
that CBP will be required to implement as a result of the OIG investigation.
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1. Please review the attached letter fromi__ (b)(6), (b)(7)(C)

iChief Records

(ClO), DHS Senior Agency Official for Records Management (SAORM),
regarding CBP's planned deployment of WICKR and the information that
REQUEST: NARA received in the OIG report, "CBP Targeted Americans with the
2018-2019 Migrant Caravan" regarding the use of WhatsAPP.

comments, and POC names within your OIT office that CBP RIM can
coordinate with to compile the DHS/CBP response.

POC for Questions / Please contact! (b)(8), (bX7)(C)

Response DUE COB 11/01/21

Records and Information Management Program {RIM}
DHS/CBR/OIT/RIM
{C}__{b)
dawn. watts@ebp. dhs. goy

RiM Website | Request BRIM Sewvice! | Enalt Us

Shine a Light

Susicide Breoverntion and Awareness
wtinned Sulcide Poswention Lifelime

BOG-F LRI

CEP Employes Sssistancs Program
BIPRS00
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