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The Contractor shall obtain all required permits and licenses, whether federal, state, local or
otherwise, by the date of contract performance start. The Contractor must (depending on the
state’s requirements) be licensed as a qualified security service company in accordance with
the requirements of the district, municipality, county, and state in which the ICE work site is
located. Throughout the term of this contract, the Contractor shall maintain current
permits/business licenses and make copies available for Government inspection. The
Contractor shall comply with all applicable federal, state, and local laws and all applicable
Occupational Safety and Health Administration (OSHA) standards.

U.S. Citizenship and Immigration Services (USCIS) Space
The Contractor shall provide desk space for at least two (2) USCIS asylum officers.
Executive Office for Immigration Review (EOIR) Space

The Contractor shall refer to ICE/EOIR Design Standards (Addendum A — ICE/EOIR Design
Standards) for courtrooms, offices, and workstation sizes, and specific furnishing
requirements. All furniture and case goods shall be furnished by the Contractor in accordance
with ICE Design Standards.

The Contractor must provide the following:

a) 3 Courtrooms and accompanying office and support space as per the EOIR Design
Standards. Each courtroom should have the capability to hold live court as well as hold
video teleconferencing court.

b) 5 Offices (see Standards for size)
¢) 13 Workstations (see Standards for size)

d) Separate entrance for judges required with complete security system and access to parking
lot. Must be ADA compliant.

e) IT system/space as per the EOIR Design Standards.
ICE Administrative Space

The Contractor is required to provide ICE Office and Support Space at or immediately
adjacent to the Contractor provided detention facility.

All office, administrative, support and multiple use space shall be complete with appropriate
electrical, communication, and phone/fax/VTC connections. VTC connections shall use a PRI
(T1) connection at a minimum.

a) Administrative office and support space for ICE enforcement staff of approximately 39

employees, including:

. Officer in Charge (OIC) (1 office — 120 sqft min)
Assistant Field Office Director (AFOD) (1 office — 120 sqft min)
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. Supervisory Detention and Deportation Officer (SDDO) (4 offices — 100 sqft
min per office)

. — Detention Officer (DO) (6 offices — 100 sqft min per office)

. Enforcement and Removal Assistant (ERA) (9 offices — 100 sqft min per
office)

. Bond Control Specialist (BCS) (1 office — 100 sqft min)

. Mission Support Specialist (MSS) (1 office — 100 sqft min)

. - Contracting Officer’s Representative (COR) (1 office — 100 sqft min)

. - Detention Standard Compliance Officer (DSCO) (1 office — 100 sqft min)

) CMCO (1 office — 100 sqft min)

. IHSC Field Medical Coordinator (1 office — 100 sqft min)

. Office of the Principal Legal Advisor (OPLA) (5 offices — 100 sqft min per

fice)
. i— Custody Resource Coordinator (CRC) (1 office — 100 sqft min)
b) Additional administrative areas for ICE enforcement staff:

e Break room with kitchenette (i.e., small food storage/preparation area including a
refrigerator, microwave and sink at a minimum)

Storage/Secure File Room

Interview Room

Conference Room (with VTC capability)

Secure File Room

VTC Room

Copier/Fax/Printer/Shredder Area

Male Restroom (not used/shared with detainees/inmates)

Female Restroom (not used/shared with detainees/inmates)

All furniture shall be furnished by the Contractor.

The ICE Administrative space shall be clean, free from mold, climate controlled, with an
HVAC thermostat located outside a private office (within open space) controlling no more
than 2,000 square feet. The ICE Administrative space shall be separate from, but accessible
to, detainee housing units and the centralized visiting area. The ICE Administrative space
shall also be secure and accessible to Contractor staff, except when specific permission 1s
granted by on-site ICE staff. The Contractor shall be responsible for all maintenance, security,
and janitorial costs associated with the ICE Administrative space. All janitorial and
maintenance within the ICE administrative and support space is the responsibility of the
Contractor. All ICE administrative and support space shall be cleaned daily (between the
hours of 8 a.m. and 4 p.m.) by Government cleared Contractor janitorial staff. Contractor is
responsible for coordinating clearance activities for their janitorial staff with the Government
and for costs associated with clearance.
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The Contractor shall provide at least 61 secured, surface parking spaces on-site at the facility
exclusively for Government employees and [CE visitors to use as follows:

. — ICE employees
o ICE visitors

. — EOIR employees
. EOIR visitors

E. Armed Transportation Services:

1.

The Contractor shall provide ground transportation services as may be required to transport
detainees securely, in a timely manner, to locations as directed by the COR or designated ICE
official, including the transportation of detainees to various appointments. Regular
transportation to key sites shall be provided as necessary and additional transportation
requirements as requested by the COR or designated ICE official. When officers are not
providing transportation services, the Contactor shall assign the employees to supplement
security duties within the facility. However, the primary function of these officers is
transportation.

The Contractor shall assign, at a minimum, two-person teams of transportation officers, at
least one transport officer shall be of the same gender of detainees being transported.
whenever necessary throughout a 24-hour period, 7 days a week, including weekends and
holidays. Exccpt in cmergencey situations where there is no same-gender transport officer
available, when transporting detainees of the opposite gender, assigned transportation staff
shall call in their time of departure and odometer reading; and then do so again upon arrival,
to account for their time. A single transportation staff member may not transport a single
detainee of the opposite gender. Further, it there is an expectation that a pat down will occur
during transport, an assigned transportation staff member of the same gender as the
detainee(s) must be present.

The Contractor shall furnish suitable vehicles in good condition, approved by the Government
and in-line with the PBNDS 2011 (REV. 2016) requirements, to safely provide the required
transportation services per facility as listed below. The Contractor shall comply with all
federal and state laws regarding inspections, licensing, and registration for all vehicles used
for transportation. The Contractor shall provide parking spaces for the required vehicles at the
facility.

Nothing in this contract shall restrict the Contractor from acquiring additional vehicles as
deemed necessary by the Contractor at no cost to the Government. The Contractor shall not
allow employees to use their privately owned vehicles to transport detainees. The Contractor
shall furnish vehicles equipped with interior security features in accordance with PBNDS
2011 (REV. 2016). The Contractor shall provide the interior security specification of the
vehicles to ICE for review and approval prior to installation. Vehicles furnished by the
Contractor shall be equipped with interior security features such as, but not limited to: door
lock controls, window locks, a wire cage with acrylic panel between the driver seat and the
rear passenger scats and provide physical separation of detainees from Detention Officers.
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operation of the system. The detention services Contractor shall not be entitled to any
commissions, fees, or revenues generated using the DTS or the detainee telephones.

3. Video phones, portable electronics or other enhanced telecommunications features provided
by the DTS Contractor to ICE detainees at no cost to ICE. The Contractor shall ensure these
features may not in any way compromise the safety and security of the detainees, staff, or the
facility. Any new or enhanced telecommunications features must be integrated within the
DTS service and can NOT be & separate system or software from the DTS service. Such
capabilities include video visitation, limited web access for law library, email, kites,
commissary ordering, educational tools, news, sports, and video games. Pricing for the use of
these technologies will be set by the DTS provider. The detention services Contractor shall
not be entitled to any commissions, fees, or revenues generated from video phones, portable
electronics, or enhanced telecommunications features provided by the DTS Contractor.

4. The Contractor shall inspect telephones for serviceability, in accordance with [CE 2011
Performance-Based National Detention Standards and ICE policies and procedures. The
Contractor shall notify the COR or ICE designee of any inoperable telephones.

5. ICE DTS Contractor Information:
Talton Communications

910 Ravenwood Dr.
Selma, AL 36701

Customer Relations Manager
375

taltoncommunications.com

Operations Manager
st taltoncommunications.com

VII. FACILITY SECURITY AND CONTROL
A. Security and Control (General)

The Contractor shall maintain a copy of facility post orders for employee review within the arcas
of assignment and shall initiate responses to any incidents as outlined in the post orders.
Contractor employees shall write reports of incidents as outlined in the post orders.

The Contractor shall operate and control all designated points of access and egress on the site,
such as, detainee housing units, pods, barracks, courtrooms, medical facilities, and hold rooms.
The Contractor shall inspect all packages carried in or out of site in accordance with ICE
procedures. The Contractor shall comply with ICE security plans.

The Contractor shall comply with all the PBNDS 2011 (REV. 2016) pertaining to the security and
control of the detention facilities. The Contractor shall adhere to local operating procedures
within each facility.
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Section G

SECTION G:
CONTRACT ADMINISTRATION DATA

G.1 CONTRACT ADMINISTRATION

Notwithstanding the Contractor’s responsibility for total management responsibility during the
performance of this contract, the administration of the contract will require maximum
coordination between the ICE and the Contractor.

The Government points of contact for any resulting contract shall be identified at time of award.
G.2 CONTRACTING OFFICER’S REPRESENTATIVE

The following individual is designated and authorized by the CO to perform contract
administration functions related to the technical performance of this contract.

To Be Designated at Time of Award

(a) The Contracting Officer (CO) may designate Government personnel to act as the Contracting
Officer's Representative (COR) to perform functions under the contract such as review or
inspection and acceptance of supplies, services, including construction. and other functions of a
technical nature. The CO will provide a written notice of such designation to the Contractor
within five working days after contract award or for construction, not less than five working days
prior to giving the Contractor the notice to proceed. The designation letter will set forth the
authorities and limitations of the COR under thecontract.

(b) The CO cannot authorize the COR or any other representative to sign documents, such as
contracts, contract modifications, etc., that require the signature of the CO.

G.3 INVOICE REQUIREMENTS

In accordance with Section G, Contract Administration Data, invoices shall be submitted as
follows:

The Contractor shall use these procedures when submitting an invoice.

1. Invoice Submission: Invoices shall be submitted in a “.pdf” format in accordance with the
contract terms and conditions [Contract Specialist and Contracting Officer to disclose ifon a
monthly basis or other agreed to terms"] via email, United States Postal Service (USPS) or

facsimile as follows:

a) Email:

. wice.dhs.gov
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information that identifies an individual, including an alien, and could result in harm,
embarrassment, inconvenience or unfairness. Examples of Sensitive PII include information
such as: Social Security Numbers, Alien Registration Numbers (A-Numbers), or combinations
of information such as the individuals name or other unique identifier and full date of birth,
citizenship, or immigration status.

As part of your obligation to safeguard information, the follow precautions are required:

(i) Email supporting documents containing Sensitive PII in an encrypted attachment with
password sent separately to the Contracting Officer Representative assigned to the contract.

(i1) Never leave paper documents containing Sensitive PII unattended and unsecure. When not
in use, these documents will be locked in drawers, cabinets, desks, etc. so the information is not
accessible to those without a need to know.

(iii) Use shredders when discarding paper documents containing Sensitive PIIL.

(iv) Refer to the DHS Handbook for Safeguarding Sensitive Personally Identifiable
Information (March 2012) found at http://www.dhs.gov/xlibrary/assets/privacy/dhs-privacy-
safeguardingsensitivepithandbook-march2012.pdf for more information on and/or examples of
Sensitive PII.

S. Invoice Inquiries. Ifiou have questions regarding payment, please contact ICE Financial

Operations at or by e-mail at m

6. The Detention Facility Robotics Process Automation (RPA) process requires that data
supporting detention bed space, ground transportation costs and any other additional costs
covered by the current contract will be recorded utilizing the Detention-Transportation
Template (Attachment 24). This data template shall be completed in its entirety in the
established format once all data supporting the monthly operations is available. Once
completed, the Detention-Transportation Template must be submitted to both the ERO Field
Office Contracting Officer Representative (COR) and the ERO RPA Team Mailbox
(erorpa(@ice.dhs.gov). Please also note that the requirement for submission of the Detention-
Transportation Template is prior to and in addition to the invoice submission requirement
already included in this contract. Please note that Detention-Transportation Template updates
may be requested by the COR and will require timely resubmission to the COR and the ERO
RPA Team Mailbox. The Government reserves the right to update the detention facility invoice
process, templates or other related documents, in order to fix issues, expand capabilities, and
improve performance of the reconciliation process.

G.4  Robotics Process Automation (RPA) Contract Requirement

The Detention Facility Robotics Process Automation (RPA) process requires that data supporting
detention bed space, ground transportation costs and any other additional costs covered by the current
contract will be recorded utilizing the Detention-Transportation Template (attached). This data
template shall be completed in its entirety in the established format once all data supporting the
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monthly operations is available. Once completed, the Detention-Transportation Template must be
submitted to both the ERO Field Office Contracting Officer Representative (COR) and the ERO RPA
Team Mailbox (-a;‘icc.dhs.oov). Please also note that the requirement for submission of the
Detention-Transportation Template is prior to and in addition to the invoice submission requirement
already included in this contract. Please note that Detention-Transportation Template updates may be
requested by the COR and will require timely resubmission to the COR and the ERO RPA Team
Mailbox. The Government reserves the right to update the detention facility invoice process,
templates or other related documents, in order to fix issues, expand capabilities, and improve
performance of the reconciliation process.

|[THE BALANCE OF THIS PAGE IS INTENTIONALLY LEFT BLANK]

|[END OF SECTION G]J
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The Contractor will notify OPR-PSU, via the COR, of all terminations/resignations of Contractor
employees under the contract within five days of occurrence. The Contractor will return any expired
ICE issued identification cards and building passes of terminated/ resigned employees to the COR. [f
an identification card or building pass is not available to be returned, a report must be submitted to
the COR referencing the pass or card number, name of individual to whom issued, the last known
location and disposition of the pass or card. The COR will return the identification cards and
building passes to the responsible ID Unit.

The Contractor will report any adverse information coming to their attention concerning Contractor
employees under the contract to the OPR-PSU, via the COR, as soon as possible. Reports based on
rumor or innuendo should not be made. The subsequent termination of employment of an employee
does not obviate the requirement to submit this report. The report shall include the Contractor
employees’ name and social security number, along with the adverse information being reported.

The Contractor will provide, through the COR a Quarterly Report containing the names of Contractor
employees who are active, pending hire, have departed within the quarter or have had a legal name
change (Submitted with documentation). The list shall include the Name, Position and SSN (Last
Four) and should be derived from system(s) used for Contractor payroll/voucher processing to ensure
accuracy.

CORs will submit reports to_@,%gol

Contractors, who are involved with management and/or use of information/data deemed “'sensitive”
to include ‘law enforcement sensitive™ are required to complete the DHS Form 11000-6-Sensitive but
Unclassitied Information NDA for Contractor access to sensitive information. The NDA will be
administered by the COR to the all-contract personnel within 10 calendar days of the entry on duty
date. The completed form shall remain on file with the COR for purpose of administration and
inspection.

Sensitive information as defined under the Computer Security Act of 1987, Public Law 100-235 is
information not otherwise categorized by statute or regulation that if disclosed could have an adverse
impact on the welfare or privacy of individuals or on the welfare or conduct of Federal programs or
other programs or operations essential to the national interest. Examples of sensitive information
include personal data such as Social Security numbers; trade secrets; system vulnerability
information; pre-solicitation procurement documents, such as statements of work; and information
pertaining to law enforcement investigative methods: similarly, detailed reports related to computer
security deficiencies in internal controls are also sensitive information because of the potential
damage that could be caused by the misuse of this information. All sensitive information must be
protected from loss, misuse, modification, and unauthorized access in accordance with DHS
Management Directive 11042.1, DHS Policy for Sensitive Information and ICE Policy 4003,
Safeguarding Law Enforcement Sensitive Information.”

Any unauthorized disclosure of information should be reported to @ICE.dhs.gov.

H.2.7 SECURITY MANAGEMENT
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The Contractor shall appoint a senior official to act as the Corporate Security Officer. The individual
will interface with the OPR-PSU through the COR on all security matters, to include physical,
personnel, and protection of all Government information and data accessed by the Contractor.

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and facilities
utilized by the Contractor in complying with the security requirements under this contract. Should
the COR determine that the Contractor is not complying with the security requirements of this
contract, the Contractor will be informed in writing by the Contracting Officer of the proper action to
be taken in order to effect compliance with such requirements.

H.2.8 INFORMATION TECHNOLOGY SECURITY CLEARANCE

When sensitive government information 1s processed on Department telecommunications and
automated information systems, the Contractor agrees to provide for the administrative control of
sensitive data being processed and to adhere to the procedures governing such data as outlined in
DHS MD 4300.1, Information Technology Systems Security. or its replacement. Contractor
employees must have favorably adjudicated background investigations commensurate with the
defined sensitivity level.

Contractor employees who fail to comply with Department security policy are subject to having their
access to Department IT systems and facilities terminated, whether or not the failure results in
criminal prosecution. Any person who improperly discloses sensitive information is subject to
criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act).

H29 INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

In accordance with Chief Information Office requirements and provisions, all Contractor employees
accessing Department I'T systems or processing DHS sensitive data via an I'T system will require an
ICE issued/provisioned Personal Identity Verification (PIV) card. Additionally, Cybersecurity
Awareness Training (CSAT) will be required upon initial access and annually thereafter. CSAT
training will be provided by the appropriate component agency of DHS.

Contractor employees, who are involved with management, use, or operation of any IT systems that
handle sensitive information within or under the supervision of the Department, shall receive periodic
training at least annually in security awareness and accepted security practices, systems rules of

include Unauthorized Disclosure Training, available on PALMS or by contacting

@ICE.dhs.gov. Department Contractor employees, with significant security

responsibilities, shall receive specialized training specific to their security responsibilitics annually.
The level of training shall be commensurate with the individual’s duties and responsibilities and is
intended to promote a consistent understanding of the principles and concepts of telecommunications
and IT systems security.

All personnel who access Department information systems will be continually evaluated while
performing these duties. System Administrators should be aware of any unusual or inappropriate
behavior by personnel accessing systems. Any unauthorized access, sharing of passwords, or other
questionable security procedures should be reported to the local Security Office or Information
System Security Officer (ISSO).
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