


e Transfer of records to NARA’s Federal Records Center (FRC).
e Accession (e.g., transfer) of permanent records directly to NARA’s Archives.

¢ Disposal of temporary records no longer needed to conduct agency business, usually by
destruction or deletion.

How do I identify the records of my office?

Items and documentations that tell a story of the agency are likely Federal records. Future
generations will look upon these records to understand the world we live in today. Examples
below provide informative materials that tell the stories of CRT and provide good examples of
federal records (e.g., file series) that will require file plans as well as record inventories.

Examples of CRT documents that are likely to be records under the Federal Records Act:

e Business records: litigation case files, correspondence, agreements, studies

e Action records: FOIA requests, correspondence, invoices, formal responses to requests
Records that document DOJ activities: calendars, meeting minutes, reports

e Records mandated by statutes or regulations: case files, decisions

e Records of financial or legal claims: litigation case files, contracts, personnel and payroll
What are Personal Records and Non-Records?

Personal papers are documentary materials belonging to an individual that are not used to
conduct CRT business. They relate solely to an individual's personal and private affairs or are
used exclusively for that individual's convenience. They may refer to or comment on the subject
matter of agency business, provided they are not used to conduct that business. In contrast to
both records and non-record materials, personal papers are not Government-owned. Certain
documentary materials are clearly personal and may readily be identified and claimed as such.
Categories of personal papers include:

e Materials accumulated by an individual before joining Government service that are not later
used to conduct Government business. Examples include previous work files, political materials,
and reference files.

e Materials brought into or accumulated in the office that are not used to conduct agency
business and that relate solely to an individual's family matters, outside business pursuits,
professional activities, or private political associations. Examples include family and personal
correspondence, volunteer and community service records, literature from professional
organizations, and manuscripts and drafts of articles and books.

e Work-related materials, such as diaries, journals, notes, personal calendars, and appointment
schedules, that are not prepared, received, or used in the process of transacting agency business.
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Although these materials contain work-related information, they are personal papers if they are
claimed as such and serve only the individual's own purpose (e.g., as reminders and personal
observations about work-related and other topics). This category is the most difficult to
distinguish from agency records because of its work-related content.

Non-record materials are US Government-owned documentary materials excluded from the legal
definition of records (44 U.S.C. 3301), either by failing to meet the general conditions of record
status already described or by falling under one of three specific categories:

e Extra copies of documents preserved only for convenience of reference.

e Stocks of publications and of processed documents. The DOJ needs, however, to create and
maintain record sets of processed documents and of publications, including annual and special
reports, special studies, brochures, pamphlets, books, handbooks, manuals, posters, and maps.

e Library and museum material made or acquired and preserved solely for reference or
exhibition purposes.

¢ Information copies of correspondence, directives, forms, and other documents on which no
administrative action is recorded or taken.

¢ Routing slips and transmittal sheets adding no information to that contained in the transmitted
material.

e Tickler, follow up, or suspense copies of correspondence, provided they are extra copies of
the originals.

e Duplicate copies of documents maintained in the same file.

e Extra copies of printed or processed materials for which complete record sets exist, such as
current and superseded manuals maintained outside the office responsible for maintaining the
record set.

e Catalogs, trade journals, and other publications that are received from other Government
agencies, commercial firms, or private institutions and that require no action and are not part of a
case on which action is taken.

e Physical exhibits, artifacts, and other material objects lacking evidential value.
What is the difference between a litigation holds and a frozen record?

A litigation hold refers to a temporary freeze of destruction of certain record(s) due to a legal
action involving the agency. The hold suspends the normal disposition cycle of the records
mentioned in the hold notice to prevent their early/premature disposal.

CREW v. DOJ — CRT - 000180



A frozen record is a record temporarily suspended because of special circumstances that alter
the administrative, legal, or fiscal value of the records.

Who is responsible for RIM?

The National Archives and Records Administration (NARA) is an independent agency that
oversees the management of all Federal records. Pursuant to the National Archives and Records
Administration Act of 1984, both NARA and the General Services Administration provide
overseeing authority to federal agencies by providing guidance on management and disposition
of records to economic efficiencies of records management.

However, each federal agency is explicitly responsible for managing its records. Directors of
each agency have specific legal requirements for their RIM Programs. An agency’s
responsibilities include:

e Making and preserving records that contain adequate and proper documentation of the
organization, functions, policies, decisions, procedures, and essential records transactions of the
agency and designed to furnish the information necessary to protect the legal and financial rights
of the Government and of persons directly affected by the agency's activities (44 U.S.C. 3101)

e Establishing and maintaining an active, continuing program for the economical and efficient
management of the records of the agency (44 U.S.C. 3102)

e Establishing safeguards against the removal or loss of records and making requirements and
penalties known to agency officials and employees (44 U.S.C. 3105)

¢ Notifying the Archivist of any actual, impending, or threatened unlawful destruction of records
and assisting in their recovery (44 U.S.C. 3106)

Who else is responsible for RIM?

YOU ARE. All Federal Employees (e.g., government staff and contractors) also have a legal
responsibility for RIM. Below are the basic obligations for all federal employees.

1. Create records, record decisions, and actions taken. Document activities for which you
are responsible.

2. Preserve records and ensure directories and files and its materials are easily referenced
and trackable. Ensure that records are stored in a safe and efficient way to retrieve

information when necessary. Separate official records and non-records accordingly.

3. Maintain records according to CRT’s RIM policies and procedures. Protect records from
loss, damage, improper destruction, and unauthorized disclosure.

4. Carry out the disposition of records under your control in accordance with agency records
schedules and Federal regulations.
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What are the benefits of managing my records?
Good records management:

e Increases efficiency and productivity in your office: accurate and complete documentation,
timely responses and retrieval

e Protects records from inappropriate and unauthorized access and disclosure
e Safeguards essential records and provides continuity of operations in the event of a disaster
e Ensures compliance with statutory and regulatory requirements

e Protects the rights of the government and the citizens of the United States
What are the risks of poor management of records?
e Increased difficulty or inability to complete your work and meet your responsibilities

¢ Difficulties in fulfilling FOIA or litigation requests

e Criminal or civil penalties, fines and/or imprisonment for:
— The unlawful removal or destruction of federal records (18 U.S.C. 2071)

— The unlawful disclosure of national security information (18 U.S.C. 793, 794, & 798)

— The improper handling of records containing other information exempt under the Freedom of
Information Act (5§ U.S.C.552), the Privacy Act (5 U.S.C. 552a), and other information to which
access is restricted by law.

Record Control (retention) Schedules (RCS)

Record Control (or retention) Schedules (RCS) provide a systematic guide to instruct federal
employees on how to legally dispose of temporary records or properly transfer permanent
records to NARA. A records schedule establishes CRT’s official policy for records and
information retention and disposal. The schedule provides mandatory instructions on what to do
with records and non-record documents when there is no longer a business need for them.

Each federal agency is required by statute (36 CFR 1225.10) to maintain a comprehensive
records schedule. This comprehensive schedule is developed by combining NARA’s General
Records Schedules (containing disposal authority for records common to several or all
agencies), with DOJ and CRT specific records retention items or record series.

RCS’s are issued by the collaboration and approval of the Archivist, Departments Records
Officer, Agency Records Officer, program managers and their respective teams. The average
processing time for a newly formed RCS is 1 year. These types of schedules provide instructions
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of disposition of mission-related records and/or agency-specific records that are unique to the
agency.

General Records Schedules (GRS)

General Records Schedules (GRS) are issued by the Archivist of the United States to provide
disposition authorization for records common to several or all agencies of the Federal
Government. They include records relating to civilian personnel, fiscal accounting, procurement,
communications, printing, and other common functions, and certain non-textual records. They
also include records relating to temporary commissions, boards, councils and committees. Such
records are commonly referred to as administrative records that are common among all federal
agencies. You may find the GRS authority by going to this link.

Record Holding Locations
Active Records Unit (ARU)

The Active Records Unit (ARU), or file room, residing in your specific office area is one of
several records units that are part of CRT’s RIM Program. They are located amongst the offices
of our staff, the ARU stores open litigation case files, active records, etc.

The ARU should serve as the central focus for most case file activities and concerns of the
Division's litigating Sections. The ARU Technician responsible for the unit will create, shelve,
and maintain the files; retrieve requested file; file properly identified documents into the
appropriate case folders; enter all the needed location information into the automated tracking
system; and receive, box, and ship closed case files, in cooperation with the RIM Program Team.
Please contact your Section’s RIM POCs (or Records Liaisons/Custodians) for additional
information.

Federal Record Centers (FRC)

The Federal Records Centers (FRC) are the current repository of federal records waiting for
disposal (i.e., temporary records), or accession to the Archives (i.e., permanent records). All
records follow their approved records retention schedules. Requests of records from the FRC
should be coordinated through your Section’s Primary RIM POC, and subsequently the RIM
Program Team.
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Contact Information

Doug York Allan Percival
Records Manager (RIM Specialist) RIM Program Team (Task Supervisor)
Ph: | (b)(6) | Ph:i  (b)(6) |
Cell: i (b)(6) : (b)(6)
(b)(6)

Martavious (Tay) Henderson
RIM Program Team

Phi__ (b))
(b)(6)

FElsa Tesfamicael

RIM._Emgram_Tﬁan?
Ph:i  (b)(6)

(b)(6)
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Records and Information Management (RIM) Definitions

Accession: Accessioning is the process of transferring physical and legal custody of permanent
records to the National Archives and Records Administration (NARA).

Active Record: An active record is a record needed to perform current operations, subject to
frequent use, and usually located near the user.

Archives: NARA’s Archives are the holding area for the permanent records of the Agency that
are accessioned (transferred) to the National Archives and Records Administration (NARA).

Disposal: Disposal refers to the final actions taken regarding temporary records after they reach
their Disposition Date. It normally means destruction of the records, either by deletion,
recycling, or burning the records.

Disposition Date: Disposition Date, or Disposition, is the third and final stage of the records
lifecycle. It means those actions taken regarding Federal records after they are no longer needed
to conduct current agency business. Disposition includes destruction (temporary records) as well
as other actions, such as the Accession or transfer of permanent records to NARA’s Archives.

Electronic Records Governance: Electronic Records Governance, more commonly known as
Electronic Records Management (ERM), establishes mechanisms to ensure coordination between
CRT’s Chief Information Officer (CIO), RIM Program Team, and Section RIM POCs, and
regular coordination and collaboration between Office of Records Management Policy (ORMP),
CRT’s RIM Program Team, Office of Information Technology and Cybersecurity (OITC)
leadership and Section RIM POCs (as needed). Within the Division, ERM also establishes cross-
functional RIM Program Team/OITC working groups or teams. These teams collaboratively
document and assess the legal and functional requirements for recordkeeping and work together
to develop technical and policy approaches to meet those requirements. Any information that is
recorded in a form that only a computer can process and that satisfies the definition of a record as
defined in 44 USC 3301. For additional information on ERM, see NARA’s website.

Essential Records: Essential records (formerly known as vital records) are “[R]ecords an
agency needs to meet operational responsibilities under national security emergencies or other
emergency conditions (emergency operating records) or to protect the legal and financial rights
of the Government and those affected by Government activities (legal and financial rights
records).”

Federal Records Center (FRC): FRCs have safeguarded the nation’s records since 1950. They
are storage facilities that are fully compliant with regulations that protect records from fire, theft,
pests, water damage, and natural disasters. For additional information on FRCs, see

NARA’s website. For additional information on storage regulations, see NARA’s website.

File Plans: File plans are tools that CRT personnel can use to help manage records. They serve
as tracking tools that list the different records maintained by a particular CRT office, where and
how the records are stored, and how long they are to be kept. These RIM tools enable our staff
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to identify different records categories, create directory/organizational structures, and prepare for
future records dispositions. In addition, file plans must identify cut-off dates, essential records,
file naming conventions, and implement other applicable RIM methods universal throughout the
Division.

File Series: A file series is a group of records arranged together because they relate to a
particular subject or function, they result from the same activity, they document a specific type
of transaction, or they have some other type of relationship. File Series is sometimes referred to
as a record series.

Frozen Record: Frozen records are records that are held temporarily for litigation,
investigation, or audit purposes. They can only be destroyed or accessioned after the completion
of a litigation, an investigation, or an audit (also known as a Litigation Hold).

General Records Schedule (GRS): The General Records Schedule (GRS) are created, updated,
and issued by the Archivist of the United States. The GRS provides agencies with the disposition
authorities that govern records that are common to several or all Federal Government agencies.
For more information on the GRS, see NARA’s website.

The National Archives and Records Administration (NARA): NARA is the nation’s record
keeper. Of all documents and materials created in the course of business, conducted by the
United States Federal government, only 1%-3% are important enough for legal or historical
reasons that they are kept by NARA forever. For additional information see NARA’s website.

Non-record: Non-records are Federally-owned informational materials excluded from the legal
definition of records or not meeting the requirements of the definition. Includes extra copies of
documents kept only for convenience of reference, stocks of publications and of processed
documents, and library or museum materials intended solely for reference or exhibition.

Official Records: Official Records (or Federal Records) are legally recognizable and judicially
enforceable records, which establish some fact, policy, or institutional position or decision. They
are subject to the records retention schedules (RCS) that govern them. Moreover, they are all
documentary materials, regardless of physical form, that are made or received by an agency of
the U.S. Government, under Federal law, or in connection with the transaction of public
business. They must be preserved for an appropriate amount of time as evidence of agency
activities, because of the value of the information they contain.

Permanent Records: Permanent Records are historically significant records that must be
accessioned or transferred to NARA’s Archives after expiration of the retention period. In
general, any Federal record that has been determined by NARA to have sufficient value to
warrant its preservation in the National Archives.

Records and Information Management (RIM): RIM is the planning, controlling, directing,
organizing, training, promoting, and other records managerial activities related to the creation,
maintenance, use, and disposition of records.
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Records Control/Retention Schedules (RCS): RCSs are requests for disposition authority
documents, via agency requests to NARA, submitted since 1973. Older items may have
subsequently been superseded by more recent submissions. For DOJ and CRT specific RCSs,
see NARA'’s website.

Records Inventory: Complete and accurate survey of CRT’s RIM Program that documents the
records created, received, and used by a Section or Program office. It is the first step in creating
a file plan.

The Records Lifecycle: The Records Lifecycle, or lifecycle, refers to the three-stage “life span”
of a record. This encompasses creation/receipt, maintenance/use, and disposition (disposal,
transfer, or accession).

Records Manager (RIM Specialist): CRT’s Records Manager (RM) formulates RIM policies,
performs strategic analysis and planning, conducts the RIM program’s outreach, coordinates
training, develops metrics, and ensures that sound RIM governance and accountability measures
are in place. The RM also ensures compliance with Federal laws, regulations, and guidance
(NARA and Departmental) and advises Division staff on any issues in this area. Additionally, the
RM is familiar with CRT’s goals, objectives, and priorities as a whole, and ensure that the RIM
program supports the organization’s mission and needs.

Records Liaisons/Custodians (RIM POCs): Records Liaisons/Custodians or RIM POCs are
the first points of contact for each Section’s or Branch’s employees.

Removal of and Access to DOJ Information: DOJ Policy Statement 0801.02 (Removal of and
Access to DOJ Information) establishes policy and procedures for removal of and access to
Department of Justice records and information by transferring, departing, and former Department
of Justice employees. For additional information see ORMP’s website.

Retention: Retention is the length of time a federal record must be kept (either in the office or
at the FRC), because it is needed for ongoing business, in order to document an action, or for
statutory reasons. It is often referred to as a retention period.

Section RIM POCs: Section RIM POCs (aka Records Liaisons or Records Custodians) are the
Section personnel that have situational awareness and Section-level oversight of the Section’s
official records. Within their respective office they provide first-line RIM guidance for that
particular office’s personnel. They coordinate, or act as /iaisons with the RIM Program Team,
throughout the three stages of the Records Lifecycle, as well as with the Subject Matter Experts
(SME) of the RCSs governing the Section’s records. The most up-to-date list of RIM POCs,
may always be found here. For additional information and training on/for Records Liaisons, see
NARA'’s website.

Temporary Records: Temporary Records are records that are eligible for disposal/destruction
after expiration of the retention period (i.e., three years after citizen correspondence is received).
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Training: Training refers to RIM training that promotes awareness and compliance with federal
recordkeeping requirements, as well as the Department’s and Division’s RIM policies and
processes. RIM training must include annual basic training for all staff, and role-based RIM
training for the RIM Program Team, Section RIM POCs, OITC staff, managers, and senior staff.
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