














In addition to those authorities, the Attorney General is also empowered by Congress to
request records pursuant to Title III of the Civil Rights Act of 1960 (“CRA”), codified at 52 U.S.C.
§ 20701, et seq. Section 301 of the CRA requires state and local officials to retain and preserve
records related to voter registration and other acts requisite to voting for any federal office for a period
of 22 months after any federal general, special or primary election. See 52 U.S.C. § 20701.

Section 303 of the CRA provides, in pertinent part, “Any record or paper required by section
20701 of this title to be retained and preserved shall, upon demand in writing by the Attorney General
or his representative directed to the person having custody, possession, or control of such record or
paper, be made available for inspection, reproduction, and copying at the principal office of such
custodian by the Attorney General or his representative...” 52 U.S.C. § 20703.

Pursuant to the foregoing authorities, including the CRA, the Attorney General is demanding
an electronic copy of South Dakota’s complete and current VRL. The purpose of the request is to
ascertain South Dakota’s compliance with the list maintenance requirements of the NVRA and
HAVA.

When providing the electronic copy of the statewide VRL, South Dakota must ensure that it
contains all fields, which includes the registrant’s full name, date of birth, residential address, his or
her state driver’s license number or the last four digits of the registrant’s social security number as
required under the Help America Vote Act (“HAVA”)? to register individuals for federal elections.
See 52 U.S.C. § 21083(a)(S)(A)(1).

To the extent there are privacy concerns, the voter registration list is subject to federal privacy
protections. Section 304 of the CRA provides the answer:

Unless otherwise ordered by a court of the United States, neither the Attorney General nor
any employee of the Department of Justice, nor any other representative of the Attorney
General, shall disclose any record or paper produced pursuant to this chapter, or any
reproduction or copy, except to Congress and any committee thereof, governmental agencies,
and in the presentation of any case or proceeding before any court or grand jury.

Moreover, HAVA specifies that the “last 4 digits of a social security number . . . shall not be
considered a social security number for purposes of section 7 of the Privacy Act of 1974” (5 U.S.C.
§ 552a note); 52 U.S.C. § 21083(c). In addition, any prohibition of disclosure of a motor vehicle
record contained in the Driver’s License Protection Act, codified at 18 U.S.C. § 2721(b)(1), is
exempted when the disclosure is for use by a government agency in carrying out the government
agency’s function to accomplish its enforcement authority as the Justice Department is now doing.
That said, all data received from you will be kept securely and treated consistently with the Privacy
Act.

2 In charging the Attorney General with enforcement of the voter registration list requirements in the HAVA
and in the NVRA, Congress plainly intended that Justice Department be able to conduct an independent
review of each state’s list. Any statewide prohibitions are clearly preempted by federal law.

CRT-0003131






From: Voting Section (CRT) [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/ch=Recipients/cn=e68131d470c24fbfabf066ea776544b0-_MB_VOTSEC]
Sent: 8/7/2025 9:20:56 PM

To: tre.hargett@tnsos.gov; Tre Hargett [Tre.Hargett@tn.gov]
CC: mark.goins@tnsos.gov
Subject: Please see the attached correspondence

Attachments: State of Tennessee.pdf

Dear Secretary Hargett,

Please see the attached correspondence. If you would like to send responsive materials via the Department’s
secure file-sharing platform, Justice Enterprise File Sharing (JEFS), please let us know and we will send you
instructions. Thank you.

Voting Section

Civil Rights Division

U.S. Department of Justice

950 Pennsylvania Ave NW- 4CON
Washington, D.C. 20530
1(800)253-3931

CRT-0003133



U.S. Department of Justice
Civil Rights Division

Voting Section
950 Pennsylvania Ave, NW — 4CON
Washington, DC 20530

August 7, 2025

Via Mail and Email

The Honorable Tre Hargett

Secretary of State

600 Charlotte Ave.

Nashville, TN 37243-1102
tre.hargett@tnsos.gov; tre.hargett@tn.gov

Dear Secretary Hargett:

We write to you as the chief election official for the State of Tennessee to request
Tennessee’s statewide voter registration list and information regarding Tennessee’s procedures
for complying with the statewide voter registration list maintenance provisions of the National
Voter Registration Act (“NVRA”), 52 U.S.C. § 20501 ef seq. On July 8, we contacted you about
obtaining an electronic copy of the statewide voter registration list for purposes of enforcing the
NVRA and the Help America Vote Act, 52 U.S.C. § 20901 et seq, and we are renewing our
request for that information today.

The NVRA requires each state and the District of Columbia to make available for
inspection “all records concerning the implementation of programs and activities conducted for
the purpose of ensuring the accuracy and currency of official lists of eligible voters.” 52 U.S.C.
§ 20507(i)(1). Section 11 of the NVRA authorizes the Attorney General to bring NVRA
enforcement actions. See 52 U.S.C. § 20510.

The plain text of § 20507(1) requires disclosure. The phrase “all records” envisions an
expansive application and includes the registration information of cancelled records and
accompanying voter history. Project Vote/Voting for Am, Inc. v. Long, 682 F.3d 331, 336 (4th
Cir. 2012); see also Voter Reference Foundation, LLC v. Torrez, 727 F.Supp.3d 1014, 1212 (D.
N.M. 2024) (finding “all records” includes voter list). Similarly, “programs and activities
conducted for the purpose of ensuring the accuracy and currency of official lists of eligible
voters” encompasses a broad range of state programs, including the removal of non-citizens from
voter rolls. Id. The capacious language of the Public Disclosure Provision has been found to
“set[] a floor, not a ceiling” to the types of records that must be disclosed. Public Interest Legal
Foundation, Inc. v. Matthews, 589 F.Supp.3d 932, 941 (C.D. 11l. 2022) (citing Project
Vote/Voting for Am., Inc., 682 F.3d at 337). The request for the statewide voter registration list
sits firmly above that floor. Courts have continuously found that Section 8(i) requires the
disclosure of voter registration records. See, e.g., Public Interest Legal Foundation v. Boockvar,
431 F.Supp.3d 553, 556 (M.D. Pa. 2019) (permitting disclosure of documents regarding “all
registrants who were identified as potentially not satisfying the citizenship
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CcC:

Mark Goins

Coordinator of Elections

312 Rosa L. Parks Avenue, 7th Floor
Nashville, TN 37243-1102
mark.goins@tnsos.gov
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The Help America Vote Act (“HAVA”), 52 U.S.C. § 20501, ef seq., also provides authority
for the Justice Department to seek the State’s VRL via Section 401, which makes the Attorney
General solely responsible for actions to enforce HAVA’s computerized statewide voter registration
list requirements. See 52 U.S.C. § 21111; see also Brunner v. Ohio Republican Party, 555 U.S. 5, 6

(2008) (per curiam) (finding there is no private right of action to enforce those requirements in
HAVA).

In addition to those authorities, the Attorney General is also empowered by Congress to
request records pursuant to Title III of the Civil Rights Act of 1960 (“CRA”), codified at 52 U.S.C.
§ 20701, et seq. Section 301 of the CRA requires state and local officials to retain and preserve
records related to voter registration and other acts requisite to voting for any federal office for a period
of 22 months after any federal general, special or primary election. See 52 U.S.C. § 20701.

Section 303 of the CRA provides, in pertinent part, “Any record or paper required by section
20701 of this title to be retained and preserved shall, upon demand in writing by the Attorney General
or his representative directed to the person having custody, possession, or control of such record or
paper, be made available for inspection, reproduction, and copying at the principal office of such
custodian by the Attorney General or his representative...” 52 U.S.C. § 20703.

Pursuant to the foregoing authorities, including the CRA, the Attorney General is demanding
an electronic copy of Tennessee’s complete and current VRL. The purpose of the request is to
ascertain Tennessee’s compliance with the list maintenance requirements of the NVRA and HAVA.

When providing the electronic copy of the statewide VRL, Tennessee must ensure that it
contains all fields, which includes either the registrant’s full name, date of birth, residential address,
his or her state driver’s license number, or the last four digits of the registrant’s social security number
as required under the Help America Vote Act (“HAVA™)? to register individuals for federal elections.
See 52 U.S.C. § 21083(a)(S)(A)(1).

To the extent there are privacy concerns, the voter registration list is subject to federal privacy
protections. Section 304 of the CRA provides the answer:

Unless otherwise ordered by a court of the United States, neither the Attorney General nor
any employee of the Department of Justice, nor any other representative of the Attorney
General, shall disclose any record or paper produced pursuant to this chapter, or any
reproduction or copy, except to Congress and any committee thereof, governmental agencies,
and in the presentation of any case or proceeding before any court or grand jury.

HAVA specifies that the “last 4 digits of a social security number . . . shall not be considered
a social security number for purposes of section 7 of the Privacy Act of 1974” (5 U.S.C. § 552a note);
52 U.S.C. § 21083(c). In addition, any prohibition of disclosure of a motor vehicle record contained

2 In charging the Attorney General with enforcement of the voter registration list requirements in HAVA and
in the NVRA, Congress plainly intended that DOJ be able to conduct an independent review of each state’s
list. Any statewide prohibitions are clearly preempted by federal law.
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From: Voting Section (CRT) [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/ch=Recipients/cn=e68131d470c24fbfabf066ea776544b0-_MB_VOTSEC]

Sent: 8/7/2025 9:08:56 PM

To: jnelson@sos.texas.gov; secretary@sos.texas.gov
CC: cadkins@sos.texas.gov

Subject: Please see the attached correspondence

Attachments: State of Texas.pdf

Dear Secretary Nelson,

Please see the attached correspondence. If you would like to send responsive materials via the Department’s
secure file-sharing platform, Justice Enterprise File Sharing (JEFS), please let us know and we will send you
instructions. Thank you.

Voting Section

Civil Rights Division

U.S. Department of Justice

950 Pennsylvania Ave NW- 4CON
Washington, D.C. 20530
1(800)253-3931
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U.S. Department of Justice
Civil Rights Division

Voting Section
950 Pennsylvania Ave, NW — 4CON
Washington, DC 20530

August 7, 2025

Via Mail and Email

The Honorable Jane Nelson

Secretary of State

P.O. Box 12887

Austin, TX 78701

Jjnelson@sos.texas.gov; secretary(@sos.texas.gov

Dear Secretary Nelson:

We write to you as the chief election official for the State of Texas to request Texas’
statewide voter registration list and information regarding Texas’ procedures for complying with
the statewide voter registration list maintenance provisions of the National Voter Registration
Act (“NVRA”), 52 U.S.C. § 20501 ef seq. On July 8, we contacted your office about obtaining
an electronic copy of the statewide voter registration list for purposes of enforcing the NVRA
and the Help America Vote Act, 52 U.S.C. § 20901 ef seq, and we are renewing our request for
that information today.

The NVRA requires each state and the District of Columbia to make available for
inspection “all records concerning the implementation of programs and activities conducted for
the purpose of ensuring the accuracy and currency of official lists of eligible voters.” 52 U.S.C.
§ 20507(i)(1). Section 11 of the NVRA authorizes the Attorney General to bring NVRA
enforcement actions. See 52 U.S.C. § 20510.

The plain text of § 20507(1) requires disclosure. The phrase “all records” envisions an
expansive application and includes the registration information of cancelled records and
accompanying voter history. Project Vote/Voting for Am, Inc. v. Long, 682 F.3d 331, 336 (4th
Cir. 2012); see also Voter Reference Foundation, LLC v. Torrez, 727 F.Supp.3d 1014, 1212 (D.
N.M. 2024) (finding “all records” includes voter list). Similarly, “programs and activities
conducted for the purpose of ensuring the accuracy and currency of official lists of eligible
voters” encompasses a broad range of state programs, including the removal of non-citizens from
voter rolls. Id. The capacious language of the Public Disclosure Provision has been found to
“set[] a floor, not a ceiling” to the types of records that must be disclosed. Public Interest Legal
Foundation, Inc. v. Matthews, 589 F.Supp.3d 932, 941 (C.D. Ill. 2022) (citing Project
Vote/Voting for Am., Inc., 682 F.3d at 337). The request for the statewide voter registration list
sits firmly above that floor. Courts have continuously found that Section 8(i) requires the
disclosure of voter registration records. See, e.g., Public Interest Legal Foundation v. Boockvar,
431 F.Supp.3d 553, 556 (M.D. Pa. 2019) (permitting disclosure of documents regarding “all
registrants who were identified as potentially not satisfying the citizenship
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CcC:

Christina Adkins
Director of Elections
1019 Brazos St.
Austin, TX 78701
cadkins@sos.texas.gov
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The Help America Vote Act (“HAVA”), 52 U.S.C. § 20501, ef seq., also provides authority
for the Justice Department to seek the State’s VRL via Section 401, which makes the Attorney
General solely responsible for actions to enforce HAVA’s computerized statewide voter registration
list requirements. See 52 U.S.C. § 21111; see also Brunner v. Ohio Republican Party, 555 U.S. 5, 6
(2008) (per curiam) (finding there is no private right of action to enforce those requirements in
HAVA).

In addition to those authorities, the Attorney General is also empowered by Congress to
request records pursuant to Title III of the Civil Rights Act of 1960 (“CRA”), codified at 52 U.S.C.
§ 20701, et seq. Section 301 of the CRA requires state and local officials to retain and preserve
records related to voter registration and other acts requisite to voting for any federal office for a period
of 22 months after any federal general, special or primary election. See 52 U.S.C. § 20701.

Section 303 of the CRA provides, in pertinent part, “Any record or paper required by section
20701 of this title to be retained and preserved shall, upon demand in writing by the Attorney General
or his representative directed to the person having custody, possession, or control of such record or
paper, be made available for inspection, reproduction, and copying at the principal office of such
custodian by the Attorney General or his representative...” 52 U.S.C. § 20703.

Pursuant to the foregoing authorities, including the CRA, the Attorney General is demanding
an electronic copy of Texas’s complete and current VRL. The purpose of the request is to ascertain
Texas’s compliance with the list maintenance requirements of the NVRA and HAVA.

When providing the electronic copy of the statewide VRL, Texas must ensure that it contains
all fields, which includes either the registrant’s full name, date of birth, residential address, his or her
state driver’s license number, or the last four digits of the registrant’s social security number as
required under the Help America Vote Act (“HAVA”)? to register individuals for federal elections.
See 52 U.S.C. § 21083(a)(S)(A)(1).

To the extent there are privacy concerns, the voter registration list is subject to federal privacy
protections. Section 304 of the CRA provides the answer:

Unless otherwise ordered by a court of the United States, neither the Attorney General nor
any employee of the Department of Justice, nor any other representative of the Attorney
General, shall disclose any record or paper produced pursuant to this chapter, or any
reproduction or copy, except to Congress and any committee thereof, governmental agencies,
and in the presentation of any case or proceeding before any court or grand jury.

HAVA specifies that the “last 4 digits of a social security number . . . shall not be considered
a social security number for purposes of section 7 of the Privacy Act of 1974” (5 U.S.C. § 552a note);
52 U.S.C. § 21083(c). In addition, any prohibition of disclosure of a motor vehicle record contained

2 In charging the Attorney General with enforcement of the voter registration list requirements in HAVA and
in the NVRA, Congress plainly intended that DOJ be able to conduct an independent review of each state’s
list. Any statewide prohibitions are clearly preempted by federal law.
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U.S. Department of Justice

Civil Rights Division

CONFIDENTIAL MEMORANDUM OF UNDERSTANDING

I. PARTIES & POINTS OF CONTACT.

Requester

Federal Agency Name: Civil Rights Division, U.S. Department of Justice
VRL/Data User; Eric Neff

Title: Acting Chief, Voting Section

Address: 150 M St. NE, Ste. 8-139, Washington DC 20002

Phone: (202) 704-5430

VRL/Data Provider

State Agency Name: Office of the Texas Secretary of State
Custodian: Adam Bitter

Title: General Counsel

Address: P.O. Box 12697, Austin, Texas 78711-2697
Phone: (512) 475-2813

The parties to this Memorandum of Understanding (“MOU” or “Agreement”) are the

Department of Justice, Civil Rights Division (“Justice Department” or “Department”), and the State of

Texas (“Texas”).

II. AUTHORITY.

By this Agreement, Texas has agreed to, and will, provide an electronic copy of your state’s
complete statewide Voter Registration List (“VRL” or “VRL/Data”) to the Civil Rights Division
of the U.S. Department of Justice (at times referred to as the “Department”). The VRL/Data must
include, among other fields of data, the voter registrant’s full name, date of birth, residential

address, his or her state driver’s license number or the last four digits of the registrant’s social

1
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security number as required under the HAVA to register individuals for federal elections. See 52

U.S.C. § 21083(2)(5)(A).

The authorities by which this information is requested by the Department of Justice are:

National Voter Registration Act of 1993, 52 U.S.C. § 20501, et seq.

Attorney General’s authority under Section 11 of the NVRA to bring enforcement
actions. See 52 U.S.C. § 20501(a).

Help America Vote Act of 2002, 52 U.S.C. § 20901, et seq.

Attorney General’s authority to enforce the Help America Vote Act under 53 U.S.C. §
21111.

Attorney General authority to request records pursuant to Title III of the Civil Rights
Act of 1960 (“CRA”), codified at 52 U.S.C. § 20701, et seq.

The Privacy Act of 1974, 5 U.S.C. § 552a, as amended.

III. PURPOSE.

A VRL is a Voter Registration List pursuant to the NVRA and HAVA, commonly referred

to as “voter roll,” compiled by a state — often from information submitted by counties — containing

a list of all the state’s eligible voters. Regardless of the basis for ineligibility, ineligible voters do

not appear on a state’s VRL when proper list maintenance is performed by states. The Justice

Department is requesting your state’s VRL to test, analyze, and assess states’ VRLs for proper list

maintenance and compliance with federal law. In the event the Justice Department’s analysis of a

VRL results in list maintenance issues, insufficiency, inadequacy, anomalies, or concerns, the

Justice Department will notify your state’s point of contact of the issues to assist your state with

curing.
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The purpose of this MOU is to establish the parties’ understanding as to the security protections
for data transfer and data access by the Department of Justice of the electronic copy of the

statewide voter registration list, including all fields requested by the Department of Justice.

IV. TIMING OF AGREEMENT - TIME IS OF ESSENCE.

Although the Justice Department is under no such obligation as a matter of law, because
this Agreement is proposed, made, and to be entered into at your state’s request as part of your
state’s transmission of its VRL to the Justice Department, this Agreement is to be fully executed
within seven (7) days of the Justice Department presenting this Agreement to you. Both parties
agree that no part of this Agreement or execution is intended to, or will, cause delay of the
transmission of your state’s VRL to the Justice Department for analysis.

V. TIMING OF VRL/DATA TRANSFER.

You agree to transfer an electronic copy of your state’s complete statewide VRL/Data to
the Civil Rights Division of the U.S. Department of Justice as described in Section III of this
Agreement no later than five (5) business days from the execution of this Agreement, which is
counted from the last day of the last signatory.

VI. METHOD OF VRL/DATA ACCESS OR TRANSFER.

The VRL will be submitted by your state via the Department of Justice’s secure file-sharing
system, i.e., Justice Enterprise File Sharing (JEFS™). A separate application to use JEFS must be
completed and submitted by your state through the Civil Rights Help Desk. JEFS implements
strict access controls to ensure that each user can only access their own files. All files and folders
are tied to a specific user, and each user has defined permissions that govern how they may interact

with those files (e.g., read, write, or read-only).
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Whenever a user attempts to access a file or folder, JEFS validates the request against the
assigned permissions to confirm that the user is explicitly authorized. This process guarantees that
users can only access files and folders only where they have permission. Users are also limited to
the authorized type of interaction with each file or folder. Within the Department of Justice, access
to JEFS is restricted to specific roles: Litigation Support, IT staff, and Civil Rights Division staff.
VII. LOCATION OF DATA AND CUSTODIAL RESPONSIBILITY.

The parties mutually agree that the Civil Rights Division (also “Department”) will be
designated as “Custodian” of the file(s) and will be responsible for the observance of all conditions
for use and for establishment and maintenance of security agreements as specified in this
agreement to prevent unauthorized use. The information that the Department is collecting will be
maintained consistent with the Privacy Act of 1974, 5 U.S.C. § 552a. The full list of routine uses
for this collection of information can be found in the Systems of Record Notice (“SORN?) titled,
JUSTICE/CRT - 001, “Central Civil Rights Division Index File and Associated Records,” 68 Fed.
Reg. 47610-01, 611 (August 11, 2003); 70 Fed. Reg. 43904-01 (July 29, 2005); and 82 Fed. Reg.
24147-01 (May 25, 2017). It should be noted that the statutes cited for routine use include NVRA,
HAVA, and the Civil Rights Act of 1960, and the Justice Department is making our request
pursuant to those statutes. The records in the system of records are kept under the authority of 44
U.S.C. § 3101 and in the ordinary course of fulfilling the responsibility assigned to the Civil Rights
Division under the provisions of 28 C.F.R. §§ 0.50, 0.51.

VRL/Data storage is similar to the restricted access provided on JEFS and complies with
the SORN: Information in computer form is safeguarded and protected in accordance with
applicable Department security regulations for systems of records. Only a limited number of staff

members who are assigned a specific identification code will be able to use the computer to access

CRT-0003152



the stored information. However, a section may decide to allow its employees access to the system
in order to perform their official duties.

All systems storing the VRL data will comply with all security requirements applicable to
Justice Department systems, including but not limited to all Executive Branch system security
requirements (e.g., requirements imposed by the Office of Management and Budget [OMB] and
National Institute of Standards and Technology [NIST]), Department of Justice IT Security
Standards, and Department of Justice Order 2640.2F.

VIII. NVRA/HAVA COMPLIANT VOTER REGISTRATION LIST.

After analysis and assessment of your state’s VRL, the Justice Department will securely
notify you or your state of any voter list maintenance issues, insufficiencies, inadequacies,
deficiencies, anomalies, or concerns, the Justice Department found when testing, assessing, and
analyzing your state’s VRL for NVRA and HAVA compliance, i.e., that your state’s VRL only
includes eligible voters.

You agree therefore that within forty-five (45) days of receiving that notice from the Justice
Department of any issues, insufficiencies, inadequacies, deficiencies, anomalies, or concerns, your
state will clean its VRL/Data by removing ineligible voters and resubmit the updated VRL/Data
to the Civil Rights Division of the Justice Department to verify proper list maintenance has
occurred by your state pursuant to the NVRA and HAVA.

IX. CONFIDENTIALITY & DEPARTMENT SAFEGUARDS.

Any member of the Justice Department in possession of a VRL/Data will employ
reasonable administrative, technical, and physical safeguards designed to protect the security and
confidentiality of such data. Compliance with these safeguards will include secure user
authentication protocols deploying either: (i) Two-Factor Authentication (“2FA”), which requires

users to go through two layers of security before access is granted to the system; or (ii) the
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assignment of unique user identifications to each person with computer access plus unique
complex passwords, which are not vendor supplied default passwords.

The Department will activate audit logging for the records, files, and data containing the
state’s VRL/Data in order to identify abnormal use, as well as to track access control, on
computers, servers and/or Devices containing the VRL/Data.

For all devices storing records, files, and data containing the VRL/Data: there is (i) up-to-
date versions of system security agent software that includes endpoint protection and malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis; and (ii) up-to-date operating system security
patches designed to maintain the integrity of the personal information.

For all devices storing records, files, and data containing the VRL/Data: there is (i)
controlled and locked physical access for the Device; and (ii) the prohibition of the connection of
the Device to public or insecure home networks.

There will be no copying of records, files, or data containing the VRL/Data to unencrypted
USB drives, CDs, or external storage. In addition, the use of devices outside of moving the records,
files, or data to the final stored device location shall be limited.

Any notes, lists, memoranda, indices, compilations prepared or based on an examination
of VRL/Data or any other form of information (including electronic forms), that quote from,
paraphrase, copy, or disclose the VRL/Data with such specificity that the VRL/Data can be
identified, or by reasonable logical extension can be identified will not be shared by the
Department. Any summary results, however, may be shared by the Department.

In addition to the Department’s enforcement efforts, the Justice Department may use the

information you provide for certain routine, or pre-litigation or litigation purposes including:
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present VRL/Data to a court, magistrate, or administrative tribunal; a contractor with the
Department of Justice who needs access to the VRIL./Data information in order to perform duties
related to the Department’s list maintenance verification procedures. Recipients of information
shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant
to 5 U.S.C. § 552a(m).

X. LOSS OR BREACH OF DATA.

If a receiving party discovers any loss of VRL/Data, or a breach of security, including any
actual or suspected unauthorized access, relating to VRL/Data, the receiving party shall, at its own
expense immediately provide written notice to the producing party of such breach; investigate and
make reasonable and timely efforts to remediate the effects of the breach, and provide the
producing party with assurances reasonably satisfactory to the producing party that such breach
shall not recur; and provide sufficient information about the breach that the producing party can
reasonably ascertain the size and scope of the breach. The receiving party agrees to cooperate with
the producing party or law enforcement in investigating any such security incident. In any event,
the receiving party shall promptly take all necessary and appropriate corrective action to terminate
unauthorized access.

XI. DESTRUCTION OF DATA.

The Department will destroy all VRL/Data associated with actual records as soon as the
purposes of the list maintenance project have been accomplished and the time required for records
retention pursuant to applicable law has passed. When the project is complete and such retention
requirements by law expires, the Justice Department will:

1. Destroy all hard copies containing confidential data (e.g., shredding);
2. Archive and store electronic data containing confidential information offline in a

secure location; and
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3. All other data will be erased or maintained in a secured area.

OTHER PROVISIONS.

. Conlflicts. This MOU constitutes the full MOU on this subject between the Department

and your state. Any inconsistency or conflict between or among the provisions of this
MOU, will be resolved in the following order of precedence: (1) this MOU and (2) other

documents incorporated by reference in this MOU (e.g., transaction charges).

. Severability. Nothing in this MOU is intended to conflict with current law or regulation

or the directives of Department, or the your state. If a term of this MOU is inconsistent
with such authority, then that term shall be invalid but, to the extent allowable, the

remaining terms and conditions of this MOU shall remain in full force and effect.

. Assignment. Your state may not assign this MOU, nor may it assign any of its rights or

obligations under this MOU. To the extent allowable by law, this MOU shall inure to the
benefit of, and be binding upon, any successors to the Justice Department and your state

without restriction.

. Waiver. No waiver by either party of any breach of any provision of this MOU shall

constitute a waiver of any other breach. Failure of either party to enforce at any time, or

from time to time, any provision of this MOU shall not be construed to be a waiver thereof.

. Compliance with Other Laws. Nothing in this MOU is intended or should be construed to

limit or affect the duties, responsibilities, and rights of the User Agency under the National
Voter Registration Act, 52 U.S.C. § 20501 et seq., as amended; the Help America Vote
Act, 52 U.S.C. § 20901 ef seq., as amended; the Voting Rights Act, 52 U.S.C. § 10301 et

seq., as amended; and the Civil Rights Act, 52 U.S.C. § 10101 et seq., as amended.

. Confidentiality of MOU. To the extent allowed by applicable law, this MOU, its contents,

and the drafts and communications leading up to the execution of this MOU are deemed
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by the parties as “confidential.” Any disclosures therefore could be made, if at all,

pursuant to applicable laws or court orders requiring such disclosures.

SIGNATURES

VRIL/Data Provider

State Agean of the Texas Secretary of State 7 / .,( / o
Signature: '’ Date of Execution: } y L5

Authorized Signatory Name Printed: Adam Bitter

Title: General Counsel

Requester
Federal Agency Name: Civil Rights Division, U.S. Department of Justice

Signamre: Z‘J"/‘W Date of Execution: 12/9/2025
o7/

Authorized Signatory Name Printed:_Eric Neff

Title: Acting Chief, Voting Section, Civil Rights Division
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From: Voting Section (CRT) [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/ch=Recipients/cn=e68131d470c24fbfabf066ea776544b0-_MB_VOTSEC]
Sent: 7/15/2025 2:46:31 PM

To: deidrehenderson@utah.gov
CC: ryancowley@utah.gov
Subject: Please see the attached correspondence

Attachments: State of Utah.pdf

Dear Lieutenant Governor Henderson,

Please see the attached correspondence. If you would like to send responsive materials via the Department's
secure file-sharing platform, Justice Enterprise File Sharing (JEFS), please let us know and we will send you
instructions. Thank you.

Voting Section

Civil Rights Division

U.S. Department of Justice

950 Pennsylvania Ave NW- 4CON
Washington, D.C. 20530
1(800)253-3931
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Additionally, please provide the following information in electronic form. The time period for
these requests is close of registration for the November 2022 general election through the close
of registration for the November 2024 general election, the same time period as the most recent
report from the Election Assistance Commission’s Election Administration and Voting Survey
(“EAVS”). If you are unable to provide the data, please explain why the data is not available.

1. A review of the most recent EAVS report shows that Utah has the lowest rate in the
nation for voter registration records removed from the voter registration rolls. Only four
of Utah’s twenty-nine counties provided data regarding removals in response to Question
Al2a. Please supply the data for the twenty-five remaining counties. Additionally, please
explain what actions the State is taking to ensure that voters who should not be on the
voter roll are being removed.

2. No data was listed for any county in Utah in the EAVS survey for Question A3d, which
asks for information regarding registration transactions submitted by persons already
registered to vote. Please provide the data on duplicate registrations for each county in
Utah. If such registrations were merged or linked with another record, please provide that
information. Additionally, please explain Utah’s process for determining duplicates and
what happens to the duplicate registrations.

3. Most counties in Utah reported no data for Questions A10b through A10f, which track
the outcome of Confirmation Notices that were mailed to registrants. Only six counties
provided data for any category and only two counties provided data for all categories.
The information on confirmation notices that Utah did provide indicates that those
reporting counties generally did not know the result of the confirmation notice. 180,061
(65.8%) of the Result of Confirmation Notice were listed as “not categorized.” Please
provide the data for each county in Utah for Questions A10b through A10f.

4. Most counties in Utah provided no data on the reasons that voters were removed from the
registration rolls, as is requested by Questions A12b through A12h. Only two counties in
Utah reported data for voters removed because they moved outside the jurisdiction. Only
one county reported data for voters removed because they failed to respond to a sent
confirmation notice and failed to vote in the two most recent federal elections. All other
categories — including removal of deceased voters, voter’s request for removal, felony,
and mental incompetence — had no data reported for any county. Please provide the data
for each county in Utah for Questions A12b through A12h.

5. Inresponse to Question Al2e, Utah reported an aggregate total of 45,342 registrants
removed for failure to return confirmation notices. This number is 263.7% of all voters
removed from the state registration list, which Utah reported as 17,196. Please provide an
explanation for the discrepancy.

Please provide a description of the steps that Utah has taken, and when those steps were taken, to

identify registered voters who are ineligible to vote as well as the procedures the state used to
remove those ineligible voters from the registration list. Please identify the number of registered
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the last four digits of the registrant’s social security number as required under the HAV A to register
individuals for federal elections. See 52 U.S.C. § 21083(a)(5)(A).
The authorities by which this information is requested by the Department of Justice are:
e National Voter Registration Act of 1993, 52 U.S.C. § 20501, et seq.
e Attorney General’s authority under Section 11 of the NVRA to bring enforcement
actions. See 52 U.S.C. § 20510(a).
e Help America Vote Act 0of 2002, 52 U.S.C. § 20901, ef seq.
e Attorney General’s authority to enforce the Help America Vote Act under 53 U.S.C. §
21111.
e Attorney General authority to request records pursuant to Title III of the Civil Rights
Act of 1960 (“CRA”), codified at 52 U.S.C. § 20701, ef seq.

e The Privacy Act of 1974, 5 U.S.C. § 552a, as amended.

I11. PURPOSE.

A VRL is a Voter Registration List pursuant to the NVRA and HAV A, commonly referred
to as “voter roll,” compiled by a state — often from information submitted by counties — containing
a list of all the state’s eligible voters. Regardless of the basis for ineligibility, ineligible voters do
not appear on a state’s VRL when proper list maintenance is performed by states. The Justice
Department is requesting your state’s VRL to test, analyze, and assess states’ VRLs for proper list
maintenance and compliance with federal law. In the event the Justice Department’s analysis of a
VRL results in list maintenance issues, insufficiency, inadequacy, anomalies, or concerns, the
Justice Department will notify your state’s point of contact of the issues to assist your state with

curing.
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The purpose of this MOU is to establish the parties’ understanding as to the security protections
for data transfer and data access by the Department of Justice of the electronic copy of the

statewide voter registration list, including all fields requested by the Department of Justice.

IV.  TIMING OF AGREEMENT - TIME IS OF ESSENCE.

Although the Justice Department is under no such obligation as a matter of law, because
this Agreement is proposed, made, and to be entered into at your state’s request as part of your
state’s transmission of its VRL to the Justice Department, this Agreement is to be fully executed
within seven (7) days of the Justice Department presenting this Agreement to you. Both parties
agree that no part of this Agreement or execution is intended to, or will, cause delay of the
transmission of your state’s VRL to the Justice Department for analysis.

V. TIMING OF VRL/DATA TRANSFER.

You agree to transfer an electronic copy of your state’s complete statewide VRL/Data to
the Civil Rights Division of the U.S. Department of Justice as described in Section III of this
Agreement no later than five (5) business days from the execution of this Agreement, which is
counted from the last day of the last signatory.

V. METHOD OF VRL/DATA ACCESS OR TRANSFER.

The VRL will be submitted by your state via the Department of Justice’s secure file-sharing
system, i.e., Justice Enterprise File Sharing (JEFS”). A separate application to use JEFS must be
completed and submitted by your state through the Civil Rights Help Desk. JEFS implements
strict access controls to ensure that each user can only access their own files. All files and folders
are tied to a specific user, and each user has defined permissions that govern how they may interact

with those files (e.g., read, write, or read-only).
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Whenever a user attempts to access a file or folder, JEFS validates the request against the
assigned permissions to confirm that the user is explicitly authorized. This process guarantees that
users can only access files and folders only where they have permission. Users are also limited to
the authorized type of interaction with each file or folder. Within the Department of Justice, access
to JEFS is restricted to specific roles: Litigation Support, IT staff, and Civil Rights Division staff.
VII. LOCATION OF DATA AND CUSTODIAL RESPONSIBILITY.

The parties mutually agree that the Civil Rights Division (also “Department”) will be
designated as “Custodian” of the file(s) and will be responsible for the observance of all conditions
for use and for establishment and maintenance of security agreements as specified in this
agreement to prevent unauthorized use. The information that the Department is collecting will be
maintained consistent with the Privacy Act of 1974, 5 U.S.C. § 552a. The full list of routine uses
for this collection of information can be found in the Systems of Record Notice (“SORN”) titled,
JUSTICE/CRT - 001, “Central Civil Rights Division Index File and Associated Records,” 68 Fed.
Reg. 47610-01, 611 (August 11, 2003); 70 Fed. Reg. 43904-01 (July 29, 2005); and 82 Fed. Reg.
24147-01 (May 25, 2017). It should be noted that the statutes cited for routine use include NVRA,
HAVA, and the Civil Rights Act of 1960, and the Justice Department is making our request
pursuant to those statutes. The records in the system of records are kept under the authority of 44
U.S.C. § 3101 and in the ordinary course of fulfilling the responsibility assigned to the Civil Rights
Division under the provisions of 28 C.F.R. §§ 0.50, 0.51.

VRL/Data storage is similar to the restricted access provided on JEFS and complies with
the SORN: Information in computer form is safeguarded and protected in accordance with
applicable Department security regulations for systems of records. Only a limited number of staff

members who are assigned a specific identification code will be able to use the computer to access
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the stored information. However, a section may decide to allow its employees access to the system
in order to perform their official duties.

All systems storing the VRL data will comply with all security requirements applicable to
Justice Department systems, including but not limited to all Executive Branch system security
requirements (e.g., requirements imposed by the Office of Management and Budget [OMB] and
National Institute of Standards and Technology [NIST]), Department of Justice IT Security
Standards, and Department of Justice Order 2640.2F.

VIII. NVRA/HAVA COMPLIANT VOTER REGISTRATION LIST.

After analysis and assessment of your state’s VRL, the Justice Department will securely
notify you or your state of any voter list maintenance issues, insufficiencies, inadequacies,
deficiencies, anomalies, or concerns, the Justice Department found when testing, assessing, and
analyzing your state’s VRL for NVRA and HAVA compliance, i.e., that your state’s VRL only
includes eligible voters.

You agree therefore that within forty-five (45) days of receiving that notice from the Justice
Department of any issues, insufficiencies, inadequacies, deficiencies, anomalies, or concerns, your
state will clean its VRL/Data by removing ineligible voters and resubmit the updated VRL/Data
to the Civil Rights Division of the Justice Department to verify proper list maintenance has
occurred by your state pursuant to the NVRA and HAVA.

IX. CONFIDENTIALITY & DEPARTMENT SAFEGUARDS.

Any member of the Justice Department in possession of a VRL/Data will employ
reasonable administrative, technical, and physical safeguards designed to protect the security and
confidentiality of such data. Compliance with these safeguards will include secure user
authentication protocols deploying either: (i) Two-Factor Authentication (“2FA”), which requires

users to go through two layers of security before access is granted to the system; or (ii) the
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assignment of unique user identifications to each person with computer access plus unique
complex passwords, which are not vendor supplied default passwords.

The Department will activate audit logging for the records, files, and data containing the
state’s VRL/Data in order to identify abnormal use, as well as to track access control, on
computers, servers and/or Devices containing the VRL/Data.

For all devices storing records, files, and data containing the VRL/Data: there is (i) up-to-
date versions of system security agent software that includes endpoint protection and malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis; and (ii) up-to-date operating system security
patches designed to maintain the integrity of the personal information.

For all devices storing records, files, and data containing the VRL/Data: there is (i)
controlled and locked physical access for the Device; and (ii) the prohibition of the connection of
the Device to public or insecure home networks.

There will be no copying of records, files, or data containing the VRL/Data to unencrypted
USB drives, CDs, or external storage. In addition, the use of devices outside of moving the records,
files, or data to the final stored device location shall be limited.

Any notes, lists, memoranda, indices, compilations prepared or based on an examination
of VRL/Data or any other form of information (including electronic forms), that quote from,
paraphrase, copy, or disclose the VRL/Data with such specificity that the VRL/Data can be
identified, or by reasonable logical extension can be identified will not be shared by the
Department. Any summary results, however, may be shared by the Department.

In addition to the Department’s enforcement efforts, the Justice Department may use the

information you provide for certain routine, or pre-litigation or litigation purposes including:
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present VRL/Data to a court, magistrate, or administrative tribunal; a contractor with the
Department of Justice who needs access to the VRL/Data information in order to perform duties
related to the Department’s list maintenance verification procedures. Recipients of information
shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant
to 5 U.S.C. § 552a(m).

X. LOSS OR BREACH OF DATA.

If a receiving party discovers any loss of VRL/Data, or a breach of security, including any
actual or suspected unauthorized access, relating to VRL/Data, the receiving party shall, at its own
expense immediately provide written notice to the producing party of such breach; investigate and
make reasonable and timely efforts to remediate the effects of the breach, and provide the
producing party with assurances reasonably satisfactory to the producing party that such breach
shall not recur; and provide sufficient information about the breach that the producing party can
reasonably ascertain the size and scope of the breach. The receiving party agrees to cooperate with
the producing party or law enforcement in investigating any such security incident. In any event,
the receiving party shall promptly take all necessary and appropriate corrective action to terminate
unauthorized access.

XI. DESTRUCTION OF DATA.

The Department will destroy all VRL/Data associated with actual records as soon as the
purposes of the list maintenance project have been accomplished and the time required for records
retention pursuant to applicable law has passed. When the project is complete and such retention
requirements by law expires, the Justice Department will:

1. Destroy all hard copies containing confidential data (e.g., shredding);
2. Archive and store electronic data containing confidential information offline in a

secure location; and
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XII.

3. All other data will be erased or maintained in a secured area.

OTHER PROVISIONS.

. Conflicts. This MOU constitutes the full MOU on this subject between the Department

and your state. Any inconsistency or conflict between or among the provisions of this
MOU, will be resolved in the following order of precedence: (1) this MOU and (2) other

documents incorporated by reference in this MOU (e.g., transaction charges).

. Severability. Nothing in this MOU is intended to conflict with current law or regulation

or the directives of Department, or the your state. If a term of this MOU is inconsistent
with such authority, then that term shall be invalid but, to the extent allowable, the

remaining terms and conditions of this MOU shall remain in full force and effect.

. Assignment. Your state may not assign this MOU, nor may it assign any of its rights or

obligations under this MOU. To the extent allowable by law, this MOU shall inure to the
benefit of, and be binding upon, any successors to the Justice Department and your state

without restriction.

. Waiver. No waiver by either party of any breach of any provision of this MOU shall

constitute a waiver of any other breach. Failure of either party to enforce at any time, or

from time to time, any provision of this MOU shall not be construed to be a waiver thereof.

. Compliance with Other Laws. Nothing in this MOU is intended or should be construed to

limit or affect the duties, responsibilities, and rights of the User Agency under the National
Voter Registration Act, 52 U.S.C. § 20501 ef seq., as amended; the Help America Vote
Act, 52 U.S.C. § 20901 et seq., as amended; the Voting Rights Act, 52 U.S.C. § 10301 et

seq., as amended; and the Civil Rights Act, 52 U.S.C. § 10101 et seq., as amended.

. Confidentiality of MOU. To the extent allowed by applicable law, this MOU, its contents,

and the drafts and communications leading up to the execution of this MOU are deemed
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by the parties as “confidential.” Any disclosures therefore could be made, if at all,

pursuant to applicable laws or court orders requiring such disclosures.

SIGNATURES

VRL/Data Provider
State Agency Name:

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:

Requester
Federal Agency Name: Civil Rights Division, U.S. Department of Justice

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:
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ascertain Utah’s compliance with the list maintenance requirements of the NVRA and HAVA.” The
second letter also referenced DOJ’s confidentiality obligations under the CRA, but those
confidentiality obligations are imposed only by the CRA, not by any statute mentioned in the first
letter.

Given these variations in purpose and authority, we kindly request clarification on the
specific objectives behind these requests and the applicable legal authority. Our goal is to ensure
that we fully understand and address the DOJ’s concerns while respecting all relevant state and
federal legal requirements.

Intended Use

We also request clarity regarding how the requested information may be used or shared.
Initially, the authority cited for the request was a statute allowing inspection of individual records.
We’d like to understand whether our entire VRL—containing highly sensitive personally
identifiable information—will be made available to the public, as implied by the references in the
first letter. And if the DOJ considers the VRL to have been produced under the CRA (as the second
letter suggests), we would appreciate clarification on which government agencies might receive the
VRL from the DOIJ. If any groups, agencies, or entities outside of the DOJ may have, or will be
given, access to this data, we’d like clarification on both the authority and purpose for that access,
as well as how the private information will be protected in accordance with the Privacy Act.

Request for Clarification

As demonstrated above, the DOJ has not clearly articulated the specific legal authority
supporting its request for Utah’s VRL containing personal identifying information of all Utah
voters. Additionally, it remains unclear whether the VRL, if provided, would be maintained as
strictly confidential and not disseminated to other governmental agencies or outside entities.
Before proceeding with further legal analysis regarding the appropriateness of releasing the VRL,
we kindly request clarification on the following points:

e What explicit authority does the DOJ rely on to request the entire VRL, including all
personal identifying information of Utah voters? If this authority is based on the NVRA,
should we be concerned that the NVRA does not appear to impose strict confidentiality
requirements on the DOJ? Conversely, if the authority is based on the CRA, which does
impose confidentiality obligations on the DOJ, under what circumstances might the DOJ
share the VRL with other governmental agencies?

e Will the DOJ share the VRL with any non-governmental individuals or entities, such as
advocacy organizations?
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e Does the DOJ intend to match any information in the VRL against any other databases,
whether federal, state, or non-governmental? If so, please specify which databases and the
purposes of such comparisons.

e What is the relevant timeframe for this request? The initial communication specified a
period from the close of registration for the November 2022 general election through the
close of registration for the November 2024 election. This timeframe begins approximately
36 months ago. But the CRA——cited in the second letter as the authority for this
request—imposes recordkeeping obligations for only 22 months following the date of any
election in which a federal race is involved. Since the November 2022 election falls outside
this 22-month period, we’d appreciate assistance identifying the relevant timeframe.

We are committed to working together to address these questions effectively. We appreciate
your assistance in clarifying these matters to ensure compliance and mutual understanding. Please
contact me with questions.

Sincerely,

Ryan Cowley
Director of Elections

CRT-0003183






In addition to those authorities, the Attorney General is also empowered by Congress to
request records pursuant to Title III of the Civil Rights Act of 1960 (“CRA”), codified at 52 U.S.C.
§ 20701, et seq. Section 301 of the CRA requires state and local officials to retain and preserve
records related to voter registration and other acts requisite to voting for any federal office for a period
of 22 months after any federal general, special or primary election. See 52 U.S.C. § 20701.

Section 303 of the CRA provides, in pertinent part, “Any record or paper required by section
20701 of this title to be retained and preserved shall, upon demand in writing by the Attorney General
or his representative directed to the person having custody, possession, or control of such record or
paper, be made available for inspection, reproduction, and copying at the principal office of such
custodian by the Attorney General or his representative...” 52 U.S.C. § 20703.

Pursuant to the foregoing authorities, including the CRA, the Attorney General is demanding
an electronic copy of Utah’s complete and current VRL. The purpose of the request is to ascertain
Utah’s compliance with the list maintenance requirements of the NVRA and HAVA.

When providing the electronic copy of the statewide VRL, Utah must ensure that it contains
all fields, which includes the registrant’s full name, date of birth, residential address, his or her state
driver’s license number or the last four digits of the registrant’s social security number as required
under the Help America Vote Act (“HAVA”)? to register individuals for federal elections. See 52
U.S.C. § 21083(a)}(5)(A)(i).

To the extent there are privacy concerns, the voter registration list is subject to federal privacy
protections. Section 304 of the CRA provides the answer:

Unless otherwise ordered by a court of the United States, neither the Attorney General nor
any employee of the Department of Justice, nor any other representative of the Attorney
General, shall disclose any record or paper produced pursuant to this chapter, or any
reproduction or copy, except to Congress and any committee thereof, governmental agencies,
and in the presentation of any case or proceeding before any court or grand jury.

Moreover, HAVA specifies that the “last 4 digits of a social security number . . . shall not be
considered a social security number for purposes of section 7 of the Privacy Act of 1974” (5 U.S.C.
§ 552a note); 52 U.S.C. § 21083(c). In addition, any prohibition of disclosure of a motor vehicle
record contained in the Driver’s License Protection Act, codified at 18 U.S.C. § 2721(b)(1), is
exempted when the disclosure is for use by a government agency in carrying out the government
agency’s function to accomplish its enforcement authority as the Justice Department is now doing.
That said, all data received from you will be kept securely and treated consistently with the Privacy
Act.

2 In charging the Attorney General with enforcement of the voter registration list requirements in the HAVA
and in the NVRA, Congress plainly intended that Justice Department be able to conduct an independent
review of each state’s list. Any statewide prohibitions are clearly preempted by federal law.
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U.S. Department of Justice
Civil Rights Division

Voting Section
950 Pennsylvania Ave, NW — 4CON
Washington, DC 20530

July 15, 2025

Via Mail and Email

The Honorable Susan Beals

Commissioner, Virginia Department of Elections
1100 Bank Street, First Floor

Richmond, Virginia 23219
susan.beals@elections.virginia.gov

Dear Commissioner Beals:

We write to you as the chief election official for the Commonwealth of Virginia to
request information regarding Virginia’s procedures for complying with the statewide voter
registration list maintenance provisions of the National Voter Registration Act (“NVRA”), 52
U.S.C. § 20501 ef seq.

Please provide a list of the election officials who are responsible for implementing
Virginia’s general program of voter registration list maintenance from November 2022 through
receipt of this letter, including those responsible officials not employed by your office (such as
local election officials) who are also involved in that effort. Please also provide a description of
the steps that you have taken, and when those steps were taken, to ensure that the
Commonwealth’s list maintenance program has been properly carried out in full compliance with
the NVRA.

The NVRA requires each state and the District of Columbia to make available for
inspection “all records concerning the implementation of programs and activities conducted for
the purpose of ensuring the accuracy and currency of official lists of eligible voters.” 52 U.S.C.
§ 20507(i)(1). Section 11 of the NVRA authorizes the Attorney General to bring NVRA
enforcement actions. See 52 U.S.C. § 20510.

Pursuant to Section 20507(1) of the NVRA, the Attorney General requests that you
produce for inspection the following records:

The current electronic copy of Virginia’s computerized statewide voter registration
list (“statewide voter registration list”) as required by Section 303(a) of the Help
America Vote Act. Please include all fields contained within the list. Please
produce each list in a .xls, .csv, or delimited-text file format. Please specify what
delimiter is used, if applicable, or provide a file layout along with a database user
manual, coding list, or other materials that define or explain how a voter record is
coded into the statewide voter registration list and reported in the electronic copy
of the statewide voter registration list.
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Additionally, please provide the following information in electronic form. The time period for
these requests is close of registration for the November 2022 general election through the close
of registration for the November 2024 general election, the same time period as the most recent
report from the Election Assistance Commission’s Election Administration and Voting Survey
(“EAVS?”). If you are unable to provide the data, please explain why the data is not available.

1. A review of the most recent report from EAVS report indicates that in response to
Question Alb, there are nearly as many registered voters listed as active as the citizen voting
age population in Virginia, with a registration rate in 2024 of 92.2 percent of the citizen voting
age population. Please explain what actions Virginia is taking to ensure that voters who should
not be on the voter roll are being removed.

2. In the EAVS data for Question A3d, Virginia had 1,074,543 voters (33.2 percent) with
duplicate registrations, almost three times as high as the nationwide average of 12.7 percent. In
response to the same question for the 2022 EAVS Report, Virginia had 1,226,754 duplicate
registrations (36.3 percent). Please explain why duplicate registrations are such a high
percentage of the total registration applications received. Please explain what actions Virginia
is taking to identify duplicate registrations and to remove those duplicates from the voter
registration list.

3. In the EAVS data for Question A10a, Virginia sent 521,339 confirmation notices, which
is 8.8 percent of all active registered voters and well below the national average of 19.5 percent.
Please explain why Virginia sent confirmation notices to so few registered voters.

4. In the EAVS data for Question A12b, Virginia had 536,460 voters (68.4 percent)
removed because they moved out of the commonwealth, which was twice as high as the
national average. Please explain how Virginia identifies voters who have moved out of the
commonwealth and determines their removal from the voter registration list.

5. In the EAVS data for Question A12e, Virginia had 61,151 voters (7.8 percent) removed
due to failure to respond to confirmation notices and did not vote in the two most recent federal
elections, which was well below the national average. Based on the responses to Question
A10f, 415,181 (79.6 percent) of the confirmation notices were unreturned. Please explain why
so few voters are being removed in Question A12e. Please provide a list of all registrations that
were cancelled because of failure to respond to confirmation notices and did not vote in the two
most recent federal election cycles.

6. No data was listed in the EAVS survey for Question A12h for Virginia regarding
duplicate registrants who were removed from the statewide voter registration database. Please
provide a list of all duplicate registrants who were removed from the statewide voter registration
list. If they were merged or linked with another record, please provide that information.
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General solely responsible for actions to enforce HAVA’s computerized statewide voter registration
list requirements. See 52 U.S.C. § 21111; see also Brunner v. Ohio Republican Party, 555 U.S. 5, 6
(2008) (per curiam) (finding there is no private right of action to enforce those requirements in
HAVA).

In addition to those authorities, the Attorney General is also empowered by Congress to
request records pursuant to Title III of the Civil Rights Act of 1960 (“CRA”), codified at 52 U.S.C.
§ 20701, et seq. Section 301 of the CRA requires state and local officials to retain and preserve
records related to voter registration and other acts requisite to voting for any federal office for a period
of 22 months after any federal general, special or primary election. See 52 U.S.C. § 20701.

Section 303 of the CRA provides, in pertinent part, “Any record or paper required by section
20701 of this title to be retained and preserved shall, upon demand in writing by the Attorney General
or his representative directed to the person having custody, possession, or control of such record or
paper, be made available for inspection, reproduction, and copying at the principal office of such
custodian by the Attorney General or his representative...” 52 U.S.C. § 20703.

Pursuant to the foregoing authorities, including the CRA, the Attorney General is demanding
an electronic copy of Virginia’s complete and current VRL. The purpose of the request is to ascertain
Virginia’s compliance with the list maintenance requirements of the NVRA and HAVA.

When providing the electronic copy of the statewide VRL, Virginia must ensure that it
contains all fields, which includes either the registrant’s full name, date of birth, residential address,
his or her state driver’s license number, or the last four digits of the registrant’s social security number
as required under the Help America Vote Act (“HAVA™)? to register individuals for federal elections.
See 52 U.S.C. § 21083(a)(S)(A)(1).

To the extent there are privacy concerns, the voter registration list is subject to federal privacy
protections. Section 304 of the CRA provides the answer:

Unless otherwise ordered by a court of the United States, neither the Attorney General nor
any employee of the Department of Justice, nor any other representative of the Attorney
General, shall disclose any record or paper produced pursuant to this chapter, or any
reproduction or copy, except to Congress and any committee thereof, governmental agencies,
and in the presentation of any case or proceeding before any court or grand jury.

HAVA specifies that the “last 4 digits of a social security number . . . shall not be considered
a social security number for purposes of section 7 of the Privacy Act of 1974” (5 U.S.C. § 552a note);
52 U.S.C. § 21083(c). In addition, any prohibition of disclosure of a motor vehicle record contained
in the Driver’s License Protection Act, codified at 18 U.S.C. § 2721(b)(1), is exempted when the
disclosure is for use by a government agency in carrying out the government agency’s function to

2 In charging the Attorney General with enforcement of the voter registration list requirements in HAVA and
in the NVRA, Congress plainly intended that DOJ be able to conduct an independent review of each state’s
list. Any statewide prohibitions are clearly preempted by federal law.
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number or the last four digits of the registrant’s social security number as required under the
HAVA to register individuals for federal elections. See 52 U.S.C. § 21083(a)(5)(A).
The authorities by which this information is requested by the Department of Justice are:
e National Voter Registration Act of 1993, 52 U.S.C. § 20501, et seq.
e Attorney General’s authority under Section 11 of the NVRA to bring enforcement
actions. See 52 U.S.C. § 20501(a).
e Help America Vote Act 0of 2002, 52 U.S.C. § 20901, ef seq.
e Attorney General’s authority to enforce the Help America Vote Act under 53 U.S.C. §
21111.
e Attorney General authority to request records pursuant to Title III of the Civil Rights
Act of 1960 (“CRA”), codified at 52 U.S.C. § 20701, ef seq.

e The Privacy Act of 1974, 5 U.S.C. § 552a, as amended.

I11. PURPOSE.

A VRL is a Voter Registration List pursuant to the NVRA and HAV A, commonly referred
to as “voter roll,” compiled by a state — often from information submitted by counties — containing
a list of all the state’s eligible voters. Regardless of the basis for ineligibility, ineligible voters do
not appear on a state’s VRL when proper list maintenance is performed by states. The Justice
Department is requesting your state’s VRL to test, analyze, and assess states’ VRLs for proper list
maintenance and compliance with federal law. In the event the Justice Department’s analysis of a
VRL results in list maintenance issues, insufficiency, inadequacy, anomalies, or concerns, the
Justice Department will notify your state’s point of contact of the issues to assist your state with

curing.
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The purpose of this MOU is to establish the parties’ understanding as to the security protections
for data transfer and data access by the Department of Justice of the electronic copy of the

statewide voter registration list, including all fields requested by the Department of Justice.

IV.  TIMING OF AGREEMENT - TIME IS OF ESSENCE.

Although the Justice Department is under no such obligation as a matter of law, because
this Agreement is proposed, made, and to be entered into at your state’s request as part of your
state’s transmission of its VRL to the Justice Department, this Agreement is to be fully executed
within seven (7) days of the Justice Department presenting this Agreement to you. Both parties
agree that no part of this Agreement or execution is intended to, or will, cause delay of the
transmission of your state’s VRL to the Justice Department for analysis.

V. TIMING OF VRL/DATA TRANSFER.

You agree to transfer an electronic copy of your state’s complete statewide VRL/Data to
the Civil Rights Division of the U.S. Department of Justice as described in Section III of this
Agreement no later than five (5) business days from the execution of this Agreement, which is
counted from the last day of the last signatory.

V. METHOD OF VRL/DATA ACCESS OR TRANSFER.

The VRL will be submitted by your state via the Department of Justice’s secure file-sharing
system, i.e., Justice Enterprise File Sharing (JEFS”). A separate application to use JEFS must be
completed and submitted by your state through the Civil Rights Help Desk. JEFS implements
strict access controls to ensure that each user can only access their own files. All files and folders
are tied to a specific user, and each user has defined permissions that govern how they may interact

with those files (e.g., read, write, or read-only).
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Whenever a user attempts to access a file or folder, JEFS validates the request against the
assigned permissions to confirm that the user is explicitly authorized. This process guarantees that
users can only access files and folders only where they have permission. Users are also limited to
the authorized type of interaction with each file or folder. Within the Department of Justice, access
to JEFS is restricted to specific roles: Litigation Support, IT staff, and Civil Rights Division staff.
VII. LOCATION OF DATA AND CUSTODIAL RESPONSIBILITY.

The parties mutually agree that the Civil Rights Division (also “Department”) will be
designated as “Custodian” of the file(s) and will be responsible for the observance of all conditions
for use and for establishment and maintenance of security agreements as specified in this
agreement to prevent unauthorized use. The information that the Department is collecting will be
maintained consistent with the Privacy Act of 1974, 5 U.S.C. § 552a. The full list of routine uses
for this collection of information can be found in the Systems of Record Notice (“SORN”) titled,
JUSTICE/CRT - 001, “Central Civil Rights Division Index File and Associated Records,” 68 Fed.
Reg. 47610-01, 611 (August 11, 2003); 70 Fed. Reg. 43904-01 (July 29, 2005); and 82 Fed. Reg.
24147-01 (May 25, 2017). It should be noted that the statutes cited for routine use include NVRA,
HAVA, and the Civil Rights Act of 1960, and the Justice Department is making our request
pursuant to those statutes. The records in the system of records are kept under the authority of 44
U.S.C. § 3101 and in the ordinary course of fulfilling the responsibility assigned to the Civil Rights
Division under the provisions of 28 C.F.R. §§ 0.50, 0.51.

VRL/Data storage is similar to the restricted access provided on JEFS and complies with
the SORN: Information in computer form is safeguarded and protected in accordance with
applicable Department security regulations for systems of records. Only a limited number of staff

members who are assigned a specific identification code will be able to use the computer to access
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the stored information. However, a section may decide to allow its employees access to the system
in order to perform their official duties.

All systems storing the VRL data will comply with all security requirements applicable to
Justice Department systems, including but not limited to all Executive Branch system security
requirements (e.g., requirements imposed by the Office of Management and Budget [OMB] and
National Institute of Standards and Technology [NIST]), Department of Justice IT Security
Standards, and Department of Justice Order 2640.2F.

VIII. NVRA/HAVA COMPLIANT VOTER REGISTRATION LIST.

After analysis and assessment of your state’s VRL, the Justice Department will securely
notify you or your state of any voter list maintenance issues, insufficiencies, inadequacies,
deficiencies, anomalies, or concerns, the Justice Department found when testing, assessing, and
analyzing your state’s VRL for NVRA and HAVA compliance, i.e., that your state’s VRL only
includes eligible voters.

You agree therefore that within forty-five (45) days of receiving that notice from the Justice
Department of any issues, insufficiencies, inadequacies, deficiencies, anomalies, or concerns, your
state will clean its VRL/Data by removing ineligible voters and resubmit the updated VRL/Data
to the Civil Rights Division of the Justice Department to verify proper list maintenance has
occurred by your state pursuant to the NVRA and HAVA.

IX. CONFIDENTIALITY & DEPARTMENT SAFEGUARDS.

Any member of the Justice Department in possession of a VRL/Data will employ
reasonable administrative, technical, and physical safeguards designed to protect the security and
confidentiality of such data. Compliance with these safeguards will include secure user
authentication protocols deploying either: (i) Two-Factor Authentication (“2FA”), which requires

users to go through two layers of security before access is granted to the system; or (ii) the

CRT-0003207



assignment of unique user identifications to each person with computer access plus unique
complex passwords, which are not vendor supplied default passwords.

The Department will activate audit logging for the records, files, and data containing the
state’s VRL/Data in order to identify abnormal use, as well as to track access control, on
computers, servers and/or Devices containing the VRL/Data.

For all devices storing records, files, and data containing the VRL/Data: there is (i) up-to-
date versions of system security agent software that includes endpoint protection and malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis; and (ii) up-to-date operating system security
patches designed to maintain the integrity of the personal information.

For all devices storing records, files, and data containing the VRL/Data: there is (i)
controlled and locked physical access for the Device; and (ii) the prohibition of the connection of
the Device to public or insecure home networks.

There will be no copying of records, files, or data containing the VRL/Data to unencrypted
USB drives, CDs, or external storage. In addition, the use of devices outside of moving the records,
files, or data to the final stored device location shall be limited.

Any notes, lists, memoranda, indices, compilations prepared or based on an examination
of VRL/Data or any other form of information (including electronic forms), that quote from,
paraphrase, copy, or disclose the VRL/Data with such specificity that the VRL/Data can be
identified, or by reasonable logical extension can be identified will not be shared by the
Department. Any summary results, however, may be shared by the Department.

In addition to the Department’s enforcement efforts, the Justice Department may use the

information you provide for certain routine, or pre-litigation or litigation purposes including:
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present VRL/Data to a court, magistrate, or administrative tribunal; a contractor with the
Department of Justice who needs access to the VRL/Data information in order to perform duties
related to the Department’s list maintenance verification procedures. Recipients of information
shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant
to 5 U.S.C. § 552a(m).

X. LOSS OR BREACH OF DATA.

If a receiving party discovers any loss of VRL/Data, or a breach of security, including any
actual or suspected unauthorized access, relating to VRL/Data, the receiving party shall, at its own
expense immediately provide written notice to the producing party of such breach; investigate and
make reasonable and timely efforts to remediate the effects of the breach, and provide the
producing party with assurances reasonably satisfactory to the producing party that such breach
shall not recur; and provide sufficient information about the breach that the producing party can
reasonably ascertain the size and scope of the breach. The receiving party agrees to cooperate with
the producing party or law enforcement in investigating any such security incident. In any event,
the receiving party shall promptly take all necessary and appropriate corrective action to terminate
unauthorized access.

XI. DESTRUCTION OF DATA.

The Department will destroy all VRL/Data associated with actual records as soon as the
purposes of the list maintenance project have been accomplished and the time required for records
retention pursuant to applicable law has passed. When the project is complete and such retention
requirements by law expires, the Justice Department will:

1. Destroy all hard copies containing confidential data (e.g., shredding);
2. Archive and store electronic data containing confidential information offline in a

secure location; and
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XII.

3. All other data will be erased or maintained in a secured area.

OTHER PROVISIONS.

. Conflicts. This MOU constitutes the full MOU on this subject between the Department

and your state. Any inconsistency or conflict between or among the provisions of this
MOU, will be resolved in the following order of precedence: (1) this MOU and (2) other

documents incorporated by reference in this MOU (e.g., transaction charges).

. Severability. Nothing in this MOU is intended to conflict with current law or regulation

or the directives of Department, or the your state. If a term of this MOU is inconsistent
with such authority, then that term shall be invalid but, to the extent allowable, the

remaining terms and conditions of this MOU shall remain in full force and effect.

. Assignment. Your state may not assign this MOU, nor may it assign any of its rights or

obligations under this MOU. To the extent allowable by law, this MOU shall inure to the
benefit of, and be binding upon, any successors to the Justice Department and your state

without restriction.

. Waiver. No waiver by either party of any breach of any provision of this MOU shall

constitute a waiver of any other breach. Failure of either party to enforce at any time, or

from time to time, any provision of this MOU shall not be construed to be a waiver thereof.

. Compliance with Other Laws. Nothing in this MOU is intended or should be construed to

limit or affect the duties, responsibilities, and rights of the User Agency under the National
Voter Registration Act, 52 U.S.C. § 20501 ef seq., as amended; the Help America Vote
Act, 52 U.S.C. § 20901 et seq., as amended; the Voting Rights Act, 52 U.S.C. § 10301 et

seq., as amended; and the Civil Rights Act, 52 U.S.C. § 10101 et seq., as amended.

. Confidentiality of MOU. To the extent allowed by applicable law, this MOU, its contents,

and the drafts and communications leading up to the execution of this MOU are deemed
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by the parties as “confidential.” Any disclosures therefore could be made, if at all,

pursuant to applicable laws or court orders requiring such disclosures.

SIGNATURES

VRL/Data Provider
State Agency Name:

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:

Requester
Federal Agency Name: Civil Rights Division, U.S. Department of Justice

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:
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number or the last four digits of the registrant’s social security number as required under the
HAVA to register individuals for federal elections. See 52 U.S.C. § 21083(a)(5)(A).
The authorities by which this information is requested by the Department of Justice are:
e National Voter Registration Act of 1993, 52 U.S.C. § 20501, et seq.
e Attorney General’s authority under Section 11 of the NVRA to bring enforcement
actions. See 52 U.S.C. § 20501(a).
e Help America Vote Act 0of 2002, 52 U.S.C. § 20901, ef seq.
e Attorney General’s authority to enforce the Help America Vote Act under 53 U.S.C. §
21111.
e Attorney General authority to request records pursuant to Title III of the Civil Rights
Act of 1960 (“CRA”), codified at 52 U.S.C. § 20701, ef seq.

e The Privacy Act of 1974, 5 U.S.C. § 552a, as amended.

I11. PURPOSE.

A VRL is a Voter Registration List pursuant to the NVRA and HAV A, commonly referred
to as “voter roll,” compiled by a state — often from information submitted by counties — containing
a list of all the state’s eligible voters. Regardless of the basis for ineligibility, ineligible voters do
not appear on a state’s VRL when proper list maintenance is performed by states. The Justice
Department is requesting your state’s VRL to test, analyze, and assess states’ VRLs for proper list
maintenance and compliance with federal law. In the event the Justice Department’s analysis of a
VRL results in list maintenance issues, insufficiency, inadequacy, anomalies, or concerns, the
Justice Department will notify your state’s point of contact of the issues to assist your state with

curing.
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The purpose of this MOU is to establish the parties’ understanding as to the security protections
for data transfer and data access by the Department of Justice of the electronic copy of the

statewide voter registration list, including all fields requested by the Department of Justice.

IV.  TIMING OF AGREEMENT - TIME IS OF ESSENCE.

Although the Justice Department is under no such obligation as a matter of law, because
this Agreement is proposed, made, and to be entered into at your state’s request as part of your
state’s transmission of its VRL to the Justice Department, this Agreement is to be fully executed
within seven (7) days of the Justice Department presenting this Agreement to you. Both parties
agree that no part of this Agreement or execution is intended to, or will, cause delay of the
transmission of your state’s VRL to the Justice Department for analysis.

V. TIMING OF VRL/DATA TRANSFER.

You agree to transfer an electronic copy of your state’s complete statewide VRL/Data to
the Civil Rights Division of the U.S. Department of Justice as described in Section III of this
Agreement no later than five (5) business days from the execution of this Agreement, which is
counted from the last day of the last signatory.

V. METHOD OF VRL/DATA ACCESS OR TRANSFER.

The VRL will be submitted by your state via the Department of Justice’s secure file-sharing
system, i.e., Justice Enterprise File Sharing (JEFS”). A separate application to use JEFS must be
completed and submitted by your state through the Civil Rights Help Desk. JEFS implements
strict access controls to ensure that each user can only access their own files. All files and folders
are tied to a specific user, and each user has defined permissions that govern how they may interact

with those files (e.g., read, write, or read-only).
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Whenever a user attempts to access a file or folder, JEFS validates the request against the
assigned permissions to confirm that the user is explicitly authorized. This process guarantees that
users can only access files and folders only where they have permission. Users are also limited to
the authorized type of interaction with each file or folder. Within the Department of Justice, access
to JEFS is restricted to specific roles: Litigation Support, IT staff, and Civil Rights Division staff.
VII. LOCATION OF DATA AND CUSTODIAL RESPONSIBILITY.

The parties mutually agree that the Civil Rights Division (also “Department”) will be
designated as “Custodian” of the file(s) and will be responsible for the observance of all conditions
for use and for establishment and maintenance of security agreements as specified in this
agreement to prevent unauthorized use. The information that the Department is collecting will be
maintained consistent with the Privacy Act of 1974, 5 U.S.C. § 552a. The full list of routine uses
for this collection of information can be found in the Systems of Record Notice (“SORN”) titled,
JUSTICE/CRT - 001, “Central Civil Rights Division Index File and Associated Records,” 68 Fed.
Reg. 47610-01, 611 (August 11, 2003); 70 Fed. Reg. 43904-01 (July 29, 2005); and 82 Fed. Reg.
24147-01 (May 25, 2017). It should be noted that the statutes cited for routine use include NVRA,
HAVA, and the Civil Rights Act of 1960, and the Justice Department is making our request
pursuant to those statutes. The records in the system of records are kept under the authority of 44
U.S.C. § 3101 and in the ordinary course of fulfilling the responsibility assigned to the Civil Rights
Division under the provisions of 28 C.F.R. §§ 0.50, 0.51.

VRL/Data storage is similar to the restricted access provided on JEFS and complies with
the SORN: Information in computer form is safeguarded and protected in accordance with
applicable Department security regulations for systems of records. Only a limited number of staff

members who are assigned a specific identification code will be able to use the computer to access

CRT-0003220



the stored information. However, a section may decide to allow its employees access to the system
in order to perform their official duties.

All systems storing the VRL data will comply with all security requirements applicable to
Justice Department systems, including but not limited to all Executive Branch system security
requirements (e.g., requirements imposed by the Office of Management and Budget [OMB] and
National Institute of Standards and Technology [NIST]), Department of Justice IT Security
Standards, and Department of Justice Order 2640.2F.

VIII. NVRA/HAVA COMPLIANT VOTER REGISTRATION LIST.

After analysis and assessment of your state’s VRL, the Justice Department will securely
notify you or your state of any voter list maintenance issues, insufficiencies, inadequacies,
deficiencies, anomalies, or concerns, the Justice Department found when testing, assessing, and
analyzing your state’s VRL for NVRA and HAVA compliance, i.e., that your state’s VRL only
includes eligible voters.

You agree therefore that within forty-five (45) days of receiving that notice from the Justice
Department of any issues, insufficiencies, inadequacies, deficiencies, anomalies, or concerns, your
state will clean its VRL/Data by removing ineligible voters and resubmit the updated VRL/Data
to the Civil Rights Division of the Justice Department to verify proper list maintenance has
occurred by your state pursuant to the NVRA and HAVA.

IX. CONFIDENTIALITY & DEPARTMENT SAFEGUARDS.

Any member of the Justice Department in possession of a VRL/Data will employ
reasonable administrative, technical, and physical safeguards designed to protect the security and
confidentiality of such data. Compliance with these safeguards will include secure user
authentication protocols deploying either: (i) Two-Factor Authentication (“2FA”), which requires

users to go through two layers of security before access is granted to the system; or (ii) the
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assignment of unique user identifications to each person with computer access plus unique
complex passwords, which are not vendor supplied default passwords.

The Department will activate audit logging for the records, files, and data containing the
state’s VRL/Data in order to identify abnormal use, as well as to track access control, on
computers, servers and/or Devices containing the VRL/Data.

For all devices storing records, files, and data containing the VRL/Data: there is (i) up-to-
date versions of system security agent software that includes endpoint protection and malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis; and (ii) up-to-date operating system security
patches designed to maintain the integrity of the personal information.

For all devices storing records, files, and data containing the VRL/Data: there is (i)
controlled and locked physical access for the Device; and (ii) the prohibition of the connection of
the Device to public or insecure home networks.

There will be no copying of records, files, or data containing the VRL/Data to unencrypted
USB drives, CDs, or external storage. In addition, the use of devices outside of moving the records,
files, or data to the final stored device location shall be limited.

Any notes, lists, memoranda, indices, compilations prepared or based on an examination
of VRL/Data or any other form of information (including electronic forms), that quote from,
paraphrase, copy, or disclose the VRL/Data with such specificity that the VRL/Data can be
identified, or by reasonable logical extension can be identified will not be shared by the
Department. Any summary results, however, may be shared by the Department.

In addition to the Department’s enforcement efforts, the Justice Department may use the

information you provide for certain routine, or pre-litigation or litigation purposes including:
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present VRL/Data to a court, magistrate, or administrative tribunal; a contractor with the
Department of Justice who needs access to the VRL/Data information in order to perform duties
related to the Department’s list maintenance verification procedures. Recipients of information
shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant
to 5 U.S.C. § 552a(m).

X. LOSS OR BREACH OF DATA.

If a receiving party discovers any loss of VRL/Data, or a breach of security, including any
actual or suspected unauthorized access, relating to VRL/Data, the receiving party shall, at its own
expense immediately provide written notice to the producing party of such breach; investigate and
make reasonable and timely efforts to remediate the effects of the breach, and provide the
producing party with assurances reasonably satisfactory to the producing party that such breach
shall not recur; and provide sufficient information about the breach that the producing party can
reasonably ascertain the size and scope of the breach. The receiving party agrees to cooperate with
the producing party or law enforcement in investigating any such security incident. In any event,
the receiving party shall promptly take all necessary and appropriate corrective action to terminate
unauthorized access.

XI. DESTRUCTION OF DATA.

The Department will destroy all VRL/Data associated with actual records as soon as the
purposes of the list maintenance project have been accomplished and the time required for records
retention pursuant to applicable law has passed. When the project is complete and such retention
requirements by law expires, the Justice Department will:

1. Destroy all hard copies containing confidential data (e.g., shredding);
2. Archive and store electronic data containing confidential information offline in a

secure location; and
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XII.

3. All other data will be erased or maintained in a secured area.

OTHER PROVISIONS.

. Conflicts. This MOU constitutes the full MOU on this subject between the Department

and your state. Any inconsistency or conflict between or among the provisions of this
MOU, will be resolved in the following order of precedence: (1) this MOU and (2) other

documents incorporated by reference in this MOU (e.g., transaction charges).

. Severability. Nothing in this MOU is intended to conflict with current law or regulation

or the directives of Department, or the your state. If a term of this MOU is inconsistent
with such authority, then that term shall be invalid but, to the extent allowable, the

remaining terms and conditions of this MOU shall remain in full force and effect.

. Assignment. Your state may not assign this MOU, nor may it assign any of its rights or

obligations under this MOU. To the extent allowable by law, this MOU shall inure to the
benefit of, and be binding upon, any successors to the Justice Department and your state

without restriction.

. Waiver. No waiver by either party of any breach of any provision of this MOU shall

constitute a waiver of any other breach. Failure of either party to enforce at any time, or

from time to time, any provision of this MOU shall not be construed to be a waiver thereof.

. Compliance with Other Laws. Nothing in this MOU is intended or should be construed to

limit or affect the duties, responsibilities, and rights of the User Agency under the National
Voter Registration Act, 52 U.S.C. § 20501 ef seq., as amended; the Help America Vote
Act, 52 U.S.C. § 20901 et seq., as amended; the Voting Rights Act, 52 U.S.C. § 10301 et

seq., as amended; and the Civil Rights Act, 52 U.S.C. § 10101 et seq., as amended.

. Confidentiality of MOU. To the extent allowed by applicable law, this MOU, its contents,

and the drafts and communications leading up to the execution of this MOU are deemed
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by the parties as “confidential.” Any disclosures therefore could be made, if at all,

pursuant to applicable laws or court orders requiring such disclosures.

SIGNATURES

VRL/Data Provider
State Agency Name:

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:

Requester
Federal Agency Name: Civil Rights Division, U.S. Department of Justice

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:

CRT-0003225









Scott Johnson Commissioner
CIF - Northern Section sjohnson@cifns.org

Ryan Tos Commissioner
CIF - Central Section ryantos@cifcs.org

Mike Garrison Commissioner
CIF - Sac-Joaquin Section mgarrison@cifsjs.org

Francisco Navarro Commissioner
CIF - Oakland Section francisco.navarro@ousd.org

Joe Heinz Commissioner
CIF - San Diego Section jheinz@cifsds.org
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U.S. Department of Justice
Civil Rights Division

Voting Section
950 Pennsylvania Ave, NW — 4CON
Washington, DC 20530

June 17, 2025

The Honorable Meagan Wolfe

Administrator, Wisconsin Elections Commission
201 W Washington Ave

Madison, WI. 53703

mewzun wolledwisconsin ey
clectionsiewi.oov

Re: Request for Information Related to HAVA Compliance

Dear Ms. Wolfe:

As you are already aware, we have received several complaints regarding the Wisconsin Election
Commission’s (“WEC”) compliance with the Help America Vote Act (“HAVA”) 52 U.S.C.
20901 - 21145. Many of these complaints allege that WEC is failing to comply with the list
maintenance procedure requirements of Section 303 of HAVA. To enable the Attorney General
to determine if WEC is complying with these requirements, we are requesting the following
information:

(1) Describe how Wisconsin’s computerized statewide voter registration list (“‘voter registration
list”) is coordinated with the databases of other state agencies, as required by HAVA Section
303(a)(1)(A). Provide the name of each state database used for coordination, and describe the
procedures used for coordination, as well as how often the databases are coordinated with the
voter registration list;

(2) Describe the process by which voters who have been deemed ineligible are removed from the
voter registration list pursuant to the list maintenance procedures referenced in HAVA Section
303(a)(2), the number of the voters currently deemed ineligible that remain on the voter
registration list, and the basis for not having already removed them from the voter registration
list;

(3) Describe how WEC determines who is an “inactive” voter, pursuant to the list maintenance
procedures referenced in HAVA Section 303(a)(2), and explain the process for removal of
inactive voters from the voter registration list;

(4) Describe the process by which any duplicate voter registrations are identified, including how the
State determines what constitutes a duplicate voter registration record, and the process for their
removal from the voter registration list under HAVA Section 303(a)(2)(B)(iii);
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the last four digits of the registrant’s social security number as required under the HAV A to register
individuals for federal elections. See 52 U.S.C. § 21083(a)(5)(A).
The authorities by which this information is requested by the Department of Justice are:
e National Voter Registration Act of 1993, 52 U.S.C. § 20501, et seq.
e Attorney General’s authority under Section 11 of the NVRA to bring enforcement
actions. See 52 U.S.C. § 20510(a).
e Help America Vote Act 0of 2002, 52 U.S.C. § 20901, ef seq.
e Attorney General’s authority to enforce the Help America Vote Act under 53 U.S.C. §
21111.
e Attorney General authority to request records pursuant to Title III of the Civil Rights
Act of 1960 (“CRA”), codified at 52 U.S.C. § 20701, ef seq.

e The Privacy Act of 1974, 5 U.S.C. § 552a, as amended.

I11. PURPOSE.

A VRL is a Voter Registration List pursuant to the NVRA and HAV A, commonly referred
to as “voter roll,” compiled by a state — often from information submitted by counties — containing
a list of all the state’s eligible voters. Regardless of the basis for ineligibility, ineligible voters do
not appear on a state’s VRL when proper list maintenance is performed by states. The Justice
Department is requesting your state’s VRL to test, analyze, and assess states’ VRLs for proper list
maintenance and compliance with federal law. In the event the Justice Department’s analysis of a
VRL results in list maintenance issues, insufficiency, inadequacy, anomalies, or concerns, the
Justice Department will notify your state’s point of contact of the issues to assist your state with

curing.
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The purpose of this MOU is to establish the parties’ understanding as to the security protections
for data transfer and data access by the Department of Justice of the electronic copy of the

statewide voter registration list, including all fields requested by the Department of Justice.

IV.  TIMING OF AGREEMENT - TIME IS OF ESSENCE.

Although the Justice Department is under no such obligation as a matter of law, because
this Agreement is proposed, made, and to be entered into at your state’s request as part of your
state’s transmission of its VRL to the Justice Department, this Agreement is to be fully executed
within seven (7) days of the Justice Department presenting this Agreement to you. Both parties
agree that no part of this Agreement or execution is intended to, or will, cause delay of the
transmission of your state’s VRL to the Justice Department for analysis.

V. TIMING OF VRL/DATA TRANSFER.

You agree to transfer an electronic copy of your state’s complete statewide VRL/Data to
the Civil Rights Division of the U.S. Department of Justice as described in Section III of this
Agreement no later than five (5) business days from the execution of this Agreement, which is
counted from the last day of the last signatory.

V. METHOD OF VRL/DATA ACCESS OR TRANSFER.

The VRL will be submitted by your state via the Department of Justice’s secure file-sharing
system, i.e., Justice Enterprise File Sharing (JEFS”). A separate application to use JEFS must be
completed and submitted by your state through the Civil Rights Help Desk. JEFS implements
strict access controls to ensure that each user can only access their own files. All files and folders
are tied to a specific user, and each user has defined permissions that govern how they may interact

with those files (e.g., read, write, or read-only).
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Whenever a user attempts to access a file or folder, JEFS validates the request against the
assigned permissions to confirm that the user is explicitly authorized. This process guarantees that
users can only access files and folders only where they have permission. Users are also limited to
the authorized type of interaction with each file or folder. Within the Department of Justice, access
to JEFS is restricted to specific roles: Litigation Support, IT staff, and Civil Rights Division staff.
VII. LOCATION OF DATA AND CUSTODIAL RESPONSIBILITY.

The parties mutually agree that the Civil Rights Division (also “Department”) will be
designated as “Custodian” of the file(s) and will be responsible for the observance of all conditions
for use and for establishment and maintenance of security agreements as specified in this
agreement to prevent unauthorized use. The information that the Department is collecting will be
maintained consistent with the Privacy Act of 1974, 5 U.S.C. § 552a. The full list of routine uses
for this collection of information can be found in the Systems of Record Notice (“SORN”) titled,
JUSTICE/CRT - 001, “Central Civil Rights Division Index File and Associated Records,” 68 Fed.
Reg. 47610-01, 611 (August 11, 2003); 70 Fed. Reg. 43904-01 (July 29, 2005); and 82 Fed. Reg.
24147-01 (May 25, 2017). It should be noted that the statutes cited for routine use include NVRA,
HAVA, and the Civil Rights Act of 1960, and the Justice Department is making our request
pursuant to those statutes. The records in the system of records are kept under the authority of 44
U.S.C. § 3101 and in the ordinary course of fulfilling the responsibility assigned to the Civil Rights
Division under the provisions of 28 C.F.R. §§ 0.50, 0.51.

VRL/Data storage is similar to the restricted access provided on JEFS and complies with
the SORN: Information in computer form is safeguarded and protected in accordance with
applicable Department security regulations for systems of records. Only a limited number of staff

members who are assigned a specific identification code will be able to use the computer to access
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the stored information. However, a section may decide to allow its employees access to the system
in order to perform their official duties.

All systems storing the VRL data will comply with all security requirements applicable to
Justice Department systems, including but not limited to all Executive Branch system security
requirements (e.g., requirements imposed by the Office of Management and Budget [OMB] and
National Institute of Standards and Technology [NIST]), Department of Justice IT Security
Standards, and Department of Justice Order 2640.2F.

VIII. NVRA/HAVA COMPLIANT VOTER REGISTRATION LIST.

After analysis and assessment of your state’s VRL, the Justice Department will securely
notify you or your state of any voter list maintenance issues, insufficiencies, inadequacies,
deficiencies, anomalies, or concerns, the Justice Department found when testing, assessing, and
analyzing your state’s VRL for NVRA and HAVA compliance, i.e., that your state’s VRL only
includes eligible voters.

You agree therefore that within forty-five (45) days of receiving that notice from the Justice
Department of any issues, insufficiencies, inadequacies, deficiencies, anomalies, or concerns, your
state will clean its VRL/Data by removing ineligible voters and resubmit the updated VRL/Data
to the Civil Rights Division of the Justice Department to verify proper list maintenance has
occurred by your state pursuant to the NVRA and HAVA.

IX. CONFIDENTIALITY & DEPARTMENT SAFEGUARDS.

Any member of the Justice Department in possession of a VRL/Data will employ
reasonable administrative, technical, and physical safeguards designed to protect the security and
confidentiality of such data. Compliance with these safeguards will include secure user
authentication protocols deploying either: (i) Two-Factor Authentication (“2FA”), which requires

users to go through two layers of security before access is granted to the system; or (ii) the
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assignment of unique user identifications to each person with computer access plus unique
complex passwords, which are not vendor supplied default passwords.

The Department will activate audit logging for the records, files, and data containing the
state’s VRL/Data in order to identify abnormal use, as well as to track access control, on
computers, servers and/or Devices containing the VRL/Data.

For all devices storing records, files, and data containing the VRL/Data: there is (i) up-to-
date versions of system security agent software that includes endpoint protection and malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis; and (ii) up-to-date operating system security
patches designed to maintain the integrity of the personal information.

For all devices storing records, files, and data containing the VRL/Data: there is (i)
controlled and locked physical access for the Device; and (ii) the prohibition of the connection of
the Device to public or insecure home networks.

There will be no copying of records, files, or data containing the VRL/Data to unencrypted
USB drives, CDs, or external storage. In addition, the use of devices outside of moving the records,
files, or data to the final stored device location shall be limited.

Any notes, lists, memoranda, indices, compilations prepared or based on an examination
of VRL/Data or any other form of information (including electronic forms), that quote from,
paraphrase, copy, or disclose the VRL/Data with such specificity that the VRL/Data can be
identified, or by reasonable logical extension can be identified will not be shared by the
Department. Any summary results, however, may be shared by the Department.

In addition to the Department’s enforcement efforts, the Justice Department may use the

information you provide for certain routine, or pre-litigation or litigation purposes including:
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present VRL/Data to a court, magistrate, or administrative tribunal; a contractor with the
Department of Justice who needs access to the VRL/Data information in order to perform duties
related to the Department’s list maintenance verification procedures. Recipients of information
shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant
to 5 U.S.C. § 552a(m).

X. LOSS OR BREACH OF DATA.

If a receiving party discovers any loss of VRL/Data, or a breach of security, including any
actual or suspected unauthorized access, relating to VRL/Data, the receiving party shall, at its own
expense immediately provide written notice to the producing party of such breach; investigate and
make reasonable and timely efforts to remediate the effects of the breach, and provide the
producing party with assurances reasonably satisfactory to the producing party that such breach
shall not recur; and provide sufficient information about the breach that the producing party can
reasonably ascertain the size and scope of the breach. The receiving party agrees to cooperate with
the producing party or law enforcement in investigating any such security incident. In any event,
the receiving party shall promptly take all necessary and appropriate corrective action to terminate
unauthorized access.

XI. DESTRUCTION OF DATA.

The Department will destroy all VRL/Data associated with actual records as soon as the
purposes of the list maintenance project have been accomplished and the time required for records
retention pursuant to applicable law has passed. When the project is complete and such retention
requirements by law expires, the Justice Department will:

1. Destroy all hard copies containing confidential data (e.g., shredding);
2. Archive and store electronic data containing confidential information offline in a

secure location; and
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XII.

3. All other data will be erased or maintained in a secured area.

OTHER PROVISIONS.

. Conflicts. This MOU constitutes the full MOU on this subject between the Department

and your state. Any inconsistency or conflict between or among the provisions of this
MOU, will be resolved in the following order of precedence: (1) this MOU and (2) other

documents incorporated by reference in this MOU (e.g., transaction charges).

. Severability. Nothing in this MOU is intended to conflict with current law or regulation

or the directives of Department, or the your state. If a term of this MOU is inconsistent
with such authority, then that term shall be invalid but, to the extent allowable, the

remaining terms and conditions of this MOU shall remain in full force and effect.

. Assignment. Your state may not assign this MOU, nor may it assign any of its rights or

obligations under this MOU. To the extent allowable by law, this MOU shall inure to the
benefit of, and be binding upon, any successors to the Justice Department and your state

without restriction.

. Waiver. No waiver by either party of any breach of any provision of this MOU shall

constitute a waiver of any other breach. Failure of either party to enforce at any time, or

from time to time, any provision of this MOU shall not be construed to be a waiver thereof.

. Compliance with Other Laws. Nothing in this MOU is intended or should be construed to

limit or affect the duties, responsibilities, and rights of the User Agency under the National
Voter Registration Act, 52 U.S.C. § 20501 ef seq., as amended; the Help America Vote
Act, 52 U.S.C. § 20901 et seq., as amended; the Voting Rights Act, 52 U.S.C. § 10301 et

seq., as amended; and the Civil Rights Act, 52 U.S.C. § 10101 et seq., as amended.

. Confidentiality of MOU. To the extent allowed by applicable law, this MOU, its contents,

and the drafts and communications leading up to the execution of this MOU are deemed
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by the parties as “confidential.” Any disclosures therefore could be made, if at all,

pursuant to applicable laws or court orders requiring such disclosures.

SIGNATURES

VRL/Data Provider
State Agency Name:

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:

Requester
Federal Agency Name: Civil Rights Division, U.S. Department of Justice

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:
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the last four digits of the registrant’s social security number as required under the HAV A to register
individuals for federal elections. See 52 U.S.C. § 21083(a)(5)(A).
The authorities by which this information is requested by the Department of Justice are:
e National Voter Registration Act of 1993, 52 U.S.C. § 20501, et seq.
e Attorney General’s authority under Section 11 of the NVRA to bring enforcement
actions. See 52 U.S.C. § 20510(a).
e Help America Vote Act 0of 2002, 52 U.S.C. § 20901, ef seq.
e Attorney General’s authority to enforce the Help America Vote Act under 53 U.S.C. §
21111.
e Attorney General authority to request records pursuant to Title III of the Civil Rights
Act of 1960 (“CRA”), codified at 52 U.S.C. § 20701, ef seq.

e The Privacy Act of 1974, 5 U.S.C. § 552a, as amended.

I11. PURPOSE.

A VRL is a Voter Registration List pursuant to the NVRA and HAV A, commonly referred
to as “voter roll,” compiled by a state — often from information submitted by counties — containing
a list of all the state’s eligible voters. Regardless of the basis for ineligibility, ineligible voters do
not appear on a state’s VRL when proper list maintenance is performed by states. The Justice
Department is requesting your state’s VRL to test, analyze, and assess states’ VRLs for proper list
maintenance and compliance with federal law. In the event the Justice Department’s analysis of a
VRL results in list maintenance issues, insufficiency, inadequacy, anomalies, or concerns, the
Justice Department will notify your state’s point of contact of the issues to assist your state with

curing.
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The purpose of this MOU is to establish the parties’ understanding as to the security protections
for data transfer and data access by the Department of Justice of the electronic copy of the

statewide voter registration list, including all fields requested by the Department of Justice.

IV.  TIMING OF AGREEMENT - TIME IS OF ESSENCE.

Although the Justice Department is under no such obligation as a matter of law, because
this Agreement is proposed, made, and to be entered into at your state’s request as part of your
state’s transmission of its VRL to the Justice Department, this Agreement is to be fully executed
within seven (7) days of the Justice Department presenting this Agreement to you. Both parties
agree that no part of this Agreement or execution is intended to, or will, cause delay of the
transmission of your state’s VRL to the Justice Department for analysis.

V. TIMING OF VRL/DATA TRANSFER.

You agree to transfer an electronic copy of your state’s complete statewide VRL/Data to
the Civil Rights Division of the U.S. Department of Justice as described in Section III of this
Agreement no later than five (5) business days from the execution of this Agreement, which is
counted from the last day of the last signatory.

V. METHOD OF VRL/DATA ACCESS OR TRANSFER.

The VRL will be submitted by your state via the Department of Justice’s secure file-sharing
system, i.e., Justice Enterprise File Sharing (JEFS”). A separate application to use JEFS must be
completed and submitted by your state through the Civil Rights Help Desk. JEFS implements
strict access controls to ensure that each user can only access their own files. All files and folders
are tied to a specific user, and each user has defined permissions that govern how they may interact

with those files (e.g., read, write, or read-only).
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Whenever a user attempts to access a file or folder, JEFS validates the request against the
assigned permissions to confirm that the user is explicitly authorized. This process guarantees that
users can only access files and folders only where they have permission. Users are also limited to
the authorized type of interaction with each file or folder. Within the Department of Justice, access
to JEFS is restricted to specific roles: Litigation Support, IT staff, and Civil Rights Division staff.
VII. LOCATION OF DATA AND CUSTODIAL RESPONSIBILITY.

The parties mutually agree that the Civil Rights Division (also “Department”) will be
designated as “Custodian” of the file(s) and will be responsible for the observance of all conditions
for use and for establishment and maintenance of security agreements as specified in this
agreement to prevent unauthorized use. The information that the Department is collecting will be
maintained consistent with the Privacy Act of 1974, 5 U.S.C. § 552a. The full list of routine uses
for this collection of information can be found in the Systems of Record Notice (“SORN”) titled,
JUSTICE/CRT - 001, “Central Civil Rights Division Index File and Associated Records,” 68 Fed.
Reg. 47610-01, 611 (August 11, 2003); 70 Fed. Reg. 43904-01 (July 29, 2005); and 82 Fed. Reg.
24147-01 (May 25, 2017). It should be noted that the statutes cited for routine use include NVRA,
HAVA, and the Civil Rights Act of 1960, and the Justice Department is making our request
pursuant to those statutes. The records in the system of records are kept under the authority of 44
U.S.C. § 3101 and in the ordinary course of fulfilling the responsibility assigned to the Civil Rights
Division under the provisions of 28 C.F.R. §§ 0.50, 0.51.

VRL/Data storage is similar to the restricted access provided on JEFS and complies with
the SORN: Information in computer form is safeguarded and protected in accordance with
applicable Department security regulations for systems of records. Only a limited number of staff

members who are assigned a specific identification code will be able to use the computer to access
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the stored information. However, a section may decide to allow its employees access to the system
in order to perform their official duties.

All systems storing the VRL data will comply with all security requirements applicable to
Justice Department systems, including but not limited to all Executive Branch system security
requirements (e.g., requirements imposed by the Office of Management and Budget [OMB] and
National Institute of Standards and Technology [NIST]), Department of Justice IT Security
Standards, and Department of Justice Order 2640.2F.

VIII. NVRA/HAVA COMPLIANT VOTER REGISTRATION LIST.

After analysis and assessment of your state’s VRL, the Justice Department will securely
notify you or your state of any voter list maintenance issues, insufficiencies, inadequacies,
deficiencies, anomalies, or concerns, the Justice Department found when testing, assessing, and
analyzing your state’s VRL for NVRA and HAVA compliance, i.e., that your state’s VRL only
includes eligible voters.

You agree therefore that within forty-five (45) days of receiving that notice from the Justice
Department of any issues, insufficiencies, inadequacies, deficiencies, anomalies, or concerns, your
state will clean its VRL/Data by removing ineligible voters and resubmit the updated VRL/Data
to the Civil Rights Division of the Justice Department to verify proper list maintenance has
occurred by your state pursuant to the NVRA and HAVA.

IX. CONFIDENTIALITY & DEPARTMENT SAFEGUARDS.

Any member of the Justice Department in possession of a VRL/Data will employ
reasonable administrative, technical, and physical safeguards designed to protect the security and
confidentiality of such data. Compliance with these safeguards will include secure user
authentication protocols deploying either: (i) Two-Factor Authentication (“2FA”), which requires

users to go through two layers of security before access is granted to the system; or (ii) the
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assignment of unique user identifications to each person with computer access plus unique
complex passwords, which are not vendor supplied default passwords.

The Department will activate audit logging for the records, files, and data containing the
state’s VRL/Data in order to identify abnormal use, as well as to track access control, on
computers, servers and/or Devices containing the VRL/Data.

For all devices storing records, files, and data containing the VRL/Data: there is (i) up-to-
date versions of system security agent software that includes endpoint protection and malware
protection and reasonably up-to-date patches and virus definitions, or a version of such software
that can still be supported with up-to-date patches and virus definitions, and is set to receive the
most current security updates on a regular basis; and (ii) up-to-date operating system security
patches designed to maintain the integrity of the personal information.

For all devices storing records, files, and data containing the VRL/Data: there is (i)
controlled and locked physical access for the Device; and (ii) the prohibition of the connection of
the Device to public or insecure home networks.

There will be no copying of records, files, or data containing the VRL/Data to unencrypted
USB drives, CDs, or external storage. In addition, the use of devices outside of moving the records,
files, or data to the final stored device location shall be limited.

Any notes, lists, memoranda, indices, compilations prepared or based on an examination
of VRL/Data or any other form of information (including electronic forms), that quote from,
paraphrase, copy, or disclose the VRL/Data with such specificity that the VRL/Data can be
identified, or by reasonable logical extension can be identified will not be shared by the
Department. Any summary results, however, may be shared by the Department.

In addition to the Department’s enforcement efforts, the Justice Department may use the

information you provide for certain routine, or pre-litigation or litigation purposes including:
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present VRL/Data to a court, magistrate, or administrative tribunal; a contractor with the
Department of Justice who needs access to the VRL/Data information in order to perform duties
related to the Department’s list maintenance verification procedures. Recipients of information
shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant
to 5 U.S.C. § 552a(m).

X. LOSS OR BREACH OF DATA.

If a receiving party discovers any loss of VRL/Data, or a breach of security, including any
actual or suspected unauthorized access, relating to VRL/Data, the receiving party shall, at its own
expense immediately provide written notice to the producing party of such breach; investigate and
make reasonable and timely efforts to remediate the effects of the breach, and provide the
producing party with assurances reasonably satisfactory to the producing party that such breach
shall not recur; and provide sufficient information about the breach that the producing party can
reasonably ascertain the size and scope of the breach. The receiving party agrees to cooperate with
the producing party or law enforcement in investigating any such security incident. In any event,
the receiving party shall promptly take all necessary and appropriate corrective action to terminate
unauthorized access.

XI. DESTRUCTION OF DATA.

The Department will destroy all VRL/Data associated with actual records as soon as the
purposes of the list maintenance project have been accomplished and the time required for records
retention pursuant to applicable law has passed. When the project is complete and such retention
requirements by law expires, the Justice Department will:

1. Destroy all hard copies containing confidential data (e.g., shredding);
2. Archive and store electronic data containing confidential information offline in a

secure location; and
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XII.

3. All other data will be erased or maintained in a secured area.

OTHER PROVISIONS.

. Conflicts. This MOU constitutes the full MOU on this subject between the Department

and your state. Any inconsistency or conflict between or among the provisions of this
MOU, will be resolved in the following order of precedence: (1) this MOU and (2) other

documents incorporated by reference in this MOU (e.g., transaction charges).

. Severability. Nothing in this MOU is intended to conflict with current law or regulation

or the directives of Department, or the your state. If a term of this MOU is inconsistent
with such authority, then that term shall be invalid but, to the extent allowable, the

remaining terms and conditions of this MOU shall remain in full force and effect.

. Assignment. Your state may not assign this MOU, nor may it assign any of its rights or

obligations under this MOU. To the extent allowable by law, this MOU shall inure to the
benefit of, and be binding upon, any successors to the Justice Department and your state

without restriction.

. Waiver. No waiver by either party of any breach of any provision of this MOU shall

constitute a waiver of any other breach. Failure of either party to enforce at any time, or

from time to time, any provision of this MOU shall not be construed to be a waiver thereof.

. Compliance with Other Laws. Nothing in this MOU is intended or should be construed to

limit or affect the duties, responsibilities, and rights of the User Agency under the National
Voter Registration Act, 52 U.S.C. § 20501 ef seq., as amended; the Help America Vote
Act, 52 U.S.C. § 20901 et seq., as amended; the Voting Rights Act, 52 U.S.C. § 10301 et

seq., as amended; and the Civil Rights Act, 52 U.S.C. § 10101 et seq., as amended.

. Confidentiality of MOU. To the extent allowed by applicable law, this MOU, its contents,

and the drafts and communications leading up to the execution of this MOU are deemed
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by the parties as “confidential.” Any disclosures therefore could be made, if at all,

pursuant to applicable laws or court orders requiring such disclosures.

SIGNATURES

VRL/Data Provider
State Agency Name:

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:

Requester
Federal Agency Name: Civil Rights Division, U.S. Department of Justice

Signature: Date of Execution:

Authorized Signatory Name Printed:

Title:
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State of New Jersey
DEPARTMENT OF LAW AND PUBLIC SAFETY

PHILIP D, MURPHY DIVISION OF LAW MATTHEW J. PLATKIN
Governor 25 MARKET STREET Altorney General
PG BOX 0112
TAHESHA L. WAY TRENTON, NJ C8825-0112 MICHAEL C. WALTERS
Lt Governor Acting Director

August 21, 2025

Via Email (maureen.riordan2@usdoj.com)
Maureen Riordan

Acting Chief, Voting Section

Civil Rights Division

U.S. Department of Justice

950 Pennsylvania Avenue, NW - 4CON
Washington, DC 20530

Re: Request for Voter Registration List
Dear Ms. Riordan:

On behalf of the Division of Elections (“DOE") in the New Jersey Department of State, | write in
response to Assistant Attorney General Harmeet K. Dhillon’s letter to Lieutenant Governor Way dated
August 14, 2025, to respectfully seek clarification of the request.

By way of background, in response to the letter from you and Deputy Assistant Attorney General
Michael E. Gates to Lieutenant Governor Way dated July 15, 2025, DOE provided the U.S. Department
of Justice (“DOJ") with a copy of New Jersey’s current voter registration list. That list contained the
names, addresses, and other information about individual registered voters that may be disclosed
consistent with New Jersey privacy laws, and without exposing certain especially sensitive, confidential
personally identifiable information such as Social Security and driver license numbers. See, e.g., N.J.
Stat. Ann. § 47:1A-5.3(b). This is the same version of the voter registration list that DOE regularly
discloses in response to proper requests under the National Voter Registration Act (“NVRA™), see 52
U.S.C. § 20507(i)}(1), and other legal authorities.

In her follow-up letter dated August 14, 2025, Assistant Attorney General Dhillon requests an
“electronic copy of the statewide [voter registration list] ... contain[ing] all fields, including the registrant’s
. state driver's license number or the last four digits of the registrant’s social security number”
(emphasis in original). This request raises important legal questions, and the New Jersey Department of
State and DOE take very seriously their responsibility to safeguard information that is protected under
New Jersey law and entrusted to DOE by New Jersey residents in order to enable them to exercise their
fundamental right to vote. Accordingly, and in light of the invitation in the August 14 letter to contact you
“[slhould further clarification [of the request] be required,” we would be grateful for additional
information to enable us to sufficiently consider and respond to the request.

HUGHES JUSTICE COMPLEX - TELEPHONE: (809) 376-3232 FAX: (609) 202-7822
New Jersey is an Equal Opportunity Employer - Printed on Recycled Paper and Recyclable
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AAG Melissa D. Schaffer
August 21, 2025

First, the August 14 letter states that the purpose of requesting New Jersey's entire voter
registration list, including fields containing confidential personally identifiable information, is “to assess
[New Jersey’'s] compliance with the statewide VRL maintenance provisions of the [NVRA]L.” The NVRA
requires States to “conduct a general program that makes a reasonable effort to remove the names of
ineligible voters from the official lists of eligible voters by reason of” death or a change in residence. 52
U.S.C. § 20507(a)(4); see also Bellitto v. Snipes, 935 F.3d 1192, 1202 (11th Cir. 2019) (“Nothing in
HAVA [the Help America Vote Act] broadens the scope of the NVRA's list-maintenance obligations.”). It
is not clear that obtaining confidential personally identifiable information of individual registered voters
is necessary to determine whether New Jersey is conducting a general program that makes a reasonable
effort to remove the names of individuals who are deceased or have changed residence.l Nor is it
apparent how the DOJ intends to use the requested information to make its compliance determination.
Cf. Chao v. Community Trust Co., 474 F.3d 75, 79 (3d Cir. 2007) (“To enforce an administrative
subpoena, an agency must demonstrate” that “the inquiry [is] within the authority of the agency” and
“the information sought [is] reasonably relevant to the authorized inquiry.”). We would therefore
appreciate clarification regarding the DOJ’s need for and intended use of the information sought.

Second, the August 14 letter invokes the federal Civil Rights Act of 1960, a statute “designed to
secure a more effective protection of the right to vote.” State of Ala. ex rel, Gallion v. Rogers, 187 F.
Supp. 848, 853 (M.D. Ala. 1960), aff'd sub nom. Dinkens v. Att’y Gen. of U. S., 285 F.2d 430 (5th Cir.
1961). The Civil Rights Act of 1960 grants the U.S. Attorney General the authority to demand from state
and local officials “records and papers” retained “for a period of twenty-two months from the date of any
general, special, or primary [federal] election ... relating to any application, registration, payment of poll
tax, or other act requisite to voting in such election,” see 52 U.S.C. §§ 20701, 20703, to enable the
Attorney General to investigate “guestion[s] concerning infringement or denial of [individuals’]
constitutional voting rights,” Kennedy v. Lynd, 306 F.2d 222, 228 (5th Cir. 1962); see also id. (The
“purpose [of authorizing demands by the U.S. Attorney General for records under Title 1l of the Civil Rights
Act of 1960] is to enable the Attorney General to determine whether [42 U.S.C.] § 1971 [currently
codified as amended at 52 U.S.C. § 10101] suits or similar actions should be instituted.”). Any such
demand for records “shall contain a statement of the basis and the purpose therefor.” Id. § 20703. The
August 14 letter states that “[tlhe purpose of [DOJ's] request” for New Jersey’'s complete voter
registration list, including confidential personally identifiable information, “is to ascertain New Jersey’s
compliance with the list maintenance requirements of the NVRA and HAVA.” But the letter does not
provide the basis for the request pursuant to 52 U.S.C. § 20703, which is separate and distinct from the
purpose of the request. Id. (requiring that a demand for records must contain “a statement of the basis
ahd the purpose therefor” (emphasis added)). To aid our evaluation of the DOJ’s request under the Civil
Rights Act, we respectfully ask you to provide, pursuant to 52 U.S.C. § 20703, the basis for the request.

Third, as the August 14 letter appears to acknowledge, the request for New Jersey to transfer
massive amounts of confidential personally identifying information to the DOJ raises issues regarding
compliance with the federal Privacy Act, 5 U.S.C. § 552 et seq., as well as the DPPA, as noted above.
However, the August 14 letter does not address whether there is an existing System of Records Notice
{(“SORN") that adequately covers the requested records, or whether DOJ intends to publish a new SORN
and the expected timeline for such publication. Nor does the letter address whether the DQJ anticipates

1 Understanding how the information requested would further a proper law-enforcement function
of the DOJ will also help my office assess the August 14 letter’s assertion that the requested disclosure
of driver license numbers falls within the exception set forth in the Drivers Privacy Protection Act (“DPPA”)
(described in the August 14 letter as the “Drivers License Protection Act”) for use by a government agency
“carrying out its functions.” 18 U.S.C. § 2721(b)(1).

CRT-0003253



AAG Melissa D. Schaffer
August 21, 2025

disclosing any of the records sought to other federal agencies or other entities or individuals, and if so,
under what circumstances and for what purpose or purposes. See, e.g., 5 U.S.C. § 552a(b). We would
be grateful for clarity on these points. Again, to ensure adequate protection of the requested personally
identifiable information consistent with New Jersey law, the State would like to better understand how
the information may be used and with whom it may be shared.

New Jersey’s elections officials take extremely seriously their election duties. We appreciate the
opportunity to seek clarification and thank you in advance for providing the information requested above.

Very truly yours,

MATTHEW J. PLATKIN
ATTORNEY GENERAL OF NEW JERSEY

By:

Melissa Dutton Schaffer
Assistant Attorney General

cC: Harmeet K. Dhillon
Assistant Attorney General
U.S. Department of Justice
Civil Rights Division

Donna Barber, Director

Department of State
Division of Elections
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